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Preface

Cisco routers are nearly ubiquitousin IP networks. They are extremely flexible and reliable devices, and the number
and variety of features grows with each new release of the Internetwork Operating System (10S). While Cisco Press
and severd other publishers supply excellent documentation of router features both online and in avariety of books,
knowing when, why, and how to use these features is sometimes difficult. There are often many different waysto
solve any given networking problem using Cisco devices, and some solutions are clearly more effective than others.

The two immediate questions facing any network engineer are: Which of the many potential solutionsisthe most
appropriate for aparticular Stuation? and, Once you have decided to use a particular festure, how should you
implement it? Unfortunately, the feature documentation describing a particular command or festure frequently does
very little to answer elther of these questions.

Everybody who has worked with Cisco routers for any length of time has had to ask their friends and co-workersfor
example router configuration files that show how to solve acommon problem. A good working configuration
example can often save huge amounts of time and minimize the frustration that sometimes comeswith implementing a
feature that you've never used before.

Cisco Cookbook is not intended to replace the detail ed feature documentation included in books such as Cisco 10S
inaNutshdl (O'Rellly) or information available on Cisco's web site (http://www.cisco.com). While we don't have the
space to provide details about how particular protocols actudly work, you can find thisinformation in the Internet
Engineering Task Force (IETF) Request for Comment (RFC) documents (located at hitp:/Aww.ietf.org/rfc.html)
and awide variety of books.

Instead, thisbook isacomplement to those sources of information. They will tell you what arouting protocol is, how
it works, and which command turnsit on. Cisco Cookbook will help you select the right routing protocol and
configureit in the mogt efficient way for your network.

This book includes a collection of sample router configurations and scripts that we have found useful in red-world
networks. It aso includes, wherever possible, our advice on what festures to use in which situations, and how to use
them mogt effectively. There are many common mistakes that we have seen before, and we want to help you to avoid
making them.

All of the recipesin this book should work with 10S levels 11.3, 12.0, 12.1, 12.2, and 12.3. And, except where
noted, they should run on any Cisco router platform. We have indicated when we use features that are only available
with certain release levels or code sets, and in some cases offered workarounds for older versions. Itisaso
important to remember that most of the recipeswill work not only with Cisco routers, but aso with any Catalyst
switchesthat run 10S (but unfortunately not CatOS switches). In particular, dl of the recipesthat pertainto AAA,
security, sydog, and SNMP should work well on these devices.

We welcome feedback from our readers. If you have comments, suggestions or ideas for other recipes, pleaselet us
know. If there are future editions of the Cisco Cookbook, wewill include any suggestions that we think are especially
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useful. You can reach us at: kevind@manageablenetworks.com or ijbrown@hotmail.com.

4 Previous MHaxt b

Top


mailto:kevind@manageablenetworks.com
mailto:ijbrown@hotmail.com

This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Organization

Asthe name suggests, Cisco Cookbook is organized as a series of recipes. Each recipe begins with a problem
statement that describes a common situation that you might face. After each problem statement is a brief solution that
shows a sample router configuration or script that you can use to resolve that particular problem. A discussion
section then describes the solution, how it works, and when you should or should not useit.

We have tried to construct the recipes so that you should be able to turn directly to the one that addresses your
specific problem and find a useful solution without needing to read the entire book. If the solution includes terms or
conceptsthat you are not familiar with, the chapter introductions should help bridge the gap. Many recipesrefer to
other recipes or chapters that discuss related topics. We have aso included avariety of referencesto other sources
in case you need more background information on a particular subject.

The chapters are organized by the feature or protocol discussed. If you are looking for information on a particular
feature such asNAT, NTP, or SNMP, you can turn to that chapter and find avariety of related recipes. Most
chapterslist basic problemsfirgt, and any unusual or complicated situations last. But there are some exceptions to
this, where we have opted instead to group related reci pes together.

4 Previous MHaxt b

Top



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

What'sin This Book

Thefirst four chapters cover what would be consdered essentia system administration functionsif arouter werea
server. Chapter 1 coversrouter configuration and file management issues. In Chapter 2, we turn to useful router
management tricks such as command diases, usng CDP and DNS, tuning buffers, and creating exception dumps.
This chapter endswith a set of four scriptsthat generate various useful reports to help you manage your routers.
Chapter 3 discusses user access and privileges on the router. Chapter 4 extendsthisdiscussonto using TACACS+
to provide centralized management of user accessto your routers.

The next five chapters cover various aspects of |P routing. Chapter 5 looksat IProuting in genera, including static
routes and adminigtrative distances. In Chapter 6, we focus on RIP, including both Versons 1 and 2. Chapter 7
looks at EIGRP, and Chapter 8 at OSPF. In Chapter 9, we discuss the BGP protocol, which controlsall 1P routing
through the backbone of the Internet.

The remaining chapters all cover separate topics. We look at the popular Frame Relay WAN protocol in Chapter 10.

Chapter 11 discusses queuing and congestion. This chapter also examines various |P Quality of Serviceissues.

In Chapter 12, welook at IP tunnelsand VPNSs. This chapter includes a discussion of Cisco's | PSec implementation.

Weturn to issuesrelated to dial backup in Chapter 13.

In Chapter 14, welook at time. Weinclude ardlatively detailed discussion of the NTP protocol, which you can use
to synchronize the clocks of dl of your routers. Y ou can then use them astime sources for other equipment, including
gpplication servers on your network.

Chapter 15 isprimarily concerned with configuring the DL Sw protocol. It also looks at SNA and SDL C protocals,
which are often carried over IP networks using DLSw.

In Chapter 16, we show how to configure severa of the most popular interface types on a Cisco route.

Chapter 17 and Chapter 18 look at the closdly related issues of network management and logging. In Chapter 17,
we discuss SNMP in particular. This chapter includes severd router configuration examplesto use with SNMP, as
well asanumber of scriptsthat you can use to help manage your Cisco equipment. Chapter 18 looks at issues
related to managing the router's event logs, as well how to use the sydog protocol to send these log messagesto a
central server.

It'simpossible to do much on a Cisco router without having agood understanding of accessligts. There are severd
different kinds of accesslists, and Chapter 19 shows severa ussful and interesting applications of the various
| P-specific accessligts.
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In Chapter 20, welook at DHCP. Routers usualy just act as DHCP proxy devices, but we aso show how to use
therouter asa DHCP server, or even asaclient.

Chapter 21 talks about NAT, which alows you to use private | P addresses and resolve conflicting address ranges
between networks.

One of the best waysto build afault tolerant LAN isto configure two or more routers to share asingle |P address
using HSRP. We show severd different HSRP configurationsin Chapter 22.

In Chapter 23, welook at how to implement multicast routing functionality on a Cisco router.

We aso include two appendixes. Appendix A discusses the various external software tools that we use throughout
the book, and shows how to obtain your own copies of these packages. Appendix B gives some helpful background
on IP Quadlity of Service and the various queueing agorithmsthat you can use on Cisco routers.
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Conventions

Thefollowing formatting conventions are used throughout this book:

Itaicisused for commands, file names, directories, script variables, keywords, emphasis, technica terms,
and Internet domain names.

Constant width is used for code sections, interface names, and | P addresses.

Congant width itdlic is used for replaceable text.

Congant width bold isused for user input and emphasis within code.

Constant width bold italic isused to highlight replacesble itemswithin code.
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Commentsand Questions

Please address comments and questions about this book to the publisher:
ORellly & Associates, Inc.1005 Gravenstein Highway NorthSebastopol, CA 95472(800) 998-9938 (in the United
States or Canada)(707) 829-0515 (international/local)(707) 829-0104 (fax)

Thereisaweb page for this book, which lists errata, examples, or any additional information. Y ou can accessthis

page &:
http://Amww.orellly.com/catal og/ci scockbk/

To comment or ask technical questions about this book, send emall to:
bookquestions@oreilly.com

For more information about books, conferences, Resource Centers, and the O'Reilly Network, see the O'Rellly web
dgtea:
http://Mmww.oreilly.com
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I ntroduction

Y ou can think of a Cisco router as a special-purpose computer. It hasits own operating system, which is caled the
Internetwork Operating System (10S), aswdll asfilesand filesystems. So welll start with adiscussion of the basic
system adminigtration functions that arouter engineer must perform. Thisincludes managing your router's filesystems,
upgrading the operating system, doing backups, and restoring the system configuration.

Cisco routers use flash memory, rather than disks, for storing information. Flash storage mediais sgnificantly more
expensive and dower than disk storage, but the amount of storage needed to run arouter isrelaively smal compared
to the amount needed to run a genera -purpose computer. Flash aso has the important benefit that it tendsto be
more reliable than disk storage.

Fash storage is smilar to Random Access Memory (RAM), but it doesn't need power to retain information, soitis
caled non-volatile. And, unlike Read Only Memory (ROM), you can erase and rewrite flash eadly. There are other
types of non-volatile solid State storage, such as Erasable Programmable Read Only Memory (EPROM) and
Electronically Erasable Programmable Read Only Memory (EEPROM). EPROM is not suitable for routers because
it generally requires an externa device such as an ultraviolet light shone through awindow on the chip to eraseit.
EEPROM, on the other hand, can be erased by smply sending an erase signd to the chip. But thereisakey
difference between EEPROM and flash memory: when you erase something from an EEPROM device, you must
erase the entire device, while flash devices dlow sdlective ddetion of parts of the medium.

Thisisan important feature for routers, because you don't always want to erase the entire storage medium in order to
eraseasinglefile In Recipe 1.11 and Recipe 1.12, we discuss ways to erase single files on some types of routers,
depending on the type of filesystem used.

There are at least two main pieces of non-volatile storage in a Cisco router. Therouter's configuration information is
stored in adevice called the Non-Volatile RAM (NVRAM), and the |0S images are stored in adevice caled the
flash (lowercase). It'simportant to keep these names straight because, of course, al Flash memory isnon-volatile
RAM. And, in fact, most routers use FHash technology for their NVRAM. So it's easy to get confused by the terms.

On most Cisco routers, the NVRAM areais somewhere between 16 and 256K b, depending on the size and
function of the router. Larger routers are expected to have larger configuration files, so they need more NVRAM.
Theflash device, on the other hand, is usually upgradeable, and can be anywhere from afew megabytesto hundreds

of megabytes.

We often talk about arouter's configuration file, but there are actudly two important configuration fileson any router.
Thereisthe configuration file that describes the current running stete of the router, which is caled the running-config.
Then, thereisthe configuration file that the router usesto boot, which is called the startup-config. Only the
startup-config isstored in NVRAM, so it isimportant to periodicaly check that the verson of the configuration in
the NVRAM is synchronized with the verson that the router is currently running. Otherwise you could get asurprise
from ancient history the next time the router reboots. Y ou can synchronize the two configuration filesby smply
copying the running-config onto the startup-config file

Rout er 1#copy runni ng-config startup-config
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Many Cisco engineers, including the authors, till use the old-fashioned version of this command out of force of habit:
Rout er 1#write menory

However, this command is not only deprecated, it's also less descriptive of what the router is doing.

Therouter usesthe larger flash storage device for holding the operating system, or 10S. Unlike the operating systems
on most computers, the|OSisasnglefile containing al of the festures and functions available on the router. Y ou can
obtain the IOS image filesfrom Cisco on CD or, if you have an account on their system, you can download 10Sfiles
from the Cisco web siteusing FTP.

Most of the examples throughout this book assume that you have |OS Version 12. However, many of the features
we discuss are dso availablein earlier versons. Although there may be dight syntax changes, we expect that Cisco
will continue to support al of the features we describe well into the future. It isimportant to be flexible because if you
work with Cisco routersalot, you will encounter alarge variety of different 10S versions, with various subtle
differences. Unfortunately, some of these subtle differences are actualy bugs. Cisco offers adetailed bug tracking
system on their web Sitefor registered users.

There are severa important things to consider when you go to change the |OS version on arouter. Firg isthe feature
st. For each |OS release, Cisco produces severd different versions. They usudly offer an Enterprise Feature Set,
whichincludesdl of the different festure options available at agiven time. Because the IOSisamonoalithicfile
containing al features and al commands, the Enterprise |OSfilesare usudly quitelarge. The Enterpriseversonis
generaly much more expendve than the various stripped-down versions.

Thesmplest IOS verson isusudly the IP Only Feature Set. Asthe name suggests, thisincludes only TCP/IP based
functiondity. In most networks, you will find that the |P Only Feature Set is more than sufficient. In fact, dmost dl of
the recipesin this book will work with the IP Only version of 10S.

If you require other protocols such as IPX or AppleTak, Cisco produces an 10S Feature Set called Desktop that
contains these protocols. They aso offer severa other important variations such as|P Plus, IP Plus IPSec 56, IP
Plus 1PSec 3DES, and so forth. The contents of these different versions (and even their names to some extent) vary
from release to release. We encourage you to consult Cisco's feature matrixes to ensure that the features you need
areinthe |OS version that you have.

One of the most important considerations with any 10S release is whether you have sufficient RAM and Flash
memory to support the new version. Y ou can see how much storage your router has by looking at the output of the
show version command.

The other important thing to remember about 10S images on Cisco routersisthat every router has afallback image
located in the router's ROM. This1OS image cannot be changed or upgraded without physicaly replacing the ROM
chipsintherouter.

Therouter's ROM containsthree items: the power on salf test (POST), the bootstrap program, and alimited version
of the router's operating system. The router uses the bootstrap program while booting. The IOSimagein ROM is
usudly an extremely stripped-down verson that doesn't support many common features (routing protocols, for
example). In the norma boot cycle, the router will first |load the POST, then the bootstrap program followed by the
appropriate |OS image. Please refer to Recipe 1.7 for more information about booting from different IOSfiles.
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Recipe 1.7 aso shows how to adjust the configuration register values. These values set avariety of boot options, and
even alow you to force the router to stop its boot process before loading the |OS. This can be useful if the IOS
Imageis corrupted, or if you need to do password recovery.
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Recipe 1.1 Configuring the Router viaTFTP

1.1.1 Problem

Y ou want to load configuration commandsviathe Trivid File Transfer Protocol (TFTP).

1.1.2 Solution

Y ou can use the copy tftp: command to configure the router viathe TFTP:
Rout er 1#copy tftp://172.25. 1. 1/ NEWCONFI G runni ng-confi g
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Recipe 1.2 Saving Router Configuration to Server

1.2.1 Problem

Y ou want to store a backup copy of your router's configuration on a TFTP server.

1.2.2 Solution

This example shows how to use TFTP to upload a copy of the router's active configuration to aremote server:
Freebsd% t ouch /tftpboot/routerl-confg



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 1.3 Booting the Router Using a Remote Configuration File
1.3.1 Problem

Y ou want to boot the router using an aternate configuration.

1.3.2 Solution

Thefollowing set of commands alows you to automaticaly load aconfiguration file located on aremote TFTP server

when the router boots:
Rout er 1#confi gure term nal
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Recipe 1.4 Storing Configuration FilesLarger than NVRAM

1.4.1 Problem

Y our configuration file has become larger than the router's available NVRAM.

1.4.2 Solution

Y ou can compress your router's configuration file before saving it to NVRAM to dlow you to save more
configuration information. The command service compress-config will compress the configuration information when
the router savesthe file, and uncompressit when it is required:

Rout er 1#configure term nal
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Recipe 1.5 Clearing the Startup Configuration

1.5.1 Problem

Y ou want to clear an old configuration out of your router and return it to afactory default configuration.
1.5.2 Solution

Y ou can delete the current startup configuration files and return the router to its factory default settingswith the erase

nvram; commeand:
Rout er 1#erase nvram
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Recipe 1.6 Loading a New |OS Image

1.6.1 Problem

Y ou want to upgrade the 10S image that your router uses.

1.6.2 Solution

The copy tftp command alows you to use TFTP to download anew |OS verson into the router's Flash memory:
Rout er 1#copy tftp://172.25.1. 1/ ¢c2600-i k903s-ne. 122-12a. bin fl ash:
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Recipe 1.7 Booting a Different 10S Image

1.7.1 Problem

Y ou want to boot using an dternate 10S image.

1.7.2 Solution

To specify which |0OSimage the router should load next time it reboots, use the boot system commeand:
Rout er 1#configure term nal
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Recipe 1.8 Booting Over the Network

1.8.1 Problem

Y ou want to load an 10S image that istoo large to store on your router's local flash.
1.8.2 Solution

Y ou can load an IOS image that islarger than your router's flash by configuring the router to use TFTP to download
theimage before booting:

Rout er 1#configure term nal
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Recipe 1.9 Copying an |OSImageto a Server

1.9.1 Problem

Y ou want to save a backup copy of your IOSimageona TFTP server.

1.9.2 Solution

Y ou can upload a copy of your router's |OS imageto a TFTP server with the following set of commands:
Freebsd% t ouch /tftpboot/c2600-i k903s-ne. 122-12a. bin



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 1.10 Copying an |OS Image Through the Console

1.10.1 Problem

Y ou want to load an 10OS image into your router through a serial connection to the console or AUX ports.
1.10.2 Solution

Y ou can use the following set of commandsto copy an 10S image onto arouter through the console or the AUX

port:
Rout er 1#copy xnmodem sl ot 1:
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Recipe 1.11 Deleting Files from Flash

1.11.1 Problem

Y ou want to erase filesfrom your router'sflash.

1.11.2 Solution

To ddetedl of thefilesfrom your router's flash memory, use the erase command:
Rout er 1#er ase sl ot 1:
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Recipe 1.12 Partitioning Flash

1.12.1 Problem

Y ou want to change how your router's flash memory is partitioned.

1.12.2 Solution

The partition command alows you to create a partition in the router's flash memory:
Rout er 1#configure term nal
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Recipe 1.13 Using the Router asa TFTP Server

1.13.1 Problem

Y ou want to configure your router to act asa TFTP server.

1.13.2 Solution

The tftp-server command configuresthe router to act asa TFTP server:
Rout er 1#confi gure term nal
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Recipe 1.14 Using FTP from the Router

1.14.1 Problem

Y ou want to use FTP directly from your router to download configuration or |OSfiles.

1.14.2 Solution

The copy ftp: command |etsthe router exchangefilesusing FTP.
Rout er 1#confi gure term nal
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Recipe 1.15 Generating Large Numbers of Router Configurations

1.15.1 Problem

Y ou need to generate hundreds of router configuration filesfor abig network rollout.

1.15.2 Solution

When building alarge WAN, you will usudly configure the remote branch routers smilarly according to atemplate.
Thisisagood basic design principle, but it dso makesit relatively easy to create the router configuration files.
Example 1-1 usesa Perl script to mergea CSV file containing basic router information with astandard templatefile.
It takesthe CSV file asinput on STDIN.

Example 1-1. create-configs.pl
#!/usr/| ocal / bi n/ perl
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Recipe 1.16 Changing the Configurations of Many Routersat Once

1.16.1 Problem

Y ou want to make a configuration change to alarge number of routers.

1.16.2 Solution

The Expect script in Example 1-2 makes the same configuration changesto alist of routersusing Telnet. When it
finishes running, the script produces a status report that identifieswhich devices, if any, failed to update properly. No
arguments are required or expected.

Example 1-2. rtrchg.exp
#!/usr/1 ocal / bi n/ expect
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Recipe 1.17 Extracting Hardwar e I nventory I nformation

1.17.1 Problem

Y ou need an up-to-date list of the hardware configurationsand |OSlevelsof al of your routers.

1.17.2 Solution

The Bourne shdll script in Example 1-3 uses SNMP to extract useful version information from alist of routers. By
default, the script storesthis datain CSV format so that you can easily import it into a spreadsheet for analysis. No
arguments are required or expected.

Example 1-3. inventory.sh
#1/bi n/ sh
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Recipe 1.18 Backing Up Router Configurations

1.18.1 Problem

Y ou need to download &l of the active router configurations to see what has changed recently.

1.18.2 Solution

The Perl scriptin Example 1-4 will automatically retrieve and store router configuration files on anightly basis. By
default, it will retain these configuration filesfor 30 days. The script should be run through the Unix cron utility to get
the automatic nightly updates, but you can dso run it manualy if required. No arguments are required or expected.

Example 1-4. backup.pl
#!/usr/| ocal / bi n/ perl
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Like the previous chapter, this chapter also looks a system management issues on the router. So far we've looked
primarily a generd system administration issues such asfilesystem management, but here we will discuss management
and tuning issues related to router performance. Y ou'll also learn some of the techniques needed to dedl with disaster
scenarios, such as how to create exception dumps.

Cisco's 10S supports avariety of specia purpose protocols and services. Some of these are useful for network
management and administration, while others are more useful for testing purposes. One of the handiest featuresisthe
Cisco Discovery Protocol (CDP), which alows you to see useful information about the Layer 2 connections between
Cisco devices. This chapter shows how to use CDP and covers some of its well-known security problems,

Disabling is often the best strategy for severd other services. Some, like the HT TP management interface and various
test protocols (lumped together under thetitle of the TCP and UDP "small servers'), serve no red purpose in most
production networks and are disabled by default. Others, like DNS, do have useful functions and are enabled by
defaullt.

Wewill discuss severa important adminigrative features such as different methods for handling the hostnames of
other network devices and command aiases to make complex commands easier to remember and type. The chapter
concludes with a set of four useful scriptsfor gathering important information from your network devices.
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Recipe 2.1 Creating Command Aliases

2.1.1 Problem

Y ou want to create aliasesfor commonly-used or complex commands.

2.1.2 Solution

Y ou can create command aiases on your router with the alias command:
Rout er 1#confi gure term nal
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Recipe 2.2 Managing the Router's ARP Cache

2.2.1 Problem

Y ou want to adjust the ARP table timeout vaue.

2.2.2 Solution

To modify the ARP timeout vaue, usethe arp timeout configuration command:
Rout er 1#confi gure term nal
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Recipe 2.3 Tuning Router Buffers

2.3.1 Problem

Y ou want to change your default buffer alocationsto improve router efficiency.

2.3.2 Solution

The router maintains two different sets of buffers; public buffers and interface buffers. The router usesthese as
temporary storage while processing packet data. Y ou can tune the public buffer pools asfollows:
Rout er 1#confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 2.4 Using the Cisco Discovery Protocol

2.4.1 Problem

Y ou want to see summary information about what is connected to your router'sinterfaces.
2.4.2 Solution
Y ou can selectively enable or disable Cisco Discovery Protocol (CDP) on the entire router, or on individual

interfaces
Rout er 1#confi gure term nal
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Recipe 2.5 Disabling the Cisco Discovery Protocol

2.5.1 Problem

Y ou don't want to alow adjacent devicesto gain information about this router for security reasons.

2.5.2 Solution

Y ou can disable CDP on asingle interface using the no cdp enable interface configuration commeand:
Rout er 1#confi gure term nal
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Recipe 2.6 Using the Small Servers

2.6.1 Problem

Y ou want to enable or disable router services such as finger, echo, and chargen.

2.6.2 Solution
The finger application provides a remote way of seeing who islogged into the router. Y ou can enableit with the ip

finger globa configuration command:

Rout er 1#confi gure term nal
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Recipe 2.7 Enabling HT TP Accessto a Router

2.7.1 Problem

Y ou want to configure and monitor your router using abrowser interface.

2.7.2 Solution

Ciscoincludesan HTTP server in the |OS. Y ou can enable this feature on arouter and then use any standard web
browser instead of Telnet to access the router:
Rout er 1#configure term nal
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Recipe 2.8 Using Static Hostname Tables

2.8.1 Problem

Y ou want to create a static host lookup table on the router.

2.8.2 Solution

Theip host command lets you configure Satic host entriesin the router:
Rout er 1#confi gure term nal
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Recipe 2.9 Enabling Domain Name Services

2.9.1 Problem

Y ou want to configure your router to use DNS to resolve hostnames.
2.9.2 Solution
To configure the router to use DNS to resolve hosthames, you need to specify adomain name and at least one name

e
Rout er 1#confi gure term nal
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Recipe 2.10 Disabling Domain Name L ookups

2.10.1 Problem

Y ou want to prevent your router from trying to connect to your typing errors.

2.10.2 Solution

To prevent the router from attempting to resolve typing errors, use the ip domain-lookup command:
Rout er 1#confi gure term nal
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Recipe 2.11 Specifying a Router Reload Time

2.11.1 Problem

Y ou want to set the router to automatically reload at a specified time.

2.11.2 Solution

Y ou can set therouter to reload after waiting a particular length of time with the reload in command:
Rout er 1#rel oad in 20
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Recipe 2.12 Creating Exception Dump Files

2.12.1 Problem

Y our router is having serious problems and you need to create an exception dump to forward to Cisco's TAC.

2.12.2 Solution

To create an exception dump of arouter's memory after afailure, you need to configure the exception dump
command and tell the router how to automaticaly transfer thisinformation to aserver:
Rout er 1#confi gure term nal
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Recipe 2.13 Generating a Report of I nterface I nformation

2.13.1 Problem

Y ou want to build a spreadsheet of active |P subnetsfor your network.

2.13.2 Solution

Keeping track of assigned | P subnets on anetwork isavitaly important but often tedioustask. In large organizations,
it can be extremely difficult to maintain accurate and up-to-date addressing information. The Perl script in Example
2-1 uses SNMP to automatically gather current I P subnet information directly from the routers themsalves. The script
creates an output filein CSV format so that you can easily import the information into a Spreadsheet.

Example 2-1. netstat.pl
#!/usr/| ocal / bi n/ perl
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Recipe 2.14 Generating a Report of Routing Table Information

2.14.1 Problem

Y ou need to extract the I P routing table from one of your routers.

2.14.2 Solution

Thescriptin Example 2-2, rt.pl, uses SNMP to extract the routing table from a specified router, and displaysthis
information to STDOUT. The script expectsto find ahostname or | P address of arouter on the command line,

Example2-2. rt.pl
#!/ usr/ bin/ perl
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Recipe 2.15 Generating a Report of ARP Table Information

2.15.1 Problem

Y ou need to extract the ARP table from one of your routersto determine the MAC address associated with a
particular |P address or the |P address for a particular MAC address.

2.15.2 Solution

Thescript in Example 2-3, arpt.pl, extracts the ARP table for a specified router or | P address and displaysthe
resultsto STDOUT. The script expects to find a hostname or 1P address of a router on the command line.

Example 2-3. arpt.pl
#!/usr/| ocal / bi n/ perl
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Recipe 2.16 Generating a Server Host Table File

2.16.1 Problem

Y ou want to build adetailed host file containing the 1P addresses and interface names of dl of your routers.

2.16.2 Solution

The Perl script in Example 2-4, host.pl, builds a detailed host table that includes al of the |P addresses on each
router in alist of devices. The script iswritten in Perl and requires NET-SNMP to extract data from the router list.
No arguments are expected or required.

Example 2-4. host.pl
#!/usr/| ocal / bi n/ perl
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Many network administrators do only the minimum when it comes to setting up user accessto their routers. Thisis
aufficient in networks where there are no serious security issues, and only asmall number of people ever want or
need to access the router. But, unfortunately, not every administrator can be quite so cavdier.

Most of the recipesin this chapter discuss methods for securing access to routers through important measures such
as assigning usernames and passwords, controlling access-line parameters, handling remote access protocol s, and
affecting privileges of users and commands.

There are severa important prerequisites for this discussion. Y ou should understand what VTY s and accesslines are.
Y ou should aso have knowledge of user and command privilege levels. These topics are discussed in Chapters 4
and 13 of Cisco 10S In A Nutshell (O'Relilly).

We discuss best practices and provide anumber of vauable recommendationsin this chapter. We recommend
referring to the Nationd Security Agency (NSA) router security documents for moreinformation. This extremely
useful set of recommendations covers many different types of systems, including Cisco routers. Y ou can download
the Cisco section of this document from http:/Awww.nsa.gov/snac/cisco.

Many examplesin this chapter make limited use of Cisco's advanced authentication methodology caled
Authentication, Authorization, and Accounting (AAA). In this chapter, we will focus on purely loca AAA
implementations. We discuss AAA in more detail in Chapter 4, where we describe how to centralize these servers
with TACACS+.

This chapter aso contains three scripts written by the authors of thisbook. Two of these scripts are written in Perl,
and the other isin Expect. For more information on these languages, refer to Programming Perl and Exploring
Expect (both from O'Rellly). Appendix A includesinformation on obtaining copies of these packages and finding
documentation for them.
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Recipe 3.1 Setting Up User 1Ds

3.1.1 Problem

Y ou want to assign individua (or group) user IDs and passwords to network staff.

3.1.2 Solution

Usethefollowing set of configuration commands to enable localy administered user IDs.
Rout er 1#configure term nal
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Recipe 3.2 Encrypting Passwords

3.2.1 Problem

Y ou want to encrypt passwords so that they do not appesar in plain-text in the router configuration file.

3.2.2 Solution

To enable password encryption on arouter, use the service password-encryption configuration commeand:
Rout er 1#configure term nal
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Recipe 3.3 Using Better Encryption Techniques

3.3.1 Problem

Y ou want to assign a privileged password using a stronger encryption standard than Cisco'strivia default encryption.

3.3.2 Solution

To enable strong, nonreversible encryption of the privileged password, use the enable secret configuration command:
Rout er 1#confi gure termni nal
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Recipe 3.4 Removing Passwords from a Router Configuration File

3.4.1 Problem

Y ou want to remove sengtive information from arouter configuration file.

3.4.2 Solution

Thefollowing Perl script removes sendtive information such as passwords and SNM P community strings from
configuration files. The script takes the name of thefile containing the router's configuration asits only command-line
argument.

Here's some example outpuit:
Freebsd% strip.pl Routerl-confg
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Recipe 3.5 Deciphering Cisco's Weak Password Encryption

3.5.1 Problem

Y ou want to reverse the weak Cisco password encryption agorithm to recover forgotten passwords.

3.5.2 Solution

To recover alost router password from a configuration file, use the following Perl script to decipher weakly
encrypted passwords. This script expects to read router configuration commandsvia STDIN. It then printsthe same
commands to standard STDOUT with the passwords decrypted.

Hereis an example of the program's outpui:
Freebsd% cpwer k. pl < Router1l-confg
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Recipe 3.6 Displaying Active Users

3.6.1 Problem

Y ou want to find out who elseislogged into a router.

3.6.2 Solution

To seewhich users are currently logged into the router and on which line, use the show users EXEC command:
Rout er 1#show users

Usethe keyword all to view dl lines, including those that areinactive:
Rout er 1#show users al |

The EXEC command who gives the same output as the show users command:
Rout er 1#who

To remotely view which users are logged into arouter, use the finger command from your management server:
Freebsd% fi nger @Routerl

Thislast command works only if the finger serviceisenabled on the router.

3.6.3 Discussion

The router provides anumber of different methodsto view active users. The output from al of these commandsis
nearly identical. Many adminigtrators like to know which users are accessing the router for security purposes,
operationa reasons, or just out of curiosity.

Theformat of the output is asfollows: the absolute line number, the VTY line number, the username, aligting of
connected hosts, the inactivity timer, and the source address of the session. Note that one line of the output has an
aderisk (*) intheleft margin, indicating your current session.

The show users command displays the current active users and their associated line information:
Rout er 1#show users
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Recipe 3.7 Sending M essages to Other Users

3.7.1 Problem

Y ou want to send a message to another user logged into the same router.

3.7.2 Solution

To send atext message to dl active userslogged into arouter, use the send EXEC command. Y ou must have
adminidrator privilegesto use this command:
Rout er 1#send *

To send aprivate message to auser logged onto a specific line, use the send command with the line number:
Rout er 1#send 66

To send a private message to a user on the AUX port:
Rout er 1#send aux 0O

To send a private message to a user on the console port:
Rout er 1#send console 0

To send aprivate message to auser on aspecific VTY port:
Rout er 1#send vty 2

3.7.3 Discussion

Sending messages to other users on arouter is quite useful. Y ou might want to use this ability to warn other usersthat
you are about to reload or make changesto therouter. Thisisa particularly vauable feature when remote users are
located in different geographical areas. Y ou can exchange messages with other usersimmediatdly without having to
track down individuas via phone, pager, or cell phone.

We often use this feature whil e troubleshooting network problems. It is particularly useful for communicating with an
ongite technician connected to the router's console, especidly if you have no other meansto reach them. Thisisa
great way to coordinate everybody's efforts when there are no telephones near the router, and cell phoneswon't
work in an dectricaly noisy equipment room.

Toview all of the active users on the router, use the show users EXEC command:
Rout er 1#show users
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Recipe 3.8 Changing the Number of VTYs

3.8.1 Problem

Y ou want to increase or decrease the number of users who can Smultaneoudy telnet to the router.
3.8.2 Solution
If you want to increase the number of VTY ports available on the router for remote access, you just need to create a

reference to the additiond linesin the configuration asfollows:
Rout er 1#confi gure term nal
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Recipe 3.9 Changing VTY Timeouts

3.9.1 Problem

Y ou want to prevent your Telnet session from timing out.

3.9.2 Solution

To prevent Telnet (or SSH) sessonsfrom timing out, use the following command:
Rout er 1#confi gure term nal
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Recipe 3.10 Restricting VTY Access by Protocol

3.10.1 Problem

Y ou want to restrict what protocols can be used to accessthe router's VTY ports.
3.10.2 Solution
To restrict what protocols that you can use to accesstherouter's VTY ports, use the transport input configuration

command:

Rout er 1#confi gure term nal
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Recipe 3.11 Enabling Absolute Timeoutson VTY Lines

3.11.1 Problem

Y ou want to enable absolute timeouts on your VTY lines.

3.11.2 Solution

To enable absolute VTY timeouts, use the following set of configuration commands:
Rout er 1# configure term nal
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Recipe 3.12 Implementing Banners

3.12.1 Problem

Y ou want to implement a banner message to display a security warning.

3.12.2 Solution

The following commands configure various types of bannerson arouter:
Rout er 1#configure term nal
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Recipe 3.13 Disabling Bannerson a Port

3.13.1 Problem

Y ou want to disable the banner on aparticular port to prevent it from confusing an attached device such as a modem.

3.13.2 Solution

To disable banners on particular lines, use the following commands:
Rout er 1#configure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mext b

Recipe 3.14 Disabling Router Lines

3.14.1 Problem

Y ou want to disable your router's AUX port to help prevent unauthorized access.

3.14.2 Solution

To completdly disable access viatherouter's AUX port, use the following set of commands.
Rout er 1#confi gure term nal
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Recipe 3.15 Reservinga VTY Port for Administrative Access

3.15.1 Problem

Y ou want to prevent other people from using up dl of your VTY lines, effectively locking you out of the router.

3.15.2 Solution

You can ensurethat a least one VTY port isavailable to you for access at dl timeswith the following commands:
Rout er 1#confi gure term nal
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Recipe 3.16 Restricting Inbound Telnet Access

3.16.1 Problem

Y ou want to restrict Telnet accessto the router to alow only particular workstations.

3.16.2 Solution

Y ou can restrict which | P addresses can access the router:
Rout er 1#confi gure term nal
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Recipe 3.17 Logging Telnet Access

3.17.1 Problem

Y ou want to log every Telnet session to the router.

3.17.2 Solution

Tolog every Telnet sesson to the router, use the followings set of commands:
Rout er 1#confi gure term nal
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Recipe 3.18 Setting the Source Addressfor Telnet

3.18.1 Problem

Y ou want to force your router to use a particular | P source address when making outbound Telnet connections.

3.18.2 Solution

To configure asingle common IP source address for al outbound Telnet sessions, use the following configuration
command:

Rout er 1#confi gure term nal
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Recipe 3.19 Automating the L ogin Sequence

3.19.1 Problem

Y ou want to automate the process of logging into arouter, S0 you don't have to type usernames, passwords, and
common commands.

3.19.2 Solution

The following script automates the process of logging into the router using a scripting language called Expect. Expect
can be used to automate interactive sessions (see Appendix A for more details). This script takes arouter name or IP
address as acommand-line argument. It then performs an automated login sequence before returning the sesson

back to you for anormal interactive session.

Here's an example of the output:
Freebsd% tel Routerl
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Recipe 3.20 Using SSH for Secure Access

3.20.1 Problem

Y ou want to use SSH to give more secure encrypted remote access to your router.

3.20.2 Solution

Y ou can configure your router to run an SSH Version 1 server for VTY access.
Rout er 1#configure term nal
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Recipe 3.21 Changing the Privilege Level of |OS Commands

3.21.1 Problem

Y ou want to changethe privilege leve of specific IOS commands.

3.21.2 Solution

To reducethe privilege leve of an enable command from 15 to 1, use the following command:
Rout er 1#configure term nal
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Recipe 3.22 Defining Per-User Privileges

3.22.1 Problem

Y ou want to set different privilegelevelsfor different users.

3.22.2 Solution

Toassgn aparticular privilegeleve to auser, usethefollowing set of commands:
Rout er 1#configure term nal
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Recipe 3.23 Defining Per-Port Privileges

3.23.1 Problem

Y ou want to set the privilege level according to which port you use to accessthe router.

3.23.2 Solution

To configure the privilegelevd of aparticular line, use the following configuration command:
Rout er 1#confi gure term nal
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The Termina Access Controller Access Control System (TACACS) protocol dates back to an earlier erain
networking when terminal serverswere common. Thetermina server was aso called a Termina Access Controller
(TAC), so TACACSwasthe TAC Access Control System.

A company called BBN developed the TACACS protocol in the early 1980s. BBN played akey rolein the early
development of the Internet (parts of BBN were subsequently absorbed by companies such asVerizon and Cisco).
Theorigind protocol included only basic functiondity to forward login credentiasto a central server, and the ability
for the server to respond with apass or fail based on those credentials.

Cisco implemented severd extensionsto the origind TACACS protocol in 1990, and called the new verson
XTACACS (Extended TACACS), which isdescribed in RFC 1492. However, the IETF consders this RFC to be
purely informational, and not an officia protocol pecification.

More recently, Cisco has replaced both of these earlier versons of TACACS with anewer implementation called
TACACSt. Thethree different versions are not compatible with one another. In fact, Cisco considersthe two earlier
versonsto be obsolete and no longer supports them, dthough they are till included in the |OS for backward
compatibility reasons. This chapter focuses on only the newest TACACS+ version. Thereisno RFC protocol
gpecification for TACACSH.

It isimportant to remember that TACACS+ isa Cisco proprietary standard, unlike the competing Remote
Authentication Did In User Service (RADIUS) protocol, which is an open standard documented in RFC 2865.
However, Cisco strongly recommends using TACACSt instead of RADIUS, and we support this recommendation.
Cisco's TACACS+ support isfar more mature and robust than RADIUS. Another commonly cited reason for using
TACACS ingtead of RADIUS isthe transport model.

TACACS+ usesa TCP transport on port 49, which makes it more reliable than RADIUS, which uses UDP. RFC
2865 includes alengthy technica defense of the RADIUS UDP implementation. However, TACACS+ and
RADIUS use different implementation models. TACACSt prefersto achieve rdiable ddivery of data between the
client and server, while RADIUS prefers astateless modd that allowsit to quickly switch to abackup server.

But there are dso more tangible benefitsto usng TACACS+. The biggest red advantageisthat TACACS+ dlows
true command authorization. This meansthat you can create very clear usage policieswith TACACS+, where
different users have accessto different commands with very fine adminigtrative granularity. TACACS+ can do this
because it separates authentication and authorization functions, while RADIUS can't because it combines them.

Another important advantage isthat TACACS+ encryptsthe entire payload of the client/server exchange. Thisis
important in highly secure environments. RADIUS, on the other hand, encrypts only the password, so intercepting
packets can reved important information.

The strongest point in favor of RADIUS isthe fact that it isan open standard implemented by many vendors,
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including Cisco. Therefore, if you operate a multivendor network that aready includes RADIUS, you may prefer to
use RADIUS with your Cisco routers. This chapter does not specifically cover RADIUS, dthough many of the
concepts discussed here are equally applicable to both TACACS+ and RADIUS.

TACACS+ ispart of Cisco's AAA framework and works with each of these three functions separately:
Authentication

I dentifies users by challenging them to provide a username and password. Thisinformation can be encrypted if
required, depending on the underlying protocol.
Authorization

Provides amethod of authorizing commands and services on aper user profile basis.
Accounting

Accounting functions collect detailed system and command information and store it on acentral server whereit can
be used for security and quality assurance purposes.

Throughout this chapter, we will discuss some of the most important benefits of using centralized AAA serviceswith
TACACS+. Theseinclude the ability to administer login IDs from acentrd server, aswdll as centraly defining login
and command authorizations for each user. Thisalowsfor easy grouping of users by their adminigtrative functions.
For example, you can give network operators access to one set of commands, web Site administrators accessto a
different set, and il dllow network engineersto have full access. In addition, you can centraly define and modify
these capabilities so that a particular user has Smilar cgpabilities on al routers, without having to configure this
Separately on each router.
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Recipe 4.1 Authenticating Login I Dsfrom a Central System

4.1.1 Problem

Y ou want to administer login ID and password information centraly for al routers.
4.1.2 Solution
Cisco changed the AAA syntax dightly in Verson 12.0(5)T. Thefollowing set of commands dlows you to configure

TACACS+ authentication in the older (pre-12.0(5)T) 10S versons.
Rout er 1#configure term nal
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Recipe 4.2 Restricting Command Access

4.2.1 Problem

Y ou want to restrict permissions so that specific users can only use certain commands.

4.2.2 Solution

Y ou can enadble TACACS+ command authorization in newer 10S versons with the following set of configuration
commands

Rout er 1#confi gure term nal
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Recipe 4.3 Losing Accesstothe TACACSt Server

4.3.1 Problem

Y ou want to ensure that your router can till authenticate user sessions, evenif it loses accessto the TACACSt
server.

4.3.2 Solution

It isimportant to make sure that you can still enter commands on your router if your TACACS+ server becomes
unreachable for any reason. Thefollowing set of commands ensuresthat you don't lose functiondity just because you
lose your server connection:

Rout er 1#configure term nal
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Recipe 4.4 Disabling TACACS+ Authentication on a Particular Line

4.4.1 Problem

Y ou want to disable TACACS+ authentication on your router's console interface.
4.4.2 Solution
Y ou can disable TACACS+ authentication on the router's console port while leaving it active on the rest of the router

lines
Rout er 1#configure term nal
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Recipe 4.5 Capturing User Keystrokes

4.5.1 Problem

Y ou want to capture and timestamp al keystrokes typed into arouter and associate them with a particular user.

4.5.2 Solution

The AAA accounting feature alows you to capture keystrokes and |og them on the TACACS+ server:
Rout er 1#confi gure term nal
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Recipe 4.6 L ogging System Events

4.6.1 Problem

Y ou want to log various system events.
4.6.2 Solution
AAA accounting includesthe ability to log avariety of system events, including timestamps along with associated

usernames.
Rout er 1#confi gure term nal
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Recipe 4.7 Setting the I P Source Addressfor TACACS+ M essages
4.7.1 Problem

Y ou want the router to use a particular source | P address when sending TACACS+ logging messages.

4.7.2 Solution

Theip tacacs source-interface configuration command alows you to specify a particular source |P addressfor
TACACS I ogging messages.

Rout er 1#confi gure term nal
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Recipe 4.8 Obtaining Free TACACSt+ Server Software

4.8.1 Problem

You arelooking for TACACS+ server softwarefor usein your network.

4.8.2 Solution

Cisco digtributes afree TACACS+ software system from their anonymous FTP site on the Internet:
freebsd% ftp ftp-eng.cisco.com
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Recipe 4.9 Sample Server Configuration Files

4.9.1 Problem

Y ou want to configurea TACACS+ server to accept AAA requests from your network devices.

4.9.2 Solution

Hereisan example of aTACACS+ server configuration file that accepts AAA requests from network devicesto
authenticate users. Y ou can use this example as atemplate to hel p you build your own configuration files:
freebsd% cat tac. conf
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I P routing works by comparing the destination addresses of |P packetsto alist of possible destinations called the
routing table. The destination addressin a packet usudly identifiesasingle hogt. It isaso possible to use the multicast
functions of the P protocol to send packets to many hosts smultaneoudly, as discussed in Chapter 23. Inthis
chapter, however, we focus on routing to one specific destination, which is caled unicast routing.

In avery large network, such asthe public Internet or alarge corporate network, it isimpractical to keep track of
every individua device. Instead, the I P protocol groups devicestogether into subnets. A subnet is, in effect, a
summary address representing agroup of adjacent hosts. And, similarly, you can summarize adjacent groups of
subnet addresses. Theresult isan extremely efficient hierarchical addressing system.

There are two different sets of rulesfor how groups of subnets can be summarized together. The older method usesa
concept called class, while the newer method is clasdess and is often referred to by the acronym CIDR, for
Clasdess Inter-Domain Routing. CIDR isdescribed in detail in RFCs 1517, 1518 and 1519. Both methods are till
in common use, athough the public Internet makes extensive use of CIDR, and dl newly registered | P addressing
followsthe new rules.

Y ou can turn on CIDR in Cisco routers with the globa configuration command ip classess. Classessrouting has
been the default Snce |OS Version 11.3. If the older rules are required, you have to explicitly disable CIDR with the
no ip classless command.

For smdl networks, the digtinction is often irrdlevant, particularly if they don't use adynamic routing protocol.
However, usng amixture of classful and clasdess addressing and routing modelsin anetwork can calise some
extremey strange and unexpected routing behavior. Because many network administrators are unclear on the
digtinctions, abrief review isin order.

The biggest difference between classful and classess addressing isthat classful addressng assumesthat the first few
bits of the address can tell you how big the network is. Table 5-1 shows how address classes are defined. Asyou
can see, aClass A addressis any network from 0.0.0.0 to 127.0.0.0, and all of these networks are assumed to have
amask of 255.0.0.0 (/8).

Table5-1. Classes of |P addresses

Range of network

M ask Mask bits
addresses

Class

A 0.0.0.0-127.0.0.0 255.0.0.0 8

B 128.0.0.0 - 191.255.0.0 | 255.255.0.0 16
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C 192.0.0.0 - 223.255.255.0 | 255.255.255.0 24
224.0.0.1 -

D 30,955, 255,255 255.255.255.255 32
240.0.0.1 -

E D55, 955 955 255 255.255.255.255 32

Y ou can create severd subnetswithinaClass A, B, or C network. However, it is harder to work with structures that
are larger than the network. For example, if you wanted to work with the networks 192.168.4.0/24,

192.168.5.0/24, 192.168.6.0/24, and 192.168.7.0/24, CIDR would alow you to address this entire group (called a
supernet) as 192.168.4/22 (or 192.168.4.0 255.255.252.0 in netmask notation). However, with classful routing, the
router would have to maintain routes to al of these ranges as separate Class C networks.

A router decides where to send a packet by comparing the destination address in the header of the I P packet with its
routing table. The ruleisthat the router must dways use the most specific match in the table. Thiswill be the entry
that hasthe most bitsin its netmask, so it is often called the longest match. Thislongest match ruleisrequired
because the routing table often contains severa possible matches for a particular destination.

For example, suppose the destination address in a particular packet is 10.5.15.35. The router will ook initsrouting
table for possible matches and the accompanying next-hop information that will tell it whereto send this packet. If
thereisamatch for the specific host, 10.5.15.35/32, it doesn't need to look any further. But, it ismorelikely that the
router will find amore general route, such as 10.5.15.0/24 or 10.5.0.0/16. And, if it can't find any reasonable
matches, thereisusualy a default route or gateway of last resort, 0.0.0.0/0, that matches anything. If thereisno
match at all, the router must drop the packet.

Clasdessrouting can use amask of any length when looking for the best route to adestination, but classful routing
cannot. For example, CIDR would alow the four networks 192.168.4.0/24, 192.168.5.0/24, 192.168.6.0/24 and
192.168.7.0/24 to be written together as 192.168.4.0/22. But arouter using classful routing would not consider the
destination address 192.168.5.15 to be apart of 192.168.4.0/22 because it knows that anything beginning with 192
must be a Class C network. Instead, if there was no specific route for 192.168.5.0/24 or a subnet containing this
destination, the router would skip straight to the default route. If you mix clasdess and classful routing, this could be
the wrong path, and in the worst case, it could even cause arouting loop.

Thisiswhy it is so important to make sure that you are consistent about which type of routing and addressing you
want to use. In generd, it is better to use CIDR because of theimproved flexibility it offers. Also, snce CIDR dlows
more levels of route summarization, you can often smplify your routing tables so that they take up lessmemory inthe
routers. This, in turn, can improve network performance.

Summary routes have another important benefit. The router will keep its summary route aslong as any of its subnets
exist. Thismeansthat the summary route is as stable as the most stable route in the summarized range. Without
summarization, if thereis one route that repeatedly flaps up and down, the routing protocol must propagate every
trangtion throughout the network. But asummary route can hide thisingtability from the rest of the network. The
routing protocol doesn't need to waste resources ingtaling and removing the flapping route, which improves overal
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network stability.

Unregistered Addresses

Most of the P addresses used in examplesin thisbook are unregistered. The Internet Engineering Task Force
(IETF) and the Internet Assigned Numbers Authority (IANA) have set aside severa unregistered ranges of
addresses for anybody to use at any time. The only stipulation isthat, because anybody and everybody isusing these
numbers, they cannot be allowed to leak onto any public sections of the Internet. The alowed ranges of unregistered
|P addresses are defined in RFC 1918 and summarized in Table 5-2. Itisagood practice to address dl private
networks using these address ranges.

Table 5-2. RFC 1918 dlowed unregistered | P addresses

Class Networ k M ask Comment

ClassA 10.0.0.0 255.0.0.0 Onelarge Class A network

ClassB 172.16.0.0-172.31.0.0 |255.255.0.0 16 Class B networks
192.168.0.0 -

ClassC 192 168.955.0 255.255.255.0 256 Class C networks

Note that RFC 3330 defines anumber of other specia rangesincluding aspecial TEST-NET range, 192.0.2.0/24,
which isreserved for documentation purposes. We occasionaly use this address range in this book. Y ou should not
useit in production networks, however.
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Recipe 5.1 Finding an | P Route

5.1.1 Problem

Y ou want to find aparticular route in your router's routing tables.

5.1.2 Solution

The EXEC-level command to look at the entire IP routing tableis:
Rout er >show i p route
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Recipe 5.2 Finding Typesof | P Routes

5.2.1 Problem

Y ou want to look for aparticular type of routein your router's routing tables.
5.2.2 Solution
Often you are moreinterested in finding dl of the directly connected networks, or dl of the static routes, rather than a

specific route. This can be done easily by specifying the type of route in the show command:

Rout er >show i p route connected
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Recipe 5.3 Converting Different Mask Formats

5.3.1 Problem

Y ou want to convert between the three different formats that Cisco routers use to present mask information: standard
netmask, ACL wildcards, and CIDR bit numbers.

5.3.2 Solution

The following Perl script converts from any of these formatsto any other. The usage syntax is "mask-cvt { njw|b}
{njw[b} { nnn.nnn.nnn.nnNn|/bits} ", where the first argument specifies what the input format is and the second argument
specifiesthe output format. In both cases nisfor netmask format, w isfor wildcard format, and b isfor CIDR bit
format (with or without the leading dash, asin /24).

For example:
$ mask-cvt.pl n w 255.255.248.0
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Recipe 5.4 Using Static Routing

5.4.1 Problem

Y ou want to configure a static route.

5.4.2 Solution

Y ou can configure a tatic route with the ip route command, asfollows:
Rout er #confi gure term nal
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Recipe 5.5 Floating Static Routes

5.5.1 Problem

Y ou want to use a gtatic route only when the dynamic route is not available.

5.5.2 Solution

Therouter will use afloating static route for aparticular network prefix only if that same route is not available from
the dynamic routing protocol. Y ou can accomplish this by setting the administrative distance of the Satic route to a
vaue greater than the adminigrative distance of the dynamic routing protocol:

Rout er #confi gure term nal
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Recipe 5.6 Using Policy-Based Routing to Route Based on Sour ce
Address

5.6.1 Problem

Y ou want to use different network links depending on the source address.

5.6.2 Solution

Policy-based routing alows you to configure specid routing rules beyond the normal | P routing table. One common
application isto route packets based on the 1P source address, rather than (or in addition to) using the destination
address:

Rout er #confi gure term nal
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Recipe 5.7 Using Policy-Based Routing to Route Based on
Application Type

5.7.1 Problem

Y ou want different gpplicationsto use different network links.

5.7.2 Solution

Thisexampleissimilar to the previous one except that, instead of looking at the source address of theincoming IP
packet, it looks at other protocol information such asthe TCP or UDP port number. This example redirectsHTTP
traffic (TCP port 80) from certain source addresses:

Rout er #confi gure term nal
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Recipe 5.8 Examining Policy-Based Routing

5.8.1 Problem

Y ou want to seeinformation about how policy-based routing has been gpplied on arouter.
5.8.2 Solution
The show ip policy command shows what routing policies have been gpplied on arouter. Here isthe output for a

router thet has dl three of the policiesfrom Recipe 5.7:
Rout er >show i p policy
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Recipe 5.9 Changing Administrative Distances

5.9.1 Problem

Y ou want to change the adminidtrative distance for an externa network.
5.9.2 Solution
Usethe distance command to adjust the administrative distance for a particular routing protocol. The precise syntax

depends on the routing protocol. This example usesRIP:
Rout er #confi gure term nal
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Recipe 5.10 Routing Over Multiple Pathswith Equal Costs

5.10.1 Problem

Y ou want to restrict how many paths your router can use Smultaneoudly to reach a particular destination.

5.10.2 Solution

By default, the router will instal up to four routes to the same destination for most routing protocols, except for BGP
(where the default isone), and static routes (which allow six). Y ou can change this default to any value between one
and six by using the maximum-paths configuration command:

Rout er #confi gure term nal
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RIP Verson 1 wasthe Internet's first widely used routing protocol. It was standardized in RFC 1058, dthough
implementations of the protocol based on de facto standards existed much earlier. 1t isstill useful in small, smple
networks. RIP Verson 2 isdocumented in RFC 1723. All Cisco routers support RIP Version 1. Version 2 support
wasintegrated into IOSVerson 11.1. A detailed discussion of RIPVersons 1 and 2 is beyond the scope of this
book. If you are unfamiliar with dynamic routing protocolsin generd or with RIPin particular, you can find
theoretical descriptions of how the protocol worksin IP Routing (O'Reilly) and Designing Large-Scae LANs
(O'Rellly). We a so recommend reading the appropriate RFCs.

RIPisuseful in some situations, but you have to remember itslimitations. First, it isa purely classful protocol, and
Version 1 doesn't support variable length subnet masks. So you should not use this protocol if you do any complex
subnetting. Second, both Versons 1 and 2 of RIP use the very small metric vaue of 16 to signify "infinity." The
protocol considers any network that is more than 16 hops away to be unreachable. Thisis particularly important if
you adjust any metric valuesto make RIP favor afast link over adow one. In practice, it is quite easy to exceed the
maximum metric, even in smal networks.

However, RIP can be extremely useful over small parts of anetwork. For example, it ismuch easier to configure than
BGP as amethod for interconnecting two or more different OSPF or EIGRP Autonomous Systems. And, because
RIP has been around for so long, it is often useful when exchanging routing information with legacy equipment.
Indeed, it isalmost impossibleto find arouter of any age from any vendor that doesn't implement RIP.

In this book, we assume that you are familiar with RIP in genera and focus on Cisco'simplementation of it. We dso
discuss some specific issues that we think are particularly important.

One of the central features of RIPisthat it distributes the entire routing table every 30 seconds. The protocol requires
every deviceto add asmall random amount to thistime period, but doesn't specify the size of this offset, or whether it
should be positive or negative. Cisco routers aways reduce this period dightly by subtracting arandom variable
amount of time, up to 4.5 seconds. This helpsto prevent the synchronization problems caused by severd routers
sending their updates s multaneoudy, which can in turn cause network loading problems.

If aparticular route is not seen for 6 successive update cycles, or 180 seconds by default, the routers will mark it as
invaid. They will then flush theinvaid route from their routing tablesif they don't seeit for 8 cycles, or 240 seconds.
Thisimpliesthat RIPisdow to converge after afailure, but the network will actualy converge much more quickly if it
can take advantage of a protocol feature called triggered updates. This means that when aroute's metric suddenly
changes, for whatever reason, arouter using triggered updates will not wait for the full update cycle before
distributing information about the change to the other routersin the network.

Thisisdifferent from the modification to RIP described in Recipe 6.11, which isalso called atriggered update. This
feature, which isapartid implementation of RFC 2091, dlows the routers to send routing updates only when there
are changes, instead of sending the entire routing table at each update cycle. This makesit possible to configure the
routersto just send incrementd changes. Using triggered updates drastically improves RIP performance, but it must
be configured on all of the routers sharing the link. It is often unsupported by legacy equipment, and Cisco routers
support this feature only on point-to-point serid links.
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Cisco routersimplement a hold-down timer with RIP. Thisisaprotocol festure that is not described in the standard
protocol RFCs. When the router marks aroute invalid, it starts the hold-down timer, which is 180 seconds by
default, and ignores all updatesfor thisroute. This helpsto make the network somewhat more stable.

Because RIP uses adistance vector agorithm rather than alink state protocol (like OSPF), you can use Cisco's
digtribute liststo make arouter digtribute only certain routes. Thisalows you to prevent distribution of routing
information that you don't want to be generaly vishble. And you can aso regject incoming routing information that you
don't want to use. This can be extremely useful when exchanging routing information between networks, or when
connecting smal networks regions with legacy equipment.
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Recipe 6.1 Configuring RIP Version 1

6.1.1 Problem

Y ou want to run RIP on asmple network.

6.1.2 Solution

The following commands show how to configure basic RIP functiondity:

Rout er 2#confi gure term nal
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Recipe 6.2 Filtering Routes with RIP

6.2.1 Problem

Y ou want to regtrict what routing information is exchanged within RIP.

6.2.2 Solution

Y ou can filter inbound RIP routes on a per-interface bass with adigtribute list:
Rout er 2#confi gure term nal
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Recipe 6.3 Redistributing Static Routesinto RIP

6.3.1 Problem

Y ou want RIP to redistribute static routes that you have configured on your route.

6.3.2 Solution

The redistribute static command tells RIP to forward static routesin addition to the directly connected routes and
the routes that have been learned from other RIP routers, which it forwards by defaullt:
Rout er 1#confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 6.4 Redistributing Routes Using Route M aps

6.4.1 Problem

Y ou want to use route maps for more detailed control over how RIP redistributes routing information from other
SOUrces.

6.4.2 Solution

Route maps give you much better control over how RIP redistributes externa routes. This example uses satic routes,
but the same principles apply when redistributing routes from other protocols:
Rout er 1#confi gure term nal
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Recipe 6.5 Creating a Default Routein RIP

6.5.1 Problem

Y ouwant RIP to propagate a default route,
6.5.2 Solution
There are two ways to get RIP to propagate a default route. The preferred method isto use the default-information

originate command asfollows:
Rout er 1#confi gure term nal
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Recipe 6.6 Disabling RIP on an Interface

6.6.1 Problem

Y ou want to prevent an interface from participating in RIP.

6.6.2 Solution

Y ou can prevent an interface from participating in RIP with the following set of commands:
Rout er 1#configure term nal
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Recipe 6.7 Unicast Updatesfor RIP

6.7.1 Problem

Y ou want to exchange routing information with one device on anetwork, but not with any others.

6.7.2 Solution

Y ou can configure RIP to send its updates to a neighboring router using unicast instead of broadcast or multicast
packets. Thisisuseful in two Stuations. First, on Non-Broadcast Multiple Access (NBMA) networks, you can't use
the standard broadcast or multicast methods for distributing information because the media doesn't support it. And
second, sometimes you need to exchange routing information with one or more specific devices on asegment, but
you don't trust the rest to give you reliable information. Thisfeatureisrarely used, but it can be extremely vauablein
these types of Stuations:

Rout er 1#confi gure termni nal
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Recipe 6.8 Applying Offsetsto Routes

6.8.1 Problem

Y ou want to modify the routing metricsfor routes learned from or distributed into RIP.
6.8.2 Solution
Y ou can modify the RIP metricsfor alist of routes learned through a particular interface with the offset-list

configuration commeand:

Rout er 2#configure term nal
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Recipe 6.9 Adjusting Timers

6.9.1 Problem

Y ou want to tune your routing protocol performance to decrease the amount of time that the network takesto
converge after atopology change.

6.9.2 Solution

RIP has severd timersthat control how often it sends updates, how long it takes to remove abad route, etc. Y ou can
adjust these values with the timers basic configuration command:
Rout er 2#confi gure term nal
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Recipe 6.10 Configuring Inter packet Delay

6.10.1 Problem

Y ou want to dow down the rate at which arouter sends the packetsin asingle update to ensure that dower devices
aren't overwhelmed, resulting in aloss of data.

6.10.2 Solution

Use the output-delay configuration command to adjust the interpacket delay of the RIP protocol:
Rout er 2#confi gure term nal
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Recipe 6.11 Enabling Triggered Updates

6.11.1 Problem

Y ou want to reduce RIP bandwidth requirements by configuring routersto forward only changes made to the routing
table instead of forwarding the entire routing table.

6.11.2 Solution

Theip rip triggered interface configuration command tells the router to only send those parts of the RIP database

that have changed, instead of the entire database on each RIP update cycle:
Rout er 1#confi gure termni nal
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Recipe 6.12 Increasing the RIP Input Queue

6.12.1 Problem

Y ou want to incresse the Sze of the RIP input queue to prevent your low-speed router from losing routing
informetion.

6.12.2 Solution

To increase the size of the shared RIP queue, use the input-queue configuration command:
Rout er 2#confi gure term nal
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Recipe 6.13 Configuring RIP Version 2

6.13.1 Problem

Y ou want to use the more flexible features of RIP Verson 2.

6.13.2 Solution

By default, Cisco routerswill listen for both RIP Version 1 and 2 packets, but they will only send Version 1. If you
want to configure the router to send and receive only Version 2 RIP packets, use the version 2 configuration
commeand:

Rout er 2#configure term nal
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Recipe 6.14 Enabling RIP Authentication

6.14.1 Problem

Y ou want to authenticate your RIP traffic to ensure that unauthorized equipment cannot affect how traffic isrouted
through your network.

6.14.2 Solution

Thefollowing set of commands enables plain-text RIP authentication:
Rout er 1#confi gure term nal
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Recipe 6.15 RIP Route Summarization

6.15.1 Problem

Y ou want to decrease the Size of your routing tables to improve the stability and efficiency of the routing process.

6.15.2 Solution

Y ou can manually configure address summarization on anindividud interface with the ip summary-addressrip
configuration commeand:

Rout er 1#confi gure term nal
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Recipe 6.16 Route Tagging

6.16.1 Problem

Y ou want RIP to include atag when it distributes specific routes to prevent routing loops when redistributing between
routing protocols.

6.16.2 Solution

RIP Verson 2 dlowsyou to tag external routes. For example, astatic route configuration lookslikethis:
Rout er 1#configure term nal
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I ntroduction

Enhanced Interior Gateway Routing Protocol (EIGRP) isa Cisco proprietary routing protocol. Y ou can only useitin
an dl-Cisco network, but EIGRP more than makes up for this deficiency by being easy to configure, fast, and
reliable. A detailed discussion of the protocol's theory and operation is out of the scope of this book. If you are
unfamiliar with EIGRP in generd, or need more detail on how the protocol works, we recommend reading the
relevant sections of IP Routing (O'Reilly).

Like RIP, EIGRPisbased on adistance vector algorithm that determines the best path to a destination. But EIGRP
uses amore complex metric than RIP's smple hop count. The EIGRP metric is based on the minimum bandwidth
and net delay along each possible path, which meansthat EIGRP can accommodate larger networks than RIP. It
also meansthat EIGRP needs a different algorithm for loop removal, because EIGRP can't Smply increment the hop
count to infinity to eiminate aloop, as RIP does. EIGRP uses amore sophisticated adgorithm called Diffusing Update
Algorithm (DUAL).

The DUAL dgorithm ensuresthat every router can individualy make sure that its routing table is aways free from
loops. EIGRP aso alowsthe router to take advantage of severd different possible paths, if they dl have the same
metric. Thisfacilitates|oad sharing among equal cost links. Further, the EIGRP topol ogy database on each router
keepstrack of higher cost candidates for the same destinations. This helps routing tables throughout the network to
reconverge quickly after atopology change such asalink or router falure.

It isthe sophisticated DUAL dgorithm that distinguishes EIGRP from the earlier Cisco proprietary protocol, caled
Interior Gateway Routing Protocol (IGRP). IGRP israrely used anymore, except for backward compatibility with
older networks. Rather than implementing a new network with |GRP, we recommend using either EIGRP or OSPF-.
Infact, Cisco includes many useful features such as automatic two-way redistribution that make the migration from
IGRPto EIGRP relaively straightforward.

EIGRP operates very efficiently over large networks. It achievesthis efficiency in part by sending non-periodic
updates. This meansthat, unlike RIP, EIGRP only distributes information about routes that have changed, and only
when thereis achangeto report. Therest of thetime, routers only exchange smdl "Hello" packetsto verify that
routing peers are fill available. So, in ardatively stable network, EIGRP uses very little bandwidth. Thisis especidly
useful in WAN configurations.

Itisaso extremely efficient over LAN portions of anetwork. On each network segment, routers exchange routing
information using multicast packets, which helpsto limit bandwidth usage on segmentsthat hold many routers. EIGRP
uses multicast address 224.0.0.10, sending packets as raw | P packets using protocol number 88. These multicast
packets are dways sent witha TTL vaue of 1 to ensurethat localy relevant routing information doesn't leak off the
local segment and confuse routers el sewhere in the network.

Every router in an EIGRP network includes atopology table, which isacentral feature of the DUAL agorithm.
Every time arouter receives anew piece of routing information from one of its neighbors, it updates the topology
table. Thishelpsto giveit ardiable and up-to-date image of al of the connectionsin the network that are currently in
use. Every destination subnet known to EIGRP appearsin the topology table.
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EIGRP includes many of the features such as Clasdess Inter-Domain Routing (CIDR) and Variable Length Subnet
Masks (VLSM) that are needed in larger networks. But we suspect that this protocol owes most of its popularity to
thefact that it is consderably easer to configure in medium-sized to large networks than other protocols with smilar

capabilities (such as OSPF).

Much of this chapter will discuss specid featuresthat Cisco has built into this protocol to help improve scaability. A
detailed discussion of design guiddinesfor building scalable and reliable EIGRP networksis out of the scope of this
book. Please refer to Designing Large-Scale LANs (O'Rellly) for information about efficient EIGRP architectures.
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Recipe 7.1 Configuring EIGRP

7.1.1 Problem

Y ou want to run EIGRP on asmple network.

7.1.2 Solution

The following commands configure EIGRP on one router in asmple network:
Rout er 1#confi gure term nal
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Recipe 7.2 Filtering Routeswith EIGRP

7.2.1 Problem

Y ou want restrict which routes EIGRP propagates through the network.
7.2.2 Solution
Y ou can filter the routes that EIGRP receives on a particular interface (or subinterface) using the distribute-list in

command asfollows:
Rout er 2#confi gure term nal
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Recipe 7.3 Redistributing Routesinto EIGRP

7.3.1 Problem

Y ou want to redistribute routes that were learned by other meansinto the EIGRP routing process.

7.3.2 Solution

The smplest way to redistribute routes into EIGRP uses the redistribute command:
Rout er 1#confi gure term nal
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Recipe 7.4 Redistributing Routesinto EIGRP Using Route M aps

7.4.1 Problem

Y ou require greater control over the routes that are redistributed and their associated metrics and route tags.

7.4.2 Solution

Y ou can use route maps to do more sophisticated redistribution of routesinto EIGRP:
Rout er 1#confi gure termni nal
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Recipe 7.5 Creating a Default Routein EIGRP

7.5.1 Problem

Y ou want to propagate a default route within EIGRP.

7.5.2 Solution

Y ou can configure EIGRP to propagate adefault route by smply redistributing a gtatic route to 0.0.0.0/0, asfollows:
Rout er 1#configure term nal
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Recipe 7.6 Disabling EIGRP on an Interface

7.6.1 Problem

Y ou want to disable an interface from participating in EIGRP.

7.6.2 Solution

Y ou can prevent an interface from participating in EIGRP by smply designating it as passve:
Rout er 1#configure term nal
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Recipe 7.7 EIGRP Route Summarization

7.7.1 Problem

Y ou want to reduce the size of your routing tablesto improve the stability and efficiency of the routing process.

7.7.2 Solution

Theip summary-address eigrp configuration command allows you to configure manua summary addresseson a
per-interface basis:

Rout er 1#confi gure term nal
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Recipe 7.8 Adjusting EIGRP Metrics

7.8.1 Problem

Y ou want to modify the routing metricsfor routes learned via EIGRP.
7.8.2 Solution
Y ou can use the offset-list configuration command to modify the metrics of routesthat EIGRP learnsthrough a

particular interface:
Rout er 1#configure term nal
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Recipe 7.9 Adjusting Timers

7.9.1 Problem

Y ou wish to tune your EIGRP timersto improve network convergence.
7.9.2 Solution
There are two important EIGRP timers, the hello interval and the hold time. Y ou can adjust both of thesetimers

separately on each interface on arouter asfollows:
Rout er 1#configure term nal
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Recipe 7.10 Enabling EIGRP Authentication
7.10.1 Problem

Y ou want to authenticate your EIGRP traffic to ensure that no unauthorized equipment can affect your routing tables.

7.10.2 Solution

To enable MD5-based EIGRP packet authentication, you must first define akey chain for the encryption, then apply
the authentication commandsto the interface:
Rout er 1#confi gure term nal
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Recipe 7.11 Logging EIGRP Neighbor State Changes
7.11.1 Problem

Y ou want to log EIGRP neighbor state changes.
7.11.2 Solution
To enable thelogging of EIGRP neighbor state changes, use the eigrp |og-neighbor-changes configuration

command:

Rout er 1#confi gure term nal
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Recipe 7.12 Limiting EIGRP's Bandwidth Utilization
7.12.1 Problem

Y ou want to limit the fraction of an interface's bandwidth available to EIGRP for routing updates.

7.12.2 Solution

To modify the fraction of the total bandwidth available to EIGRP, use the ip bandwidth-percent configuration
commeand:

Rout er 1# configure term nal
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Recipe 7.13 EIGRP Stub Routing

7.13.1 Problem

Y ou want to stabilize your network by sending smaller routing tables out to stub branches and reducing the scope of
EIGRP queries.
7.13.2 Solution

To enable stub routing, use the eigrp stub configuration commeand:
Rout er 1#confi gure term nal
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Recipe 7.14 Route Tagging

7.14.1 Problem

Y ou want to tag specific routes to prevent routing loops while mutualy redistributing routes between two routing
protocols.

7.14.2 Solution

This example shows how to tag external routesin EIGRP:
Rout er 1#confi gure term nal
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Recipe 7.15 Viewing EIGRP Status

7.15.1 Problem

Y ou want to check the status of EIGRP on the router.

7.15.2 Solution

There are severd useful commandsfor looking at EIGRP status. Aswe have seen throughout this chapter, the show
ip protocols command displays awedth of useful information:
Rout er 1#show i p protocol s

Y ou can look at arouting table of only those routes that were learned via EIGRP asfollows:
Rout er 1#show i p route eigrp

Another extremey useful EIGRP command displays atable of al of the adjacent EIGRP routers.
Rout er 1#show i p ei grp nei ghbors

Y ou can seeinformation about the interfaces that exchange routing information using EIGRP with this command:
Rout er 1#show i p eigrp interfaces

Findly, you can view the EIGRP topology database asfollows:
Rout er 1#show i p ei grp topol ogy
7.15.3 Discussion

The precise output of the show ip protocols command varies depending on what festures are enabled. However, we
have shown severd examples of different output throughout this chapter:
Rout er 1#show i p protocol s
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I ntroduction

Open Shortest Path First (OSPF) isapopular routing protocol for 1P networks for severa key reasons. It is
clasdess, offering full CIDR and VLSM support, it scaleswell, converges quickly, and guarantees|oop free routing.
It aso supports address summarization and the tagging of external routes, smilar to EIGRP. For networks that
require additiona security, you can configure OSPF routers to authenticate with one another to ensure that
unauthorized devices can't affect routing tables.

Perhaps the most important reasons for OSPF's popul arity are that it is both an open standard and a mature
protocol. Virtualy every vendor of routing hardware and software supportsit. This makesit the routing protocol of
choice in multivendor enterprise networks. It isaso frequently found in ISP networks for the same reasons.

But, for al of these benefits, OSPF is a so considerably more complicated to set up than EIGRP or RIP. Unlike
EIGRP, which can be readily retrofitted into almost any existing network, your network has to be designed with
OSPFin mind if you want it to scale well. For more information on OSPF network design, refer to Designing
Large-Scale LANs (O'Railly). Y ou can find more information about the protocol itself in 1P Routing (O'Rellly). The
remainder of this section isintended only to serve as areminder to readerswho are aready familiar with OSPF.

OSPF iscurrently inits second verson, which is documented in RFC 2328. It uses alarge, dimensionless metric on
every link (also equivaently called a"cost"), with amaximum vaue of 65,535. It isimportant to remember that
OSPF doesn't add these metrics the same way that RIP and EIGRP do. In those protocols, each router updates the
total metric asit passes the route on to the next router. However, in OSPF, the routers distribute the individua link
costs to one another. The maximum cost for an individua link, then, is 65,535, but the RFC does not specify a
maximum tota path cost. Any given path through an OSPF network can include many high-cost links, but till be
usable. Thisisquite different from RIP, for example, where afew high-cost links along a path can make the entire
path unusable.

This 16-bit OSPF per-link metric, while sgnificantly larger than the smple hop-count metric used in RIP, ismuch
smaller than EIGRP's 32-bit metric. So many of the metric manipulation techniques we discussed for EIGRPIn
Chapter 7 do not work in OSPF. The smaller metric sometimes means that you have to exercise care in how you
define the costs of each link. We discussthisissuein more detail in Recipe 8.3.

Like EIGRP, OSPF routers only start to exchange routing information after they have established a neighbor
relaionship. However, unlike EIGRP, OSPF routers don't actudly exchange routing tables directly. Insteed, they
exchange Link State Advertisements (L SAS), which describe the states of different network links. Each router then
obtains an accurate image of the current topology of the network, which it usesto build its routing tables. If you
group the routersinto areas, aswewill discussin amoment, every router in each area seesthe same LSA
information, which guaranteesthat al of the routing tables are compatible with one another.

The OSPF protocol operates directly at the I P layer using IP protocol number 89, without an intervening transport
layer protocol such as UDP or TCP. Devices exchange OSPF information using multicast packets that are confined
to the local segment. OSPF actually uses two different multicast |P addresses: al OSPF routers use 224.0.0.5, and
Designated Routers (DRs) use 224.0.0.6.
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A DRisbasicaly amaster router for anetwork segment. Thisisonly relevant when there are several OSPF routers
on amultiple access medium, such as an Ethernet segment. In this case, to avoid the scaling problems of establishing
amesh of neighbor relationships between dl of the routers on the segment, one router becomes the DR for the
segment. Then all of the other routerstalk to the DR. Each segment also elects a Backup Designated Router (BDR)
in casethe DR falls.

One of the most important features of OSPF isthe concept of an area. Thisis aso partly what makes OSPF more
difficult to configure. An OSPF network can be broken up into areas that are connected by Area Border Routers
(ABRs). Routing information can then be summarized at the ABR before being passed dong to the next area. This
means that routersin one area don't need to worry about the LSA information from routersin other areas, which
dragtically improves network stability and convergence times. It also reduces the memory and CPU required to
support OSPF on the routers.

For OSPF to work well, you need to allocate your |P addresses appropriately among the areas. In particular, you
want to be able to summarize the routes for an areawhen you pass this information along to the next area. The
summarization doesn't need to reduce perfectly to asingle route for each area, but the fewer LSASs you need to pass
between areas, the better OSPF will scale.

Each areahas a 32-bit identifier number, which is often represented in dotted decimal notation, smilar to IP
addresses. Every OSPF network should have an Area 0 (or 0.0.0.0), and every ABR must be amember of Area0.
Thisenforces ahierarchical design mode for OSPF networks. The one exception to this rule happensin a network
with only one area. In this case you can actually give this areaany number, but we don't recommend doing so
becauseit could cause serious problemsif you ever need to partition the network into areaslater. The only timethis
becomes relevant is when anetwork failure isolates one areafrom the rest of the network. In this case, the isolated
areacan continue working as normd interndly.

Y ou can get around this gtrict design requirement of having al areas connected only through Area 0 by usng OSPF
virtud links. These are essentidly little more than 1P tunndls. Y ou can use virtud linksto ensurethat every ABR
connectsto Area 0, even if one or more of them are not physicaly connected to Area 0. However, we should stress
that we do not recommend using virtua links except as atemporary measure—perhaps while migrating your network
to anew architecture or while merging two networks.

The OSPF protocol defines severd different LSA types. We will briefly review these different types before
discussing the areatypes, because it will help you to understand what is going on in these different areatypes. The
standard LSA typesare summarized in Table 8-1.

Table 8-1. LSA types

L SA type Name Description
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1 Router-LSA

A Router-L SA includesinformation
about thelink states of dl of a
router'sinterfaces. These LSAsare
flooded throughout the area, but not
into adjacent aress.

2 Network-L SA

On NBMA and broadcast-capable
network segments, the DR originates
Network-LSAs. The Network-L SA
describesthe routersthat are
connected to this broadcast or
NBMA segment. Network-LSAs
are flooded throughout the area, but
not into adjacent aress.

3 Summary-LSA

ABR routers originate

Summary-L SAsto describe
inter-area routes to networks that
are outsde of the area but inside of
the AS. They are flooded throughout
an area. Type 3 LSAsare used for
routes to networks.

4 Summary-LSA

Type4d LSAsaresmilar to Type 3
L SAs, except that they are used for
routesto ASBR routers.

5 AS-Externd-LSA

ASBR routersoriginate Type 5
L SAsto describe routesto
networks that are externd to the
AS. Type5 LSAsare flooded
throughout the AS.

6 MOSPF-LSA

Type 6 LSAsare used for carrying
multicast routing information with
MOSPF. Cisco routers do not
currently support Type 6 LSAS.
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Type 7 LSAsare originated by
ASBRsinan NSSA area. They are
amilar to Type 5 LSAS, except that
they are only flooded throughout the
NSSA area. When Type 7 LSAs
reechthe ABR, it trandatesthem
into Type 5 LSAsand distributes
them to therest of the AS.

7 NSSA-External-LSA

There are severd different types of OSPF areas. They are differentiated by how they summarize information into and
out of the area. The other important difference between area types concerns whether or not they can be used for
trangt between other parts of the network. Transit means that the area can alow packets to pass through the areaon
their way to another area or another network. Any router that connects OSPF to another network or a different
routing protocol is called an Autonomous System Boundary Router (ASBR). Clearly, to be useful, any areathat
includesan ASBR needsto dlow transit.

Thefirst important type of areais the backbone area, which isused by Area 0. Thisareais specid becauseit can
always act as atrandt area between other areas, between this OSPF autonomous system and externa networks, or
even between external networks.

A regular area connects to the backbone area. Every router in aregular area seesthe Type 1 and 2 LSAsfor every
other router inthe area. They use Type 3 LSAsto learn how to route to destinations in other areas, and Type 4 and
5 LSAswhen routing to destinations outside of the OSPF network. All of the other types of areasthat we will
describe are modifications of aregular area.

Thethird areatypeiscaled astub area. Stub areas see detailed routing information on al other areas, but only
summary information about networks outsde of the AS. The ABR sends Type 3 LSA packetsto summarize this
information. The ABR connecting to a stub area summarizes routes to externa networks outside of the AS. All
externd routes are reduced to asingle summary. Thisisimportant because it means that you cannot make
connectionsto externa networksviaastub area. It dso meansthat, if your network isessentidly al onebig AS
(perhaps with a default route to the Internet), there is no advantage to using astub area. Stub areas are most useful
when there are many externd routes, so summarizing them saves router resources.

Intermsof LSA types, the distinguishing factor for astub areaisthat the ABR will not send any Type5 LSAsInto
thisarea

Fourth isthetotaly stub area. Totaly stub areas, dso caled "stub no-summary areas,” summarize not only externa
routes, but also routes from other areas (inter-arearoutes). Routersin thistype of areaonly see routing information
local to their area, plus adefault route pointing to the ABR, from which they can reach al other areasand al other
networks. The ABR accomplishesthis by preventing al Type 3, 4, and 5 L SA messages, except for the default
summary route, which it tranamitsasasingle Type 3 LSA message.

Aswith regular stub areas, you cannot make connectionsto externd networks through totally stub areas using
redistribution into OSPF.
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Totdly stub areas are clearly useful in WAN situations where the overhead of maintaining and updating alarge link
dtate database is both onerous and unnecessary. The only problem with totally stub aressisthat thisis essentidly a
Cisco invention. Some other vendors have added support for thisareatype, but it is not universally supported, so
you might have problemsimplementing it in amultivendor network. But, aslong asyou use Cisco ABR routers, the
other routersinsde of atotaly stub areawon't know that anything specia has happened to their routing information,
s0 the non-ABR routers can be non-Cisco devices.

Not so stubby areas (NSSA) are defined in RFC 1587. Thisisavariant of the stub areathat is able to connect to
externd networks. It accomplishes this by introducing anew LSA type (LSA Type7) that is used within the areato
carry externa routesthat originate with ASBRs connected to thisarea. The ABR summarizes only those externa
routesthat are recelved from other areas, and therefore reached through the ABR. Externd routes from ASBRs
ingdethe areaare not summarized. In order to passtheinternally generated externa routesto therest of the
network, the ABR trandates these Type 7 LSAsinto the more conventiona Type 5 LSAs before relaying this
information into Area0.

Theresult isthat you can use NSSA areas to connect to external networks. Thisis extremely important to remember,
because even asmple redistributed static route is consdered an external route. If you want externa routesto be
availablefor the rest of the network, then NSSA isagood way to handle them. NSSA is an open standard part of
the OSPF protocol, so most of the router vendors who implement OSPF include NSSA support.

Findly, another useful Cisco adaptation isthe totaly stubby not so stubby areatype. This comical sounding name
belies an extremely useful feature. This areatype combinesthe best of NSSA and totdly stub areas by summarizing
information from al other areas, but handling externa routeslike NSSA. It dlows you to summarize interna routes
from other areaswhile il dlowing you to put an ASBR ingde of the area.

Aswith thetotally stub area, the ABR connecting to atotally stubby NSSA areapreventsall Type 3,4 and 5 LSAs.
And, likean NSSA, it uses Type 7 LSA messagesto carry externd routes from ASBR routersinside of the area. So
the totally stubby NSSA area can be used asatransit areato an externa network, but it can aso benefit from
summarization of inter-arearoutes.

In many networks, the number of externd routesisrelatively small, while there are many interna (inter-areq) routes.
So it isactualy much more important to summarize theinternal routesin these cases. But the totally stub areatype
that alowsthis inter-area route summarization doesn't allow you to connect to the externa networks. Thetotaly
stubby NSSA areatypeisided when you need to connect to an externa network through an area that you would
redlly prefer to keep stubby for performance and scaling reasons.

Another important concept in OSPF involves how it exchanges routing information with externa autonomous
systems. OSPF defines two different types of externd routes. The only difference between themisin the way that
OSPF calculatestheir cogts. The cost of a Type 1 external route isthe sum of the externd metric plusthe interna
cost to reach the ASBR. The cost of aType 2 externa route isjust the external metric cost. OSPF does not add in
the cost to reach the ASBR for Type 2 externa routes.

When making routing decisions, OSPF prefers Type 1 to Type 2 external routes. So, for example, you can use Type
1 externa routesto ensure that every interna router selects the closest ASBR that connectsto a particular externa
network. But you might want to also set up abackup ASBR that injects Type 2 routes. Theinternal routers will then
prefer the Type 1 routesif they are present.
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Recipe 8.1 Configuring OSPF

8.1.1 Problem

Y ou want to run OSPF on asimple network.
8.1.2 Solution
Y ou can enable OSPF on arouter by defining an OSPF process and assigning an address range to an areaas

folows
Rout er 5#configure term nal
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Recipe 8.2 Filtering Routesin OSPF

8.2.1 Problem

Y ou want to gpply afilter so that OSPF populates only certain routesinto the routing table.

8.2.2 Solution

Y ou can filter inbound routes to prevent the router from putting them initsrouting table:
Rout er 5#confi gure term nal
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Recipe 8.3 Adjusting OSPF Costs

8.3.1 Problem

Y ou want to change the OSPF link costs.
8.3.2 Solution
The auto-cost reference-bandwidth command alows you to change the reference bandwidth that OSPF usesto

cdculaeitsmetrics
Rout er 5#confi gure term nal
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Recipe 8.4 Creating a Default Routein OSPF

8.4.1 Problem

Y ou want to propagate a default route within an OSPF network.

8.4.2 Solution

To propagate a default route with OSPF, use the default-infor mation originate configuration command:
Rout er 1#confi gure term nal
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Recipe 8.5 Redistributing Static Routesinto OSPF

8.5.1 Problem

Y ou want OSPF to propagate one or more static routes.

8.5.2 Solution

To redistribute static routes into an OSPF process, use the redistribute static configuration command:
Rout er 1#confi gure term nal
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Recipe 8.6 Redistributing External Routesinto OSPF

8.6.1 Problem

Y ou want OSPF to distribute routes from another routing protocol.

8.6.2 Solution

The redistribute configuration command alows you to redistribute routes from another dynamic routing protocol into

an OSPF process:
Rout er 1#configure term nal
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Recipe 8.7 Manipulating DR Selection

8.7.1 Problem

Y ou want to manipulate the Designated Router (DR) selection process on a particular subnet.

8.7.2 Solution

The ip ospf priority configuration command alows you to weight the DR selection process on a network segment.
Thefollowing configuration examples are for three different routersthat adl share the same Ethernet ssgment. Router5
has the highest OSPF priority, so it will become the DR. Router] has the second highest priority because we want it
to be the Backup Designated Router (BDR).

Routerl is connected to this network segment through aVVLAN trunk:
Rout er 1#confi gure term nal
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Recipe 8.8 Setting the OSPF RID

8.8.1 Problem

Y ou want to set the OSPF Router ID (RID) of aparticular router.

8.8.2 Solution

There are several waysto set the OSPF RID. The easiest isto create and configure aloopback interface:
Rout er 5#confi gure term nal
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Recipe 8.9 Enabling OSPF Authentication

8.9.1 Problem

Y ou want to authenticate your OSPF neighbor relationships to ensure that no unauthorized equipment is allowed to
affect routing.

8.9.2 Solution

To enable OSPF M D5 authentication, you need to define the encryption key, which is essentially just a password on
an interface. Y ou must also enable authentication for the entire area. For the first router, you could do thisasfollows:.

Rout er 1#confi gure term nal
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Recipe 8.10 Selecting the Appropriate Area Types

8.10.1 Problem

Y ou want to limit the number of routes and entriesin the Link State database to conserve router resources and
ensure good convergence properties.

8.10.2 Solution

In theintroduction to this chapter, we talked about the various types of OSPF areas. Y ou can configure these
different types areas using the appropriate keywords on the area command.

For astubby area, use the stub keyword:
Rout er 1#confi gure termni nal
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Recipe 8.11 Summarizing Routesin OSPF

8.11.1 Problem

Y ou want to reduce the size of your routing tables without losing any connectivity within your network.

8.11.2 Solution

Using the area x range configuration command on your ABRs alows you to summarize routes between OSPF aress.
Rout er 1#confi gure term nal
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Recipe 8.12 Disabling OSPF on Certain I nterfaces
8.12.1 Problem

Y ou want to prevent some of arouter'sinterfaces from taking part in OSPF.
8.12.2 Solution
The passive-interface configuration command effectively disables OSPF on an interface by preventing it from

forming OSPF adjacencies:
Rout er 3#confi gure term nal
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Recipe 8.13 OSPF Route Tagging

8.13.1 Problem

Y ou want to tag specific routesto prevent routing loops during mutual redi stributing between routing protocols.

8.13.2 Solution

Y ou can tag external routes in OSPF by using the redistribute command with the tag keyword:
Rout er 1#confi gure term nal
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Recipe 8.14 L ogging OSPF Adjacency Changes

8.14.1 Problem

Y ou want to monitor OSPF adjacency state changes to ensure network stability.
8.14.2 Solution
The log-adjacency-changes configuration command instructs the router to create alog message whenever two

OSPF routers establish or bresk their adjacency relationship:

Rout er 2#configure term nal
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Recipe 8.15 Adjusting OSPF Timers

8.15.1 Problem

Y ou want to change the default OSPF timers to improve stability or convergence behavior.

8.15.2 Solution

Y ou can improve the convergence time of OSPF on a particular interface by reducing the hello and dead timers:
Rout er 1#configure term nal
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Recipe 8.16 Viewing OSPF Status with Domain Names

8.16.1 Problem

Y ou would prefer to view proper domain namesin your OSPF show commands rather than the raw | P addresses.

8.16.2 Solution

Y ou can configure OSPF to resolve | P addresses into router names with the following global configuration command:
Rout er 3#confi gure term nal
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Recipe 8.17 Debugging OSPF

8.17.1 Problem

OSPF isnot behaving properly and you want to debug it to isolate and solve the problem.

8.17.2 Solution

There are severd OSPF debugging options. The most common symptoms of OSPF problems areingtabilitiesin the
neighbor relationships. So the most useful debugging option traces the formation of adjacencies:
Rout er 3#debug i p ospf adj
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| ntroduction

Border Gateway Protocol (BGP) Verson 4 isthelifeblood of the Internet. It isresponsible for exchanging routing
information between al of the mgjor Internet Service Providers (1SPs), aswell between larger client Stesand their
respective | SPs. And, in some large enterprise networks, BGP is used to interconnect different geographical or
adminidrativeregions.

Primarily to support the complexity of the public Internet, Cisco has added severa clever and useful fegturestoits
BGP implementation. Thisbook isfocused on solutionsto real-world problems, so we will not try to describe dl of
these features. And it would take awhole book to describe how to operate BGP in alarge | SP network, so we will
avoid discussing extremdy large-scale BGP problems. Instead, we will look at two main classes of BGP problems:
connecting anetwork to the public Internet, and interconnecting two or more Interior Gateway Protocols (IGP) ina
private network.

A detailed discussion of the BGP protocol and its featuresis out of the scope of this book. For thistype of
information, we recommend referring instead to | P Routing by Ravi Mahotra (O'Reilly), or BGP by lljitsch van
Beljnum (O'Rellly). However, we will include abrief review of the most critical concepts.

Basic Terminology

BGPisan Exterior Gateway Protocol (EGP), which meansthat it exchanges routing information between
Autonomous Systems (ASes). Thisis different from purdly IGPs, such as RIP, EIGRP, and OSPF, which we
discussed in Chapter 6, Chapter 7 and Chapter 8, respectively. It aso usesadifferent basic algorithm for building a
loop-free topology than any of those protocols. RIP is a distance vector protocol, OSPF isalink state protocol, and
EIGRP isadistance vector protocol that incorporates many of the advantages of alink state protocol. BGP, on the
other hand, uses a path vector adgorithm. This meansthat instead of reducing each route's relative importance in the
routing table to asingle metric or cost value, BGP keegps alist of every ASthat the path passesthrough. It usesthis
list to eliminate loops, because arouter can check whether aroute has already passed through a particular AS by
samply looking at the path.

RFC 1930 describes what the Internet Engineering Task Force (IETF), which isthe officia Internet standards
organization, consdersto be the Best Current Practices (BCPs) for creating and numbering ASes. This document
definesan AS as "a connected group of one or more IP prefixes run by one or more network operatorswhich hasa
single and clearly defined routing policy.” In practica terms, what appears on the Internet asasingle AS may in fact
represent an ISP aswell asal their customer networksthat aren't using BGP to advertise themsalves as unique
adminidrative domains.

A conggtent routing policy in this context meansthat if adevice on the edge of the AS advertisesthat it can handle
routing for aparticular set of prefixes, then dl of the routersin the same AS can handle the same prefixes. It doesn't
matter if some of these prefixesrefer to interna routes and othersrefer to externa routes. What mattersisthat the
routersingde the AS must agree with one another on how to handle each route, and which internal or external router
Isthe best place to send traffic for this particular network. This agreement iswhat it meansfor the ASto behave
conggtently.
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It isimportant to note that this definition doesn't mean that there hasto be one and only one IGP insde of an AS. In
fact, there could be many IGPs, and there could even be no IGP. The interior routing inside of the AS could be
handled entirely by a combination of BGP and Static routes, for example.

BGP routers talk to one another over a permanent TCP connection on port 179. When BGP operates between two
routersthat areinthe same AS, it iscalled Interior Border Gateway Protocol (iBGP). When the peers arein different
ASes, they use external Border Gateway Protocol (eBGP). Unless you are using one of the more complex features
that were invented specifically to avoid it, al of the BGP routersin an AS must peer with one another in acomplete
mesh. Thisensuresthat the AS behaves consistently when advertising routes to other ASes.

Synchronization isaconcept that comes up frequently in BGP configurations. Because the AS needs to behave
consggtently, if you run an IGP and iBGP, they have to agree. Think of anetwork where theiBGP peers are severa
hops gpart, and the intervening network uses an |GP to communi cate between them. Synchronization requiresthat,
for aBGP route to be useable, the IGP must a so contain aroute to the same prefix. This ensuresthat one of these
BGP peer routers doesn't try to forward a packet to the other internal BGP peer unless the network connecting them
knows what to do with this packet.

Cisco routers dlow you to disable synchronization, which is actualy necessary in any case where you don't
redistribute the |GP routes into BGP. Make sure that your network design doesn't require the IGP to have accessto
the BGP routesin order to communicate between the iBGP peersif you disable synchronization.

Every discussion of BGP includes frequent referencesto IP prefixes. A prefix isa Clasdess Inter-Domain Routing
(CIDR) block of addresses. We previoudy discussed CIDR in Chapter 5. CIDR isaset of rulesfor |P subnetting
that dlows you to summarize groups of 1P addresses. For example, you might have four network segmentsthat use
the IP addresses 172.25.4.0/124, 172.25.5.0/24, 172.25.6.0/24 and 172.25.7.0/24. Each of these network
addressesisaprefix. If, for example, you wanted to send a packet to the device 172.25.5.5/32, your router only
needs to know how to route packets for 172.25.5.0/24. This route prefix includes the specific host address.

But you can go one step further than this. If the pathsto all of these | P networks pass through the same router, it is
often useful to summarize or aggregate the prefixes. The router that leadsto dl of these networks might smply
advertiseasngle prefix, 172.25.4.0/22, that coversdl of theindividua networks.

Similarly, CIDR alowsyou to create supernets that summarize severd classful networks. For example, you could
summarize 172.24.0.0/16 through 172.31.0.0/16 as 172.24.0.0/13.

BGP requiresthat every AS must have a 16-bit Autonomous System Number (ASN). Becauseit is 16 bitslong, the
ASN can have any vaue between and 65535.

The ASN isaglobaly unique identification number. BGP uses these ASNsto eliminate loops. Suppose two
networks are using the same ASN. A router in thefirst ASwill send out its routes normaly, but the BGP router for
the second network will drop these routes because they aready appear to have passed through thisAS. So itis
important to ensure that you follow the rules on ASN sdlection, which are described in RFC 1930.

RFC 1930 origindly divided up the range from 1 through 22,527 among the three mgjor internationa Internet registry
organizations (RIPE, ARIN, and APNIC) to alocate to networks connected to the public Internet. Since publication
of that RFC, however, the IANA has digtributed further blocks of numbers, currently extending up to dmost ASN
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30,000.

Just as RFC 1918 defines private unregistered ranges of 1P addresses for networks that don't connect directly to the
public Internet, RFC 1930 defines a series of private unregistered ASN values. Y ou can use these private ASNs
freely aslong asthey don't leak onto the public Internet. And, just asyou can use NAT to hide your private IP
addresses when you connect to the Internet, you can aso hide private ASNs, aslong asthe ASthat connects
directly to the public Internet has aregistered ASN and registered | P addresses.

All ASN values between 64,512 and 65,534 are designated for private use. Thisgives 1,023 ASN vauesthat you
can fredy usein your internad network without registering, and without fear of conflict. If you usethese private ASNs
in an enterprise network, you must ensure that each private ASN is unique throughout the network. Enterprise
networksthat are large enough to require multiple ASs are generally managed by severa different groups, soitis
critical to coordinate the use of these private ASNs. If thereis ever aconflict, with two ASesusing the same ASN, it
will disrupt routing to both of the conflicting ASes. And, if either of the conflicting ASesisused for trangt, it could
disrupt routing throughout the entire enterprise network, causing routing loops and unreachable networks. Although,
of course, each individua ASwill continue to function normally internally.

There are many Stuations where you can use unregistered ASNs. In fact, the only time aregistered ASN isrequired
iswhen you need to use BGP to exchange routing information with an 1SP. Note that if you only have asinglelink to
agngle ISP, then you redlly don't require BGP a al. If you have only asingle connection to the Internet, then you
can get by with asingle default route to the Internet because everything passes through thisonelink. If thelink does
go, there's nothing you can do anyway. So, in this case, running BGP isoverkill. A smdl router with adefault routeis
more than adequate.

Y ou should consult your 1SP to discuss your options. They might dso bewilling to let you use BGP and aprivate
ASN, which they will remove when passing your routesto the rest of the world. They may even bewilling to let you
run asimpler routing protocol (such as RIPv2) to provide redundancy among two or more linksthat all usetheir
network. In any case, your ISP will probably not pass your routes directly to the Internet anyway. It ismore likely,
and preferable, that they will alocate addressesto your network from arange that they can summarize. Then the ISP
will just pass asingle routing entry to the rest of the Internet to represent many customer networks.

Y ou can dso do thiskind of AS path filtering interndly. If you have severd internd ASs, only one of which connects
to the public Internet, then you can register the one directly connected ASN, and smply filter the private ASNs out
of any path information that you pass to your |SPs. We show an example of thiskind of filtering in Recipe 9.9.

Another specia ASN value that bears mentioning is 65,535, which the IANA reservesfor future requirements. RFC
1930, on the other hand, saysthat this ASN is part of the range that isfreely available for unregistered use. We
recommend avoiding this number, because the IANA isthe ultimate authority. Although thereis currently no conflict
with thisnumber, the IANA may decideto give it some specid significance later, which could bresk exigting priveate
networksthat might useit.

%3 4. Throughout this chapter we will use private ASNs and private IP addressesin examples
0% that areintended to represent the public Internet. Thisis purely for demonstration
purposes. Y ou must never alow these private vauesto reach the public Internet.
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BGP Attributes

BGP associates severd different badic attributes with each route prefix. These attributes include useful pieces of
information about the route, where it came from, and how to reach it. Well-known attributes must be supported by
every BGP implementation. Some well-known attributes are mandatory. All of the mandatory attributes must be
included with every route entry. A BGP router will generate an error messageif it receives aroute that ismissing one
or more well-known mandatory attributes.

There are dso well-known discretionary attributes, which every BGP router must recognize and support, but they
don't have to be present with every route entry. Whenever arouter passes along aroute that it has learned viaBGP
to another BGP pesr, it must include al of the well-known attributes that came with thisroute, including any
discretionary attributes. Of course, the router may need to update some of these attributes before passing them aong,
toincludeitsdf in the path, for example.

BGP routes can also include one or more optional attributes. These are not necessarily supported by all BGP
implementations. Optiond attributes can be either transitive or non-transitive, which is specified by aspecid flagin
the attribute typefield. If arouter receives aroute with atrangtive optiona attribute, it will passthisinformation along
intact to other BGP routers, even if it doesn't understand the option. The router will mark the Partid bit inthe
attribute flags to indicate that it was unable to handle this attribute, however.

The router will quietly drop any unrecognized non-trangtive optiond attributes from the route information without
taking any action.

Wewill now describe severd of the most common BGP attributes.
ORIGIN (well-known, mandatory)

This attribute can have one of three different vaues, reflecting how the BGP router that was responsible for
originating the route first learned of it. The possiblevduesare:

0- IGP: Theroute camefrom an IGP interior to the originating AS.

1 - EGP: Theroute came from an EGP other than BGP.

2 - Incomplete: Any other method.
AS PATH (well-known, mandatory)

The AS PATH isalist of ASNs, showing the path taken to reach the destination network. There are actualy two
typesof AS PATHs. An AS SEQUENCE describesthe litera path taken to reach the destination, while an
AS SET isan unordered list of ASNs along the path. Each time a BGP router passes a route update to an eBGP
peer, it updatesthe AS_PATH variableto include its own ASN.

NEXT_HOP (well-known, mandatory)

This attribute carries the IP address of the first BGP router along the path to the destination network. When the
router ingtals the route for the associated prefix initsrouting table, it will use this attribute for the next-hop router.
Thisiswheretherouter will forward its packetsfor this destination network.
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By default, the NEXT_HORP router will be the router that announced this route to the AS. For routeslearned from an
externd ASviaeBGP, the NEXT_HOP router will bethefirgt router in the neighboring AS. Thisinformation is
passed intact throughout the AS using iBGP, so dll routersin the AS see the same NEXT_HOP router.
MULTI_EXIT_DISC (optiond, non-trangitive)

The Multiple Exit Discriminatory (MED) option is aso often called the BGP Metric. Because this 32-bit valueis
non-trangitive, it isonly propagated to adjacent A Ses. Routers can use the MED to help differentiate between two or
more equivaent paths between these ASes.

LOCAL_PREF (well-known, mandatory)

BGP only digtributes Local Preference information with routesingde of an AS. Routers can use this number to alow
the network to favor aparticular exit point to reach adestination network. Thisinformation is not included with eBGP
route updates.

ATOMIC_AGGREGATE (well-known, discretionary)

When aBGP router aggregates severd route prefixesto smplify the routing tablesthat it passesto its peers, it usualy
satsthe ATOMIC _AGGREGATE attribute to indicate that some information has been logt. It doesn't set this
atribute, however, in caseswhereit usesan AS SET initsAS PATH to show the ASNs of dl of the different
prefixes being summarized.

AGGREGATOR (optiond, trangtive)

The AGGREGATOR attribute indicates that arouter has summarized arange of prefixes. The router doing the route
aggregation can include this attribute, which will include its own ASN and IP address or router ID.

Both the AGGREGATOR and the ATOMIC_AGGREGATE dttributes have become relatively uncommon sincethe
universa conversonto BGP Verson 4.
COMMUNITY (optiondl, trangtive)

A COMMUNITY isalogica grouping of networks. This attribute is defined in RFC 1997, and RFC 1998
describes a useful application of the concept to ISP networks.
MP_REACH_NLRI (optiona, non-transitive)

This attribute carries information about reachable multiprotocol destinations and next-hop routers. Multiprotocol in

this context could refer to any foreign protocol such as1Pv6, dthough it is most commonly used with |P multicast, as
wediscussin Chapter 23. MultiProtocol Label Switching (MPLS) also uses MBGP for per-VPN routing tables.

Carrying foreign routing information thisway ensures backward compatibility. Routersthat don't support the
extension can eadly interoperate with routersthat do.

MP_UNREACH_NLRI (optional, non-trangtive)
The MP_UNREACH_NLRI attributeissmilar to theMP_REACH_NLRI, except that it carries information about
unreachable multiprotocol destinations.

BGP has savera other optiond attributes aswell, athough wewill not discuss them in this book. For more
information, we suggest referring to Internet Routing Architectures (Cisco Press).

Route Selection

Unlike the various interior routing protocols that we discussed in the preceding chapters, BGP doesn't support
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multipath routing by default. So, if there are two or more paths to a destination, BGP will go to great extremesto
ensure that only one of themisactualy used.

BGP decides which route to use by applying aseries of testsin order. It isimportant to understand these tests and
the order that the router looks at them, particularly when you are trying to influence which routes are used. Otherwise
you might end up wasting alot of timetrying to adjust your routing tables using one method, while the router is
making the actuad decision at some earlier step, without ever seeing your adjustments.

Notethat at each step, there may be several routes to the same destination prefix that all meet the requirement, or are
equal after aparticular test. In that case, BGP will proceed to the next test to attempt to break thetie.

We should point out that these are the route selection rules on Cisco routers. Severd of these rules are not part of the
BGP specification. So, for non-Cisco equipment, you should consult the vendor's BGP documentation to see what
the differences are.

1.

Thefirg test iswhether the next-hop router is accessible. By default, routers do not update the next-hop
attribute when exchanging routes by iBGP. So it is possible to receive a route whose next-hop router is
actualy severd hops away, and perhaps unreachable. BGP will not pass these routes to the main routing
table, but it will keep them in its own route database.

If synchronization is enabled, the router will ignore any iBGP routes that are not synchronized.

The third test usesthe Cisco proprietary weight parameter, selecting the route with the largest weight. This
parameter isnot part of the routing protocol. Adjusting the weight of a particular route on arouter will only
affect route selection on thisrouter. Itisapurely loca concept. The default weight valueis zero, except for
locally sourced routes, which get adefault weight of 32,768. The maximum possible weight is 65,535.

If the weights are the same, BGP then sdlects the route with the highest Local Preference value from the
LOCAL_PREF dtribute. Routers only include this attribute when communicating within an AS (iBGP). For
external routes, the router that receives a particular route viaeBGP sets the Loca Preference value. For
interna routes, it is set by the router that introduced the route into BGP. Thisalows you to force every router
inyour ASto preferentidly send traffic for a particular destination through a particular eBGP link.

If two or more routes to the same destination network are still equa after comparing Loca Preference
values, the router movesonto look a the AS PATH. Thisisthe path vector that gives BGPits essentid
character. Itisaset of AS numbers that describes the path to the destination network.

BGP routers prefer routes that originate insde their own ASes.
For routes that originate outside of the AS, BGP will prefer the one with the shortest path (i.e., the one with
thefewest ASNS). Thisisasmpleindication of the most direct path.

BGP then looks at the ORIGIN attribute if the AS path lengths are the same, and salects IGP routesin
preference to EGP, and EGP in preference to INCOMPLETE routes. An INCOMPLETE route is one that
Isinjected into BGP viaredigtribution, so BGP isn't ableto vouch for itsvaidity.



This document is created with the unregistered version of CHM2PDF Pilot
7.

The next test looks at the MED, and sdlects the route with the lowest value. The MED is used only if both
routes are received from the same AS, or if the command bgp always-compare-med has been enabled.
With this command enabled, BGP will compare MED vaues even if they come from different ASes, although
toreach thisstepthe AS PATHs must have the same length. Note that if you use thiscommand at dl, you
should use it throughout the AS or you risk creating routing loops. MED vaues are only propagated to
adjacent ASes, so routersthat are further downstream don't seethem at all.

BGP prefers eBGP to iBGP paths. This helpsto eliminate loops by ensuring that the route selected isthe one
that leads out of the AS mogt directly. Note that the iBGP routes don't include interna routes thet are
sourced from within your AS, because they are selected at step number 5. So thistest only looks at routes to
externd destinations.

The next test compares the | GP costs of the paths to the next-hop routers, and selects the closest one. This
helpsto ensure that faster links and shorter paths are used where possible.
10.

Next, BGP will look at the ages of the routes and use the oldest route to a particular destination. Thisisan
indication of stability. If two routes are otherwise equivaent, it is best to use the one that appearsto bethe
most stable.

11.

Finally, if the routes are ill equivalent, BGP resortsto the router 1Ds of the next-hop routersto bresk any
ties, selecting the next-hop router with the lowest router ID. Since router IDs are unique, thisis guaranteed to
eliminate any remaining duplicate route problems.

Note that there are subtle variations to these rules for special Stuations such as AS confederations, and many
individud rules can be disabled if you want the router to skip them.

Cisco has dso implemented a BGP multipath option that changes this route selection process somewhat. If you
enable multiple path support, BGP will still perform thefirst 7 tests, evaluating everything up to and including the
MED vaues. But, if two or more routes are still equivalent at this point, the router will ingtall someor dl of them
(depending on how you implement this feature). Please refer to Recipe 9.8 for adiscussion of this option.
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Recipe 9.1 Configuring BGP

9.1.1 Problem

Y ou want to run BGP in asmple network.

9.1.2 Solution

Inits ssimplest configuration, BGP exchanges routes between arouter in one AS and another router in adifferent AS.
Thefirs router isin AS 65500:
Rout er 1#confi gure term nal
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Recipe 9.2 Using eBGP Multihop

9.2.1 Problem

Y ou want to use BGP to exchange routes with an external peer router that is more than one hop away. This Situation
can arise when the router at the edge of the network doesn't support BGP.

9.2.2 Solution

Cisco provides auseful option called eBGP multihop, which alows you to establish eBGP peer rdationships

between routers that are not directly connected to one another:
Rout er 1#confi gure term nal
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Recipe 9.3 Adjusting the Next-Hop Attribute

9.3.1 Problem

Y ou want to change the next-hop attribute on routes while distributing them viaiBGP so that the routes dways point
to anext-hop addressthat isinside your AS.

9.3.2 Solution

By default, the value of the next-hop attribute for an externa route is the | P address of the external BGP router that
announced thisroute to the AS. Y ou can change this behavior so that the next-hop router isan interna router instead
by using the next-hop-self command:

Rout er 1#confi gure term nal
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Recipe 9.4 Connecting to Two | SPs

9.4.1 Problem

Y ou want to set up BGP to support two redundant Internet connections.
9.4.2 Solution
The following configuration shows how to make the basic BGP connections, but it has serious problemsthat we will

show how tofix in other recipesin this chapter:
Rout er 1#confi gure term nal
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Recipe 9.5 Connecting to Two | SPswith Redundant Routers

9.5.1 Problem

Y ou want to connect your network to two different 1SPs using two routersto eiminate any single points of failure.
9.5.2 Solution

In this example we have two routersin our AS, which hasan ASN of 65500. The firgt router hasalink to thefirst

ISP, whose ASN is 65510:
Rout er 1#confi gure term nal
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Recipe 9.6 Restricting Networks Advertised to a BGP Peer

9.6.1 Problem

Y ou want to restrict which routes your router advertisesto another AS.

9.6.2 Solution

There are three waysto filter routesin BGP. Thefirst one uses extended access lists and route maps.
Rout er 1#confi gure term nal
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Recipe 9.7 Adjusting L ocal Preference Values

9.7.1 Problem

Y ou want to change the Local Preference valuesto control which routes you use.

9.7.2 Solution

There are two waysto adjust Local Preference values on arouter. The first method changesthe Loca Preference
vauesfor every route distributed into iBGP from thisrouter:
Rout er 1#confi gure term nal
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Recipe 9.8 Load Balancing

9.8.1 Problem

Y ou want to load balance traffic over two or more links, between two eBGP or iBGP neighbors.

9.8.2 Solution

Although BGP goesto gresat lengths to ensure that there is only one path for each route by default, Cisco routers also
alow you to configure load baancing for equal- cost paths:

Rout er 1#confi gure term nal
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Recipe 9.9 Removing Private ASNs from the AS Path

9.9.1 Problem

Y ou want to prevent your internd private ASNsfrom reaching the public Internet.

9.9.2 Solution

When using unregistered ASNs you have to be careful that they don't propagate into the public Internet.

In this example, the router has a BGP connection to an | SP, which uses ASN 1. Our router uses ASN 2, and
connects to another router with an unregistered ASN, 65500:
Rout er 1#confi gure term nal
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Recipe 9.10 Filtering BGP Routes Based on AS Paths

9.10.1 Problem

Y ou want to filter the BGP routes that you either send or receive based on AS Peth information.

9.10.2 Solution
Y ou can use AS Path filters either inbound or outbound, to filter either the routes you send or the routes you receive,

respectively. Y ou must apply thesefiltersto each peer separately:

Rout er 1#confi gure term nal
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Recipe 9.11 Reducing the Size of the Received Routing Table

9.11.1 Problem

Y ou want to summarize the incoming routing informeation to reduce the Sze of your routing table.

9.11.2 Solution

One of the easiest waysto reduce your routing table sizeisto filter out most of the external routes and replace them
with adefault. To do this, first create astatic default route pointing to some known remote network. If this remote
network isup, you can safely assume that your |SPisworking properly. Then you smply filter out dl of the remaining
uninteresting routes:

Rout er 1#confi gure term nal
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Recipe 9.12 Summarizing Outbound Routing Infor mation

9.12.1 Problem

Y ou want to summarize your routing table before forwarding it to another router.

9.12.2 Solution

BGP includes an automatic summearization feature that is on by defaullt:
Rout er 1#confi gure term nal
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Recipe 9.13 Prepending ASNsto the AS Path

9.13.1 Problem

Y ou want to increase the length of an AS Path so that one inbound path |ooks better than another.

9.13.2 Solution

In Stuations where you have multiple connections between ASes, you will often want to make remote networks
prefer one inbound path when sending packets to your network. The easiest way to do thisisto prepend your own
ASN to the AS Path severd times, ingtead of just once asit would do by default:

Rout er 1#confi gure termni nal
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Recipe 9.14 Redistributing Routeswith BGP

9.14.1 Problem

Y ou want to redistribute routes between an | GP and BGP.

9.14.2 Solution

When connecting two or more | GPs together using BGP, you sometimes need to configure redistribution between the
IGP and BGP on both routers. To make the example more interesting, we will assume that we need to connect an
EIGRP network to an OSPF network using apair of BGP routers.

Thefirst router redistributes routes from BGP into OSPF:
Rout er 1#confi gure termni nal
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Recipe 9.15 Using Peer Groups

9.15.1 Problem

Y ou want to apply the same optionsto severa peers.

9.15.2 Solution

Peer groups dlow you to apply the same BGP configuration to anumber of neighbors at the sametime:
Rout er 1#confi gure term nal
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Recipe 9.16 Authenticating BGP Peers

9.16.1 Problem

Y ou want to authenticate your BGP peer relationships to help prevent tampering with your routing tables.

9.16.2 Solution

The BGP protocol includes an M D5-based authentication system for authenticating peers.
Rout er 1#confi gure term nal
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Recipe 9.17 Putting It All Together

9.17.1 Problem

Y ou want to combine the best elements of this chapter to create a good redundant 1SP connection.

9.17.2 Solution

For smplicity, wewill extend the single router/dua | SP configuration of Recipe 9.4, rather than using the dud
router/dua 1SP example of Recipe 9.5. It should be clear from the discusson in Recipe 9.5 how to extend this
example to the two router case:

Rout er 1#confi gure term nal
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| ntroduction

Frame Relay isapopular WAN protocol because it makesit easy to construct reliable and inexpensive networks. Its
main advantage over smple point-to-point seria linksisthe ability to connect one site to many remote Stesthrough a
sngle physicd circuit. Frame Relay uses virtual circuits to connect any physical circuit in acloud to any other
physica circuit. Many virtud circuits can coexist on asingle physical interface.

This section will offer only aquick refresher of how Frame Relay works. If you are unfamiliar with Frame Relay, we
recommend reading the more detailed description of the protocol and itsfeaturesthat arefound in T1: A Surviva
Guide (OReilly).

The Frame Relay standard dlowsfor both Switched (SVC) and Permanent (PVC) Virtua Circuits, dthough support
for SVCsin Frame Relay switching equipment continuesto be relatively rare. Most fixed Frame Relay WANSs use
PV Csrather than SV Cs. Thisalows you to configure the routersto look like a set of point-to-point physical
connections. SV Cs, on the other hand, provide amechanism for the network to dynamically make connections
between any two physica circuits asthey are needed. In general, SV Cs are more complicated to configure and
manage. Most network engineers prefer to use PV Cs unlessthe carrier offers sgnificant cost benefitsfor using
SVCs SVCstend to be most practical when the Ste-to-stetraffic isrdlatively light and intermittent.

Eachvirtud circuitisidentified by a Data Link Connection Identifier (DLCI), which issmply anumber between O
and 1023. In fact, Cisco routers can only use DLCI numbersin the range 16 through 1007 to carry user data.

If the router at Site A wantsto send a packet to Site B, it amply specifiesthe gppropriate DL CI number for the
virtua circuit that connectsto Site B in the Frame Relay header. Although aphysica circuit can have many virtud
circuits, each connecting to adifferent remote circuit, there is no ambiguity about where the network should send
eachindividud packet.

It'simportant to remember, though, that the DLCI number only haslocal sgnificance. That is, the DLCI number
doesn't uniquely identify the whole virtua circuit, just the connection from the loca physical circuit to the Frame Relay
switch at the Telco centrd office. The DLCI number associated with thisvirtua circuit can change severd times
beforeit reaches the remote physica circuit.

Weliketo usethisfact to our advantage when consiructing a Frame Relay network. Instead of thinking of the DLCI
number asavirtua circuit identifier, we useit to uniquely labd each physicd circuit. Suppose, for example, that Site
A hasvirtua circuitsto both Sites B and C. Then we would use the same DL CI number at both SitesB and C to
label thevirtud circuitsthat terminate at Site A. Thisisjust one of many possible DL CI numbering schemes, but we
prefer it because it makes troubleshooting easier. Unfortunately, while this scheme works well in hub-and-spoke
network topologies, it tends to become unworkable in meshed or partially meshed networks.

Frame Relay QoS Features

Frame Relay has severd built-in Quality of Service (QoS) features. Each virtud circuit has two important service
level parameters, the Committed Information Rate (CIR) and the Excess Information Rate (EIR). The CIR isthe
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contracted minimum throughput of avirtud circuit. Aslong as you send data a arate that islessthan the CIR vaue,
it should dl arrive. The EIR isthe available capacity above the CIR. The worst case iswhen the router is sending
datathrough asinglevirtua circuit a the line speed of the physica circuit. The network will generaly just drop all
packetsthat exceed the EIR, so it is customary to have the sum of CIR and EIR for each virtud circuit equal theline
speed of the physical circuit. Thismakesit physically impossible to exceed the EIR for any PVC.

When the router sends packets faster than the CIR rate that you have contracted with your network provider, the
carrier network may drop someor all of the excess packetsif thereis congestion in the cloud. To indicate which
packets are in the excess region, the first switch to receive them will often mark the Discard Eligible (DE) bit in their
Frame Relay headers. If there is no congestion, the packet will be delivered normally. B, if the packet goes through
acongested part of the carrier's network, the switcheswill know that they can drop this packet without violating the
CIR commitments. By just counting the packets that have their DE bit set on the receiving router, you get a useful
measure of how often your network exceedsthe CIR on each PV C. Because your traffic patternswill probably not
be symmetricd in most networks, you should monitor the number of DE packets received separately on both ends of
every PVC.

By default, the router will send framesinto the cloud without the DE bit set. What happens next is up to the carrier,
but it iscommon for the first switch to monitor the incoming traffic rate usng some variation of the following. During
each sample period (typicaly ashort period of time such as asecond), the switch will count the incoming byteson
each PVC. If thereismore data than the CIR for this PV C, the switch will mark the DE bit in dl of the excessframes.

However, it isaso possible to configure the router to set the DE bit on low priority traffic in the hopesthat the
network will drop these low priority packetsin preference to the high priority packets. Thisis something of agamble,
of course, and its success depends criticaly on the precise dgorithm that your WAN vendor usesfor handling
congestion. Y ou should consult with your vendor to understand their traffic shaping and policing mechanisms before
attempting thistype of configuration.

There aretwo other extremely useful flagsin the Frame Relay header. These are the Forward Explicit Congestion
Notification (FECN) and the Backward Explicit Congestion Notification (BECN) bits. These smply indicate that the
packet encountered congestion somewherein the carrier's network. Congestion is most serious when you are
sending at arate higher than the CIR vaue; if your carrier marks the DE bit of these excess packets, then congestion
in one of their switches could mean dropped packets.

If apacket encounters congestion in acarrier switch, that switch will often set the FECN flag in the packet's header.
Then, when the other router finaly receivesthis packet, it will know that it was delayed. But thisis actually not al that
useful, because the receiving router is not ableto directly affect the rate that the sending router forwards packets
aong thisvirtud circuit. So the Frame Relay standard aso includesthe BECN flag.

When a switch encounters congestion and needs to set the FECN flag on a packet, it looks for another packet
traversing the same PV C in the opposite direction, and marksit withaBECN flag. Thisway, the sending router
immediately knows that the packetsit is sending are encountering congestion.

Note, however, that not dl Frame Relay switches implement these featuresin the same way. So, just because you
don't seeany FECN or BECN frames doesn't mean you can safely assume that there is no congestion. Similarly, not
seeing DE frames doesn't necessarily mean that you aren't exceeding the CIR for aPVC. In Recipe 10.6, for
example, we show how to configure arouter to act as a Frame Relay switch. But the router does not implement
these congestion natification features at al. The DE counter isaso not ameaningful indicator of how often you
exceed CIR if your devices are configured to send low priority frameswith the DE bit set.
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By default, the router will not react to FECN and BECN markings. Recipe 10.9 shows how you can look &t
statistics on FECN and BECN frames to get an idea of the network performance. In the next chapter, Recipe 11.11
shows how to configure arouter to automatically adapt to congestion in the carrier network by reading and
responding to the BECN flags, reducing the sending rate until the congestion disappears.
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Recipe 10.1 Setting Up Frame Relay withPoint-to-Point
Subinterfaces

10.1.1 Problem

Y ou want to configure Frame Relay services so that every PV C is assigned to a separate subinterface.

10.1.2 Solution

Probably the cleanest way to set up aFrame Relay network isto use point-to-point subinterfaces. If you have ahost
Site that connectsto two or more branches through a Frame Relay WAN, you could configure the central host router
likethis

Central #configure term nal
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Recipe 10.2 Adjusting LM I Options

10.2.1 Problem

Y ou want to configure different LM options on your Frame Relay circuit.

10.2.2 Solution

There are severd different LMI options. Thefirst specifieswhich version of LMI protocol you wish to use:
Branchl#configure termnal
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Recipe 10.3 Setting Up Frame Relay with Map Statements

10.3.1 Problem

Y ou want to configure Frame Relay services so that every PV C gppears to share the same interface.
10.3.2 Solution
Initssmplest form, the Frame Relay map configuration involves consderably less typing than the subinterface version

of the same configuration:
Central #confi gure term nal
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Recipe 10.4 Using Multipoint Subinterfaces

10.4.1 Problem

Y ou want to configure Frame Relay so that many PV Cs share the same subinterface.

10.4.2 Solution

Y ou can connect severd virtud circuitsto asingle subinterface asfollows:
Central #configure termn nal
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Recipe 10.5 Configuring Frame Relay SVCs

10.5.1 Problem

Y ou want to configure the router to support Frame Relay SVCs.

10.5.2 Solution

Frame Relay SV Csare not extremely common, but some carrier networks support them. The advantage to using
SVCsisthat the router can add and remove inactive virtua circuits dynamicaly in alightly used network. Because of
the extra complexity and the management problems associated with dynamic network topologies, most network
engineerswill only usethisfestureif it offers sgnificant cost advantages.

Y ou can configure SV Csto use subinterfaces asin Recipe 10.1:
Central #confi gure term nal
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Recipe 10.6 Simulating a Frame Relay Cloud

10.6.1 Problem

Y ou want to use arouter to smulate a Frame Relay cloud in the lab.
10.6.2 Solution
A Cisco router can function asa Frame Relay switch. Thisismostly ussful when you aretrying to smulate aFrame

Relay cloud in alab to test your router configurations:
Cl oud#configure term nal
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Recipe 10.7 Compressing Frame Relay Data on a Subinterface

10.7.1 Problem

Y ou want to configure your router to do Frame Relay compression on a subinterface.
10.7.2 Solution
Cisco offers severa different types of compression with Frame Relay. Y ou can opt to compress only the TCP

headers asfollows:
Central #confi gure term nal
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Recipe 10.8 Compressing Frame Relay Data with M aps

10.8.1 Problem

Y ou want to configure your router to do Frame Relay compression with map statements.

10.8.2 Solution

The same Frame Relay compression options that we discussed for subinterfaces are a so available with map
satements. Y ou can turn on FRF.9 compression by smply including afew additiona keywordsin the frame-relay
map statement asfollows.

Central #configure termn nal
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Recipe 10.9 Viewing Frame Relay Status I nformation

10.9.1 Problem

Y ou want to check the status of a Frame Relay circuit or VC.

10.9.2 Solution

There are severa useful show commands for looking at Frame Relay circuitsand virtud circuits. It isusudly best to
dart at the physicd layer and work upward through the protocol layers. Y ou can look at the physical interface with
the show interfaces command:

Central #show i nterfaces seri al

The show frame-relay pvc command alows you to see information about each of your Frame Relay PV Cs:
Central #show frane-rel ay pvc

And sometimesit isaso useful to look at the LMI status;
Central #show frane-relay Im
10.9.3 Discussion

The show interfaces command hasalot of useful information. When the interface is configured for Frame Relay, this
command showsthe LMI configuration, whether the interface is configured for SVCsaswdl as PV Cs, and whether
theinterfaceis set up to be DCE or DTE. But the most important thing to look at is dwaysthefirst line, which shows
the physica and the protocol statuses.

Central #show i nterfaces seri al
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I ntroduction

Quality of Service (QoS) has been apart of the IP protocol since RFC 791 was released in 1981. However, it has
not been extensively used until recently. The main reason for usng QoSin an IP network isto protect sengtivetraffic
in congested links. In many cases, the best solution to the problem of congested linksis ssimply to upgrade them. Al
you can do with a QoS system is affect which packets are forwarded and which ones are delayed or dropped when
congestion isencountered. Thisis effective only when the congestion isintermittent. If alink isjust consstently over-
utilized, then QoS will at best offer atemporary stopgap measure until thelink is upgraded or the network is
redesigned.

There are severd different traffic flow characteristics that you can try to control with a QoS system. Some
gpplications require a certain minimum throughput to operate, while others require aminimum latency. Jitter, whichis
the difference in latency between consecutive packets, hasto be carefully constrained for many red-time gpplications
such as voice and video. Some applications do not tolerate dropped packets well. Others contain time-sensitive
information that is better dropped than delayed.

There are essentialy three stepsto any traffic prioritization scheme. Firgt, you have to know what your traffic patterns
look like. This meansyou need to understand what trafficis misson critical, what can wait, and wheat traffic flows are
sengtivetojitter, latency, or have minimum throughput requirements. Once you know this, the second stepisto
provide away to identify the different types of traffic. Usudly, in IP QoS you will usethisinformation to tag the Type
of Service (TOS) bytein the IP header. This byte contains a6-bit field called the Differentiated Services Control
Point (DSCP) in newer literature, and is separated into a 3-bit IP Precedence field and a TOS field (either 3or 4
bits) in older literature. Thesefidds are used for the same purpose, although there are differencesin their precise
meanings. We discussthese fidldsin more detail in Appendix B.

Thethird step isto configure the network devicesto use thisinformation to affect how the traffic is actualy forwarded
through the network. Thisisthe step where you actualy have the most freedom, becauise you can decide precisely
what you want to do with different traffic types. However there are two main philosophies here: TOS-based routing
and DSCP per-hop behavior.

TOS-based routing basicaly meansthat the router sdlects different paths based on the contents of the TOSfield in
the IP header. However, the precise TOS behavior isleft up to the network engineer, so the TOS values could affect
other things such as queueing behavior. DSCP, on the other hand, generaly looks at the same set of bits and uses
them to decide how to handle the queueing when the links are congested. TOS-based routing is the older technique,
and DSCPis newer.

Y ou can easly implement TOS-based routing to select different network paths using Cisco's Policy Based Routing
(PBR). For example, some engineers use thistechnique of Frame Relay networksto funne high priority trafficinto a
different PV C than lower priority traffic. And many standard 1P protocols such as FTP and Telnet have well-defined
default TOS sttings.

Most engineers prefer the DSCP approach because it is easier to implement and troubleshoot. If high priority
application packets take a different path than low priority PING packets, asis possible in the TOS approach, it can
be extremely confusing to manage the network. DSCPisaso usudly easer to implement and less demanding of the
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router's CPU and memory resources, aswell as being more cons stent with the capabilities of modern routing
protocols.

Note that any time you stop a packet to examineit in more detail, you introduce latency and potentidly increase the
CPU load on the router. The more fields you examine or change, the greater theimpact. For this reason, we want to
sressthat the best network designs handle traffic prioritization by marking the packets as early as possible. Then
other routersin the network only need to look at the DSCP field to handle the packet correctly. In genera, you want
to keep this marking function at the edges of the network where the traffic load islowest, rather than in the core
where the routers are too busy forwarding packets to examine and classify packets.

We discuss the | P Precedence, TOS, and DSCP classification schemes in more detail in Appendix B.

Queueing Algorithms

The amplest type of queue tranamits packetsin the same order that it receivesthem. Thisiscaled a First In First Out
(FIFO) queue. And, dthough it sounds naively likeit treats dl traffic streams equally, it actudly tendsto favor
resource-hungry, ill-behaved applications.

The problemisthat if asingle gpplication sendsaburst thet fills aFIFO queue, the router will wind up transmitting
most of the queued packets, but will have to drop incoming packets from other gpplications. If these other
gpplications adapt to the decrease in available bandwidth by sending at adower rate, theill-behaved application will
greedily take up the dack and could gradually choke off al of the other applications.

Because FIFO queueing adlows some data flows to take more than their share of the available bandwidth, itiscaled
unfair. Fair Queueing (FQ) and Weighted Fair Queueing (WFQ) are two of the smpler agorithmsthat have been
developed to ded with this problem. Both of these algorithms sort incoming packetsinto aseries of flows.

We discuss Cisco'simplementations of different queueing algorithmsin Appendix B.

When talking about queueing, it is easy to get wrapped up in relative priorities of data streams. However, itisjust as
important to think about how your packets should be dropped when there is congestion. Cisco routers allow you to
even implement a congestion avoidance system called Random Early Detection (RED), which aso has aweighted
variant, Weighted Random Early Detection (WRED). These dgorithms allow the router to start dropping packets
before there is a serious congestion problem. This forces well-behaved TCP applications to back off and send their
datamore dowly, thereby avoiding congestion problems before they start. RED and WRED are also discussed in

Appendix B.
Fast Switching

One of the most important performance limitations on arouter depends on how the packets are processed internally.
The worst case iswhere the router's CPU has to examine every packet to decide how to forward it. Packetsthat are
handled in the CPU likethisare said to use process switching. It is never possible to completely diminate process
switching in arouter, because the router hasto react to some types of packets, particularly those containing network
control information. And, aswewill discussin amoment, process switching is often used to bootstrap other more
efficient methods
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For many years, Cisco hasincluded more efficient methods for packet processing in routers. These often involve
offloading the routing decisonsto specid logic circuits, frequently associated with interface hardware. The actud
details of how these circuitswork is often not of much interest to the network engineer. The most important thing isto
ensure that as many packets as poss ble use these more efficient methods.

Fast switching isone of Cisco's earlier mechanismsfor offloading routing from the CPU. In fast switching, the router
uses process switching to forward the first packet to a particular destination. The CPU looks up the appropriate
forwarding information in the routing table and then sends the packet accordingly. Then, when the router sees
subsequent packets for the same destination, it is able to use the same forwarding information. Fast switching records
thisforwarding information in an interna cache, and usesit to bypass the |aborious route lookup processfor al but
thefirst packet in aflow. It works best when there isareatively long stream of packets to the same destination. And,
of coursg, it isnecessary to periodicaly verify that the same forwarding information is il valid. So fast switching
requires the router to process switch some packetsjust to check that the cached path is till the best path.

Todlow for reliableload balancing, the fast switching cache includes only /32 addresses. This meansthat thereisno
network or subnet level summarization in this cache. Whenever the fast switching agorithm receives a packet for a
dedtination that is not inits cache, or that it can't handle because of aspecid filtering feature that isn't supported by
fast switching, it must punt. This meansthat the router passes the packet to amore genera routing agorithm, usualy
process switching.

Fast switching works only with activetraffic flows. A new flow will have a destination that is not in the fast switching
cache. Similarly, low-bandwidth applications that only send one packet at atime, with reatively long periods
between packets, will not benefit from fast switching. In both of these cases, the router must punt, and process switch
the packet. Another more serious example happensin busy Internet routers. These devices have to deal with so
many flowsthat they are unableto cachethem dl.

Largely because of thislast problem, Cisco devel oped amore sophisticated system called Cisco Express Forwarding
(CEF) that improves on severd of the shortcomings of fast switching. The main improvement isthat instead of just
caching active destinations, CEF cachesthe entire routing table. Thisincreases the amount of memory required, but
the routing information is stored in an efficient, hashed structure.

The router keeps the cached table synchronized with the main routing table that is acquired through a dynamic routing
protocol such as OSPF or BGP. This means that CEF needs to punt a packet only when it requires features that
don't work with CEF. For example, some policy-based routing rules do not work with CEF. So, when you use
these, CEF mugt still punt and process switch these packets.

In addition to caching the entire routing table, CEF dso maintains atable of information about al available next-hop
devices. Thisalowsthe router to build the appropriate Layer 2 framing information for packets that need to be
forwarded, without having to consult the sysem ARP table.

Because CEF rarely needsto punt a packet, even if it isthe first packet of anew flow, it is able to operate much
more efficiently than fast switching. And because it caches the entire routing table, it is even ableto do
packet-by-packet round-robin load sharing between equal cost paths. CEF showsiits greatest advantage over fast
switching in Stuations where there are many flows, each rdatively short in duration. Another key advantageisthat
CEF has native support for QoS, while fast switching does not.
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A Digtributed CEF isavailable on routers that support Versatile Interface Processor (VIP) cards, such asthe 7500
series. Thisalows each VIP card to run CEF individudly to further improve scalability.
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Recipe 11.1 Fast Switching and CEF

11.1.1 Problem

Y ou want to use the most efficient mechanism in the router to switch the packets.

11.1.2 Solution

Aswediscussin Appendix B, one of the most important things you can do to improve router performance, and
consequently network performance, isto ensure that you are using the best packet switching agorithm. All Cisco
routers support fast switching, and it is enabled by default. However, sometypes of configurations requirethat it be
disabled. The following example shows how to turn fast switching back onif it has been disabled:

Rout er #confi gure term nal
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Recipe 11.2 Setting the DSCP or TOS Field

11.2.1 Problem

Y ou want the router to mark the DSCP or TOSfield of an | P packet to affect its priority through the network.

11.2.2 Solution

The solution to this problem depends on the sort of traffic distinctions you want to make, aswell the version of I0S
you are running in your routers.

There must be something that defines the different types of traffic that you wish to prioritize. In generd, the smpler
the digtinctions are to make, the better. Thisisbecause al of the tests take router resources and introduce processing
delays. The most common rulesfor distinguishing between traffic types use the packet'sinput interface and smple IP
header information such as TCP port numbers. The following examples show how to set an | P Precedence value of
immediate (2) for dl FTP control traffic that arrives through the serial 0/0 interface, and an | P Precedence of priority
(2) for all FTP datatraffic. Thisdistinction is possible because FTP control traffic uses TCP port 21, and FTP data
uses port 20.

The new method for configuring this uses class maps. Cisco firg introduced thisfeaturein IOS Version 12.0(5)T.
Thismethod first defines a class-map that specifies how the router will identify thistype of traffic. It then definesa
policy-map that actualy makes the changes to the packet's TOS field:

Rout er #confi gure term nal
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Recipe 11.3 Using Priority Queueing

11.3.1 Problem

Y ou want to enable gtrict priority queues on an interface so that the router lways handles high priority packetsfirg.

11.3.2 Solution

To enable Priority Queueing on an interface, you must first define the priority list, and then apply it to the interface:
Rout er #confi gure term nal
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Recipe 11.4 Using Custom Queueing

11.4.1 Problem

Y ou want to configure custom queueing on an interface to give different traffic Streams ashare of the bandwidth
according to their IP Precedence levels.

11.4.2 Solution
Implementing Custom Queueing on arouter is atwo-step procedure. First you must define the traffic types that will

populate your queues. And then you apply the queueing method to an interface:
Rout er #confi gure term nal
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Recipe 11.5 Using Custom Queues with Priority Queues

11.5.1 Problem

Y ou want to combine Custom Queueing with Priority Queueing on an interface so the highest priority packetsare
aways handled first, and lower priority traffic streams share bandwidth with one another.

11.5.2 Solution

Y ou can split the queues so that some use Priority Queueing and the remainder use Custom Queueing:
Rout er #confi gure term nal
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Recipe 11.6 Using Weighted Fair Queueing

11.6.1 Problem

Y ou want your routersto use the TOS'DSCP fields when forwarding packets.

11.6.2 Solution

The smplest way to make your routers use DSCP or TOS information isto just make sure that Welghted Fair
Queueing (WFQ) isenabled:

Rout er #confi gure term nal
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Recipe 11.7 Using Class-Based Weighted Fair Queueing

11.7.1 Problem

Y ou want to use Class-Based Weighted Fair Queueing on an interface.

11.7.2 Solution

There are three steps to configuring Class-Based Welghted Fair Queueing (CBWFQ) on arouter. Firs, you haveto

create one or more class maps that describe the traffic types. Then you create a policy map that tells the router what

to do with these traffic types. Findly you need to attach this policy map to one or more of the router's interfaces:
Rout er #confi gure term nal
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Recipe 11.8 Controlling Congestion with WRED

11.8.1 Problem

Y ou want to control congestion on an interface before it becomes a problem.
11.8.2 Solution
The syntax for configuring WRED changed with the introduction of class-based QoS. The old method defined

WRED across an entire interface:
Rout er #confi gure term nal
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Recipe 11.9 Using RSVP

11.9.1 Problem

Y ou want to configure RSV P on your network.
11.9.2 Solution

Basc RSVP configuration isrdatively smple. All you need to do is define how much bandwidth can be reserved on

theinterface:
Rout er #confi gure term nal
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Recipe 11.10 Using Generic Traffic Shaping

11.10.1 Problem

Y ou want to perform traffic shgping on aninterface.
11.10.2 Solution
Generic traffic shaping works on an entire interface to limit the rate thet it sends data. Thisfirst version restrictsdl

outbound traffic to 500,000 bits per second:

Rout er #confi gure terni nal
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Recipe 11.11 Using Frame-Relay Traffic Shaping

11.11.1 Problem

Y ou want to separately control the amount of traffic sent dong each of the PV Csin a Frame Relay network.

11.11.2 Solution

Thisfirgt example shows how to configure Frame Relay traffic shaping using point-to-point frame relay subinterfaces:
Rout er #confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 11.12 Using Committed Access Rate

11.12.1 Problem

Y ou want to use Committed Access Rate (CAR) to control the flow of traffic through an interface.

11.12.2 Solution

CAR provides aussful method for policing the traffic rate through an interface. The main features of CAR are
functionaly smilar to traffic shaping, but CAR dso dlows saverd extremely useful extensons. Thisfirgt example
shows the smplest application. We have configured CAR hereto do basic rate limiting. Theinterface will tranamit
packets at an average rate of 500,000bps, alowing bursts of 4,500 bytes. If thereisaburst of longer than 9,000
bytes, the router will drop the excess packets.

Rout er #confi gure terni nal
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Recipe 11.13 Implementing Standar ds-BasedPer-Hop Behavior

11.13.1 Problem

Y ou want to configure your router to follow the RFC-defined per-hop behaviors defined for different DSCP values.

11.13.2 Solution

This recipe congtructs an approximate implementation of both expedited forwarding (EF) and assured forwarding
(AF), while till ensuring that network control packets do not suffer from delays due to application traffic. With the
QoS enhancements provided in IOS Version 12.1(5) T and higher, there is a straightforward way to accomplish this
using acombination of WRED, CBWFQ and Low Latency Queueing (LLQ):

Rout er #confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mext b

Recipe 11.14 Viewing Queue Parameters

11.14.1 Problem

Y ou want to see how queueing is configured on an interface.
11.14.2 Solution
Cisco provides severa useful commands for looking at an interface's queueing configuration and performance. The

firg of theseisthe show queue command:
Rout er #show queue Fast Et hernet 0/ 0
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Chapter 12. Tunnelsand VPNs

Introduction

Recipe 12.1. Creating a Tunnel

Recipe 12.2. Tunneling Foreign Protocolsin IP
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Recipe 12.4. Viewing Tunnd Status

Recipe 12.5. Cresating an EncryptedRouter-to-Router VPN

Recipe 12.6. Generating RSA Keys
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I ntroduction

A tunnd isessentidly just amethod for encapsulating one protocol in another. There are many reasonsfor doing this.
In Chapter 15 wewill discuss DL Sw, which iscommonly used to transmit SNA traffic through an |P network. The
SNA protocol isnot routable, so the tunnel alows you to send thistraffic through a scalable routed network.

Y ou can aso use tunnelsto transmit protocol s that are routable, but not fully supported by the network. For
example, some organizations find that they need to be able to send IPX through their networks to support legacy
gpplications. But few network engineers are willing to invest the extratime or money required to build native IPX
support into their routing core. So thisisan idea Stuation for using tunnels.

And we often see tunnelsfor carrying IP traffic through an IP network. The classc example of thisisa Virtud Private
Network (VPN) that connects two private networks through a public network such asthe Internet. But there are
other placeswhere it can be useful to tunnd IPinIP.

One of the most common reasons for tunneling IPin IPisto get around architectura problems with dynamic routing
protocols. For example, in Chapter 8 we discussed OSPF virtud links. These are effectively just tunnelsthat let you
put routersin different OSPF areas than their physical connections alow.

Another example appears when you need to extend a routing protocol through regions of the network that don't
support this protocol. Some WAN carriers provide IP connectivity between customer locations, smilar to apublic
Internet. But the carrier network can't always support the customer's routing protocol and it is often not desirable to
mix the carrier and customer routing tables.

Tunndsare extremey useful in lab or test environments where they alow you to emulate more complex network
topologies. Further, in [ab environmentsit is sometimes necessary to tunnel test data through a production network to
ensure that the testing cannot interfere with the functioning of the production network. We expect to seealot of
tunneling during the migration phases of any future large scae conversonsto | Pv6.

Mogt of the examplesin this chapter will look &t Generic Routing Encapsulation (GRE) tunndls, sometimeswith
encryption support using IPSec. GRE is an open standard documented in RFCs 1701 and 1702, and updated in
RFC 2784. These documents actualy describes GRE Version 0, which isthe standard version of GRE. Thereisaso
aGRE Verson 1, which is more commonly called PPTP (Point-to-Point Tunneling Protocol), and is described in
RFC 2637. The key different between GRE and PPTP isthat PPTP includes a PPP intermediate layer, while GRE
directly supports Layer 3 protocols such as |P and IPX. This chapter does not have the space to cover PPTP or its
cousinsL2TP (Layer 2 Tunndling Protocol) and L2F (Layer 2 Forwarding). These protocols are commonly used in
Situations where mobile users need to make VPN connections through the public Internet to an enterprise |IP
network. There are smply too many different variations to adequately cover even the most common configurations.

GRE doesn't use TCP or UDP. Instead, this protocol works directly with the IP layer, using IP Protocol number 47.
It includes its own features for verifying deivery and integrity. The GRE packet's payload includes a complete Layer
3 packet with its payload and headersintact. The routers that terminate the tunnel take packets and wrap themina
new | P packet with a GRE header. They forward this GRE packet through the I P network to the router that supports
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the other end of the tunnel. The receiving router then smply unwraps the encapsulated packet and sendsit on itsway.
To the encapsul ated packet, this entire process has taken a single routing hop, even though the GRE packet may
have traversed many routersto reach its destination.

There are other common tunnel protocols, such as IP-in-I1P, which uses I P protocol number 4. This protocol isan
open standard that is documented in RFC 2003. In general we prefer GRE to | P-in-1P because it offers consderably
gregter flexibility, particularly on Cisco routers.

Tunnels can have packet fragmentation issues. The problem is smply that when you put a second | P header on an
existing packet, you get abigger packet. If the origina packet isdready at or close to the Maximum Transmission
Unit (MTU) packet Size that the network can support, putting this packet in atunne forcesthe router to fragment it.
Most of thetimethisis not a problem, but some gpplications do not cope well with packet fragmentation.

Normally, applicationsthat can't accept packet fragmentation will set the Don't Fragment (DF) bit in the IP header.
The router must drop oversized packetsthat it cannot fragment, but it sends an |CM P message back to the end
devicetotdl it to useasmdler packet size.

The net result isthat when you use tunnels, you reduce the effective MTU of your network. This doesn't necessarily
cause problems, but it isimportant to be aware of the consequences.

Internet Protocol Security (IPSEC) isasuite of security related protocols and agorithms documented in RFCs 2401
through 2412 and RFC 2451. Thisisfar more information than we can even summarize in abook likethis, sowe
mention only some of the most immediately relevant points. The RFCs or books such as 1PSec: Securing VPNs
(RSA Press) are good resources for more information.

The IPSec framework providesfeatures for authenticating and encrypting traffic aswell asfor securely exchanging
encryption and authentication keys. It is designed to work with both 1Pv4 and | Pv6, and can accommodate a variety
of different basic encryption, authentication, and key exchange agorithms. This agorithmic independence is one of
the essentid design criteriaof 1PSec. It allows you to transparently substitute a new encryption algorithm, for
example, if somebody discoversacritica flaw inthe old one, or if anew dgorithm ismore efficient.

| PSec provides security only at the [P layer. Thisallowsit to protect applications and data operating at higher layers
of the protocol stack. Thisisimportant because it meansthat you can use IPSec in conjunction with other insecure
protocols or applications and, if done properly, achieve agood level of overall security. Also, because IPSec works
at the IP layer, you can readily useit with any of the higher layer |P-based protocols such as TCP, UDP, ICMP,
multicast, and so forth.

Unfortunately, one of the most confusing things about 1PSec isthe proliferation of different protocols and agorithms
that handle different parts of the key management, authentication, and encryption processes. Therefore, we will
briefly explain some of the more common terms and concepts.

Internet Security Association Key Management Protocol (ISAKMP) isessentialy aframework for key exchange, a
generic set of procedures and packet formats that alow devicesto reliably and securely pass encryption and
authentication keysto one another. It includes such concepts as the key security association, which defines not only
the keys themselves but important parameters such as the specific agorithms to be used and the length of time that
thiskey isvdid for. Thisinformation isall negotiated by the |PSec end devices when they first establish asesson, and
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periodicaly updated if the sesson remains active for alonger period of time.

Internet Key Exchange (IKE) isaspecific protocol for securely exchanging keys using the ISAKMP framework. It
usesthe OAKLEY key determination protocol, which is defined in RFC 2412. OAKLEY distributes keys of
arbitrary typesfor arbitrary agorithmsto use. One of the methodsthat it can useis the Diffie-Hdlman (DH) key
exchange model.

DH isamathematica agorithm that uses properties of large prime numbersto alow usersto exchange key
information in encrypted form. Both devices authenticating a session can cal culate acommon key based on the
encrypted information that they exchange. There are two issues with thisagorithm.

Thefirg isthat it can be broken by a"maninthe middle’ attack. This essentidly involves somebody intercepting the
exchanged key information and rewriting it to create anew valid key with each of the end devices. Thevarious key
management protocols get around this problem by using a separate authentication system to vaidate the exchanged
informetion.

The second problem isthat even with authentication, if the prime numbers aren't large enough, it is possibleto
mathematically deduce the key. To resolve this problem, Cisco routers offer severa different DH Groups. Group 1
uses 768-hit vaues to define the prime numbers, Group 2 uses 1024-bit primes. And, in IOSleve 12.1T, Cisco
introduced support for Group 5 DH, which uses a 1536-bit value for its prime numbers. With current computing
power, if somebody redly wants your data, 768- bit values are not very secure. So we recommend using Group 2 or
higher.

OAKLEY daso supportsthe Perfect Forward Secrecy (PFS) system. PFS isa system that ensuresthat even if
somebody is able to break one of the keys, thiswill tell them nothing about any other keys. Thisis because the keys
are not derived from one another. Many of the Cisco commands related to key exchange include a pfs keyword that
you can enable, although you need to ensure that the same options are enabled on both peers.

One of the most effective ways of managing large numbers of keysisto implement a Public Key Infrastructure (PK1),
whichisaparadigm that usesdigitd certificatesto verify the vdidity of public encryption and authentication keys.
They generdly use a Certification Authority (CA), which isatrusted server that knows the public encryption keysfor
alarge number of devices.

| PSec uses two important security protocols, the Authenticating Header (AH), and the Encapsulating Security
Payload (ESP). These do pretty much what their names suggest. AH includes a cryptographic authentication scheme
in the header of the IP packet, which allows you to ensure that the data has not been tampered with in any way, and
that it redly does come from the right source device. ESP, on the other hand, encrypts the packet's payload for
privacy. We recommend that if you are using IPSec, you should use both AH and ESP together. Authentication and
encryption clearly serve entirdly different but complementary functions, but we believeit israreto have datathat is
important enough to warrant implementing ether authentication or encryption but not both.

One of the main authentication methods for |PSec makes use of a cryptographic hash function. Hash functions are
actualy more common than you might think. The smple Cyclic Redundancy Checksum (CRC) fidd in apacket is
essentidly just ahash function. The generd definition of ahash function isan dgorithm that takes amessage of
arbitrary length and produces an output of fixed length. This output is often called amessage digest.
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To beuseful for authentication, this hash function must make it extremely difficult to generate atwo distinct messages
that have the same message digest. There are severd of these hash functionsin existence. The most popular for use
with [PSec are Message Digest Version 5 (MD5) and Secure Hash Algorithm (SHA). We have aready discussed
MDS5 in another setting, when we talked about how Cisco routers store passwords internaly in Chapter 3.
Cryptographic hash functions make excellent password crypts, because the result is aways the same length and
amost impossibleto reverse. If the agorithm is strong, the only way to decrypt the original password isto encrypt a
series of systematic guesses and seeif any of them match the unknown encrypted string.

The Nationa Ingtitute of Standards and Technology (NIST) devel oped the SHA as an improvement over MD5. Itis
generdly believed that SHA is somewhat more secure than MD5, dthough it isalittle bit more CPU intensive.

| PSec uses these hash functionsto create Hashed Message Authentication Codes (HMAC). TheHMAC is
effectively an irreversible cryptographic hash function of an origind message that has been combined in anontrivid
way with apassword. So you need to not only break the hash agorithm, but aso the password to reconstruct the

origind message.

For the actud data encryption, IPSec again offers severd different options. Cisco routers only implement 56-bit and
168-bit Data Encryption Standard (DES) encryption. The 56-bit version of DES is the default, while the 168-bit
verson isoften called Triple DES, and has export restrictions outside of North America.

People have devel oped severd other encryption algorithms for use with IPSec. One of the most popular iscdled
Blowfish. Thisisan unpatented and fredly distributable encryption algorithm that is faster than standard DES, and
believed to be more secure aswell. Other encryption agorithmsinclude International Data Encryption Algorithm
(IDEA), CAST-256, and Skipjack. However, Cisco implements only DES and Triple DES.

| PSec has two main modes of operation: tunnel mode and transport mode. In this chapter we will discuss examples
of both. Tunnel mode essentialy meansthat |PSec isresponsible for operating its own tunndl. IPSec tunnels are
modeled on the IP-in-1P tunnel protocol, which we mentioned earlier. Asaresult, any |PSec exchanges that use
transport mode must be purely between the two end devices, while tunnel mode can support routing from devices
that are further downstream. In Recipe 12.3, we will show an example where transport mode is used to encrypt
trafficin aGRE tunndl. In this case, the GRE traffic dways begins and ends on the routers themsel ves, dthough the
payload of the GRE packets may contain | P packets routed from other downstream devices. Recipe 12.6, on the
other hand, shows an example of tunnel mode. In this case, aremote workstation initiates the IPSec connection to
therouter. But the packets that this workstation sends are destined for end devices on the other side of the router. So
tunnel mode is appropriate here.

By default, Cisco routerswill use IPSec in tunnel mode. Thisis because |PSec needs awdl-defined starting and
ending point for the encryption. So, with transport mode, the source and destination | P addresses must be fixed
somehow. This effectively means that trangport mode needs to operate inside of another tunnél protocol such as GRE
if it isto carry user traffic between routers.
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Recipe 12.1 Creating a Tunnel

12.1.1 Problem

Y ou want to tunnd 1P traffic through your network.
12.1.2 Solution
Thebasic GRE tunnd configuration isSsmply amatter of defining the source and destination addresses or interfaces

on both devices. On thefirst router you need to create the tunnel interface, and defineits source and destination:
Rout er 1#configure term nal
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Recipe 12.2 Tunneling Foreign Protocolsin I P

12.2.1 Problem

Y ou want to tunnd a foreign protocol (such asIPX traffic) through your IP network.

12.2.2 Solution

One of the mogt important gpplications of tunnelsisfor passing forelgn protocols through a network that only
supportsIP. A typical example of thiswould be IPX, athough the configuration is similar for other protocols such as
AppleTak:

Rout er 1#configure term nal
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Recipe 12.3 Tunneling with Dynamic Routing Protocols

12.3.1 Problem

Y ou need to pass a dynamic routing protocol through your tunnels.
12.3.2 Solution
Dynamic routing and tunnel s can be a dangerous combination. It iscritica to ensure that the routers never get

confused and think that the best path to the tunnel destination isthrough the tunnel itself. We offer three different ways
of resolving this problem.

Thefirg isto use gatic routes for the tunnd destination address;
Rout er 1#confi gure term nal
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Recipe 12.4 Viewing Tunnel Status

12.4.1 Problem

Y ou want to check the status of a tunnd.

12.4.2 Solution

Y ou can look at the attributes for atunnd with the show interface command:
Rout er 1#show i nt erf ace Tunnel 5

The easiest way to determineif atunnel isoperationd issSmply to use aping test to either the send ICMP packets
through the tunne! or to its destination address:
Rout er 1#pi ng 192. 168. 66. 6
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Recipe 12.5 Creating an EncryptedRouter-to-Router VPN

12.5.1 Problem

Y ou want to create an encrypted VPN through the Internet connecting two routers using pre-shared keys.
12.5.2 Solution
In this example, we show how to use |PSec to encrypt traffic from one router to another through a GRE tunnel. Here

isthe configuration of thefirst router:
Rout er 1#confi gure term nal
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Recipe 12.6 Generating RSA Keys

12.6.1 Problem

Y ou want to cregte a shareable RSA key for authentication or encryption.

12.6.2 Solution

First, you must create the keys on both devices. We recommend using at least 1024- bit keysin production networks:
Rout er 1#confi gure term nal
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Recipe 12.7 Creating a Router-to-Router VPN with RSA Keys

12.7.1 Problem

Y ou want to create an encrypted VPN between two routers using RSA keys.
12.7.2 Solution
Asin Recipe 12.3, we will use IPSec transport mode and a GRE tunnel for this encrypted router-to-router

connection:
Rout er 1#confi gure term nal
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Recipe 12.8 Creating a VPN Between a Workstation and a Router

12.8.1 Problem

Y ou want to make a VPN from aremote workstation to arouter.

12.8.2 Solution

There are severd stepsto configuring arouter to accept |PSec VPN connections from remote PCs. The following

discussion doesn't include requirements for the PC's software configuration, just the router's configuration. Y ou

should refer to the software vendor's documentation for information about configuring the workstation software:
Rout er 1#confi gure term nal
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Recipe 12.9 Check I PSec Protocol Status

12.9.1 Problem

Y ou want to check the status of a VPN.

12.9.2 Solution

There are severd ussful commands for displaying |PSec parameters.

The command show crypto isakmp sa showsdl of the ISAKMP security associations.
Rout er 1#show crypto i saknp sa

Y ou can look at the IPSec security associations with this command:
Rout er 1#show crypto i psec sa

Evenif you aren't using akey management protocol such asISAKMP, you can seeinformation on dl of the active
| PSec connections with the following command:
Rout er 1#show crypt o engi ne connections active

Thisclosdly related command will tell you about packet drops within the encryption engine:

Rout er 1#show crypt o engi ne connecti ons dropped- packet

The show crypto map command givesinformation about al of the IPSec crypto mapsthat you have configured on
your router, in use or not:
Rout er 1#show crypto nmap

Y ou can specify aparticular crypto map with the tag keyword:
Rout er 1#show crypto map tag TUNNELMAP

For information about dynamic crypto maps, you can use the following command:
Rout er 1#show crypt o dynam c- map

12.9.3 Discussion

The show crypto isakmp sa command lets you see information about the current state of any ISAKMP key
exchangesthat the router isinvolvedin:
Rout er 1#show crypto i saknp sa
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Did backup isan important feature in areliable WAN design. If the primary link to aremote stefails, dia backup
links can ensure that you don't lose dl connectivity. Of course, thedia backup link will usualy have significantly
lower bandwidth than the primary link. However, the principle advantage of using adiaup connection for backup is
that the link will only connect when required. The rest of the time the connection is down, which usudly saves money,
because you only pay for the access and avoid the connection charges.

The examplesin this chapter are dso useful for WAN designsin which the did links are used asthe primary
connections. There are two common examples of networkslikethis. The first are networks that only connect when
thereisdatato send. For example, in many retail environments, the remote store front sites only need to exchange
data at the end of the day to update inventory and report the day's sales.

The other common type of network that uses only dialup connectionsinvolve sitesthat are in separate buildings, but
within the sameloca diding area. Inthis casg, if the telephone company doesn't charge ausage fee, apurediaup
network can be avery cost-effective way of delivering low bandwidth WAN services.

Three technologies are commonly used for didup links: standard anal og telephone lines with asynchronous modems,
switched 56K bps synchronous digita service (sometimes called Centrex), and ISDN.

Analog Modems

Standard ana og telephone lines with asynchronous modems are areasonably effective dia backup technology, and
they have the great advantage of being nearly ubiquitous: in regions where you can get no other network services, you
can often get an and og telephone line. Further, most Cisco routers have an AUX port that supports an analog
modem connection.

But this option has some important drawbacks. The firgt is that there are no guarantees about how much bandwidth
you will get. Many analog modems are rated to speeds up to 56K bps, but in practice you will rarely get thismuch
throughput. It ismoretypica to see apractica bandwidth of between 9.6 and 44K bps with asynchronous modems.

The second important problem with voice grade telephone lines is that they are susceptible to eectrica noise, which
can cause dropped packets and sometimes even dropped calls.

Switched 56K bps Digital Service

Switched 56K bps digital service, which aso goes by the brand name Centrex in some aress, isasynchronous digital
diaup technology. We recommend using thisin regions that don't offer ISDN because it offers grester bandwidth and
reliability than voice grade anal og service. However, the number of loca tel ephone companiesthat can offer switched
56K bps but not ISDN israpidly decreasing.

To use thistechnology, you need a synchronous seria port on your router, and an external Data Unit (DU), or
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ISDN

ISDN (Integrated Services Digital Network) is usually the best way to go for dialup networking. It has the highest
bandwidth and the greatest rdliability. And, when using ISDN with Cisco routers, you have the distinct advantage of
being able to use built-in ISDN terminal adapters and Network Termination Type 1 (NT1) units, which reduces both
the complexity and the costs of implementation and maintenance.

ISDN circuits comein two basic varieties called Basic Rate Interface (BRI) and Primary Rate Interface (PRI). A

BRI circuit supports two 64K bps B-channels and a 16K bps D-channel that handles the signaling for the two
B-channels. A PRI circuit, on the other hand, uses a single 64K bps D-channd to support the signaling for 23 (if
ddivered through a T1 circuit) or 30 (for an E1 circuit) B-channels. Many network vendorswill so sell PRI services
onfraction T1 or E1 circuits, dlowing smaler numbers of B-channels.

The D-channd isnot usually used for user data, but Cisco routers alow you to bind the two B-channel s together for
anet 128Kbpslink using the PPP multilink feature. Unlike anadlog modems, each of these channels operates at
full-duplex, so you can send and receive Smultaneoudly at the full channdl speed.

Itispossibleto use the D-channe of a PRI circuit for user data, but only if the carrier has not configured this channel
to manage the B-channdls. In Situations where you have multiple PRI circuits, it is possible to control al of the
B-channels from the D-channd of thefirst PRI circuit, leaving the D-channels of the other circuits avalable for data
The advantages of doing thisare dight, however.

Many organizations use BRI interfaces for remote branch devices, and PRI interfacesfor central dialup circuits. This
way you can save on physical ports by having many branchesdia into asingle central PRI circuit. By default, a PRI
circuit can accept calsfrom remote ISDN circuits. ISDN circuits can aso terminate calls from Centrex or switched
56K bps type circuits without requiring any special hardware. Further, Cisco has analog modem cards for severa
routers such as the AS5x00 and 3600 series. These dlow you to terminate anal og calls from remote devices on the
same PRI circuit. Thisisan extremely useful option because you can then configure al of your remote devicesto dia
to the same central 1ISDN PRI telephone number.

BRI interfaces comeintwo main varieties, cdled "S/T" and "U." Usudly aBRI circuit isddivered and terminated on
aU interface, which isatwo-wire digita telephone line. The U interface connectsto an NT1, which convertsthe U
interface sgnaling to ST interface signaing. The ST interface then connectsto a Termina Adapter device, which
alows you to connect the ISDN circuit to your equipment. Both ST and U interfaces use standard RJ-45 cables.

Cisco dlowsyou to diminate some or dl of these pieces of equipment, though, by offering avariety of ISDN
hardware options. Many access routers come with an optional on-board Termina Adapter, or can take an ISDN
module with thisfunctiondity. The BRI interfaceislabeled "S/T" to indicate when the router has an on-board termina
adapter. Y ou can connect this port to an external NT1 device, which in turn connects to the tel ephone company's
arcuit.

Cisco aso hasavariety of BRI modulesthat include an on-board NT1. These aso use an RJ-45 connector, but they
arelabeled "U" to indicate that you should connect directly to the ISDN circuit. We generdly prefer to implement
ISDN on routers with on-board NT1 units because it Smplifiesimplementation.
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If you want to take full advantage of 1ISDN features, the router must at least have an on-board Terminal Adapter.

Estimating How Many Dialup Lines You Need

Many network engineers make the mistake of either under or overestimating how many dia backup linesthey need
to provide a their central site. In ahub-and-spoke WAN, you can easly estimate how many didup lines you will
need at the centra Site based on the probability failure for abranch's primary circuit.

The most common fallure modein any WAN isthe so-called "last mile" failure, which meansthat theloca loop circuit
between the remote site and the WAN provider's Centra Office (CO) breaks for some reason. The break could be
dueto afiber cut, cross-connection problem, or (more common than anybody would like) human error. The provider
will usualy keep gatistics on these problems, which they will useto definetheir Service Level Agreement (SLA) for
each type of circuit.

The SLA €ffectively reflects aprobability of acircuit falure. If, for example, your remote Sites have 299.9% SLA,

thismeansthat thereisa 0.1% probability of failure. So, if you have anetwork with N circuits, each of which hasthe

same probability of failure, P, you can use the following formulato calculate the probability of k smultaneousfailures:
P(k,N) = N! Pk (1-P)(N-k) / (k! (N-k)!)

The symbol "!" isastandard shorthand notation for the factoria function:
NI=NX(N-1)x(N-2)x..x2x1

So, for aWAN SLA of 99.9%, which ison the poor side (but typical), Pis0.1% (100% - 99.9%). If you have a
hub-and-spoke WAN with N=100 circuits, the probability of there being asingle circuit downis:
P(1,100) ~ 0.1 = 10%

So roughly 10% of the time, you can expect to have one circuit down. Smilarly, the probabilities of there being two
or more Smultaneous fallures are given by:
P(2,100) ~ .5% P(3,100) ~ .02% P(4,100) ~ 0.00038% P(10,100) ~ 1.7 x 10-15%

It's clear from thisthat the probability of 10 smultaneousfailuresisvery smal indeed. But just looking at probabilities
can be deceptive because dl of the numberslook small. We recommend multiplying these probabilities by the
number of minutesin ayear to get abetter idea of how likely these failure scenarios actudly are.

The probability of there being asingle circuit faillureis 10%, or 36.5 days per year. The probability of two
smultaneousfalluresis 0.5%, which isroughly 44 hours per year. The probability of three smultaneousfailureis
.02%, or 105 minutes per year. And the probability of four smultaneousfailuresis.00038%, which is about two
minutes per year.

So these are dl things that you can expect to see happen at least once in the expected several year life span of this
WAN. But the probability of 10 smultaneousfailuresis so smal that you would expect it to happen roughly 5 x
10-10 seconds per year. Looking at this another way, if thisfailure condition lasted for one second, you would
expect it to happen about once every hillion years. Those are odds that most of us could live with.

By doing thissort of analysis, you can tell that having three did backup circuits would probably comein handy at
least once ayear, and you might even need as many asfour. But you're not likely to ever need 10.
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However, it'simportant to bear in mind that this analysis assumesthat these failures are not correlated. Depending on
how your WAN provider implements your circuits, asngle failure could affect severd branches. Soitisusudly a
good ideato apply asafety rule and double the number of circuitsthat this andysis suggests you will need. Inthis
case, you probably need 4 circuits—but if you have 8 or 10, you should be more than safe.
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Recipe 13.1 Automating Dial Backup

13.1.1 Problem

Y ou want autometic dial recovery in caseaWAN link fails.
13.1.2 Solution
One of the most reliable ways of implementing did backup on a Cisco router isto use afloating static default route,

asfollows.
Rout er 1#configure term nal
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Recipe 13.2 Using Dialer Interfaces

13.2.1 Problem

Y ou want to treat severa physicd interfacesasasingle dider.
13.2.2 Solution
If you have several physical interfaces on your router that you want to treat asasingle dider, particularly for PPP

multilink channd bonding, you can creste alogical dider interface:
Rout er 1#configure term nal
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Recipe 13.3 Using an Async Modem on the AUX Port

13.3.1 Problem

Y ou want to connect a standard asynchronous modem to the router's AUX port and useit for dia backup.
13.3.2 Solution
Many Cisco routersinclude an AUX port that is alow-speed asynchronous serid interface that can connect to a

standard modem and support PPP:
Rout er 1#configure term nal
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Recipe 13.4 Using Backup I nterfaces

13.4.1 Problem

Y ou want to configure arouter to did only if it ssesaphysica falure on the primary WAN interface.
13.4.2 Solution
Cisco routers can watch the physica signas on an interface and trigger abackup interface if the primary fails. The

router will automatically drop the call after the primary circuit comes back up:
Rout er 1#configure term nal
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Recipe 13.5 Using Dialer Watch

13.5.1 Problem

Y ou want to use Cisco's diaer watch feature to trigger dia backup.

13.5.2 Solution

The dider watch festure allows the router to track a particular destination |P addressin itsrouting table. If dl of the
tracked | P addresses disgppear from the routing table, the router automatically triggers the dial backup connection:
Rout er 1#confi gure term nal
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Recipe 13.6 Ensuring Proper Disconnection

13.6.1 Problem

Y ou want to ensure that the dia backup line disconnects properly when the primary link recovers.

13.6.2 Solution

Sometimes funny things happen when the primary link comes back and the backup link has not yet disconnected.
These problems are usualy due to poor routing metrics, which can cause at least one of the routersto prefer the dia
path, even if the primary isavailable. The easiest way to handle these problemsisto use bandwidth commandsto
ensure that the primary isthe better path:

Rout er 1#configure term nal
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Recipe 13.7 View Dial Backup Status

13.7.1 Problem

Y ou want to check on the dider status of arouter.

13.7.2 Solution

Here are some useful commands for looking at the status of adia backup link. For did backup that uses the floating
datic or dider watch type configurations, you can use the show dialer command:
Rout er 1#show di al er

For dia configurations that use the backup interface configuration, you can use the show backup command:
Rout er 1#show backup

And, for backup configurations that use ISDN, you can get some additional information from the show isdn status,
show isdn active, and show isdn history commands:
Rout er 1#show i sdn st at us
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Recipe 13.8 Debugging Dial Backup

13.8.1 Problem

Your did backup isnot behaving properly and you want to debug it to isolate and resolve the problem.

13.8.2 Solution

The most common reasonsfor failed did backup calsareincorrect did strings and PPP authentication problems.
Y ou can easlly diagnose both of these problems with this command:
Rout er 1#debug ppp aut hentication

Hereisanother useful command for diagnosing problemswith dider configurations:
Rout er 1#debug di al er
13.8.3 Discussion

When you use CHAP authentication with PPP, as we have done throughout this chapter, it isreatively easy to debug
maost common problems. We like to use the debug ppp authentication command because it pinpoints the most
frequent problems:

Jun 28 14:04:05.211: BRO/0:1 PPP: Phase is AUTHENTI CATI NG by both
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Many engineers overlook the importance of accurate timekeeping on a router. It is often extremely useful to be able
to accurately pinpoint when aparticular event occurred. Y ou may want to compare network event messages from
various routers on your network for fault isolation, troubleshooting, and security purposes. Thisisimpossibleif their
clocksare not set to acommon source. In fact, merely setting the clocks to a single common standard is not enough,
because some clocks run alittle bit fast and others run alittle bit dow. So router clocks need to be continuousy
adjusted and synchronized.

Network Time Protocol (NTP) isthe de facto standard for Internet time synchronization. The current standard for
NTPisVerson 3, whichisdefined in RFC 1305. The IETF is currently developing anew version.

The protocol alows devicesto communicate over UDP port 123 to obtain time from an authoritative time source
such asaradio clock, atomic clock, or GPS-based time source. An NTP server connected directly to one of these
known reliable time sourcesis called a Stratum 1 timeserver. Stratum 2 timeserversreceive their timeviaNTP from
a Stratum 1 server, and so forth, up to amaximum of Stratum 16. Stratum numbers are ana ogous to hop counts
from the authoritative time source. NTP generally preferslower stratum serversto higher stratum servers unlessthe
lower stratum server'stimeissgnificantly different.

The dgorithm is able to detect when atime sourceislikely to be extremely inaccurate, or insane, and to prevent
synchronization in these cases, evenif theinaccurate clock isat alower stratum level. And it will never synchronizea
device to another server that is not synchronized itsdlf.

The NTP protocol isextremely efficient and lightweight. It can synchronize aclient device's clock with the server
devices clock to within milliseconds, while exchanging packets asrarely as once every 1024 seconds (roughly 17
minutes). Even over WAN links, NTPis able to synchronize clocksto within tens of milliseconds. To achievethis, it
has agorithms that estimate and reduce the affects of network jitter and latency. It isalso able to use multipletime
sources Smultaneoudy for improved reliability and fault tolerance.

Asthe multiple stratum levels suggest, NTP uses ahierarchica topology. However, thisisreevant only to the
relationships between clients and servers, which do not need to be physically adjacent on the network. The protocol
does not require any particular underlying network topology. NTP Version 3 has three different operational modes:
master/dave (server/client), symmetric (peers), and abroadcast mode in which the clients passively listen for updates
from a server. Some implementations also have amulticast mode that most likely foreshadows some of what will be
in Verson 4. Cisco has recently added multicast support, which we discussin Recipe 14.10.

In the master/dave mode, the client device periodicaly sends amessage to one or more serversto request
synchronization. Because the server is closer to the origina time source, its clock is assumed to be morereliable. So
the server will synchronize the client'stime, but will not allow the client to changeits own clock. The server passively
ligensfor these synchronization requests from clients.

In the symmetric peer-to-peer mode, both NTP devices synchronize one another. Peers can operate in active or
passive mode. However, at least one of apair of peers must be active or nobody will ever art the conversation.
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The broadcast and multicast modes of operation are used to synchronize alarge number of passive client devicesina
network. This has the advantage of saving bandwidth caused by multiple requests for synchronization. In most cases,
the overhead caused by every device making separate requestsis minimal, however. The broadcast and muliticast
modes have the disadvantage of being less precise than a poll-response model because thereis no way for the client
deviceto estimate network latency. The multicast mode is somewhat more useful than the broadcast mode becauseit
alowsyou to synchronize devices on many network segments from asingle source. However, multicast routing must
be enabled on the network. We discuss multicast routing in Chapter 23.

The NTP client and server software runs on most modern operating systems including Unix, Windows, and Mac OS.
Y ou can find source code and binary executable NTP software for various operating systems at
http:/Amww.eecis.udd .edu/~ntp/software/index.html . The genera information web page for dl thingsrelated to NTP
and the ongoing protocol and software development is http://mww.ntp.org.

Organizations can purchase their own authoritative time sources or obtain time servicesviathe Internet. Thereare
smdll, cost-effective GPS Stratum 1 servers on the market today, which you can use as an extremely accurate
reference clock. These devicestypically cost afew thousand dollars and can be easily rack-mounted in acomputer
room in the core of your network. Alternatively, there are hundreds of public Stratum 1 and 2 timeservers available
on the Internet that alow devicesto connect and synchronize with them free of charge. Sending synchronization
signdsthrough the public Internet introduces some additiond jitter that is somewhat more difficult to estimate. So this
method is dightly less accurate than using your own timeserver, but the difference israrely more than afew
milliseconds, and you can reduce theimpact of this problem by synchronizing with multiple servers. For most
applications, the publicly available servers are more than adequate.

The web site http://Amww.eecis.udd .edu/~millgntp/servers.htm has useful information about public NTP servers
available through the Internet.
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Recipe 14.1 Timestamping Router L ogs

14.1.1 Problem

Y ou want the router to record the time along with log and debug messages.
14.1.2 Solution
The service timestamp globa configuration command enables timestamps on debug and logging messages. Usethe

log keyword to turn on timestamping of |og messages.

Rout er #confi gure terni nal
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Recipe 14.2 Setting the Time

14.2.1 Problem

Y ou want to set the clock on the router.

14.2.2 Solution

Y ou can st the internd system clock using the clock set in enable mode:
Rout er #cl ock set 14:27:22 March 9 2003

Some high-end routers, such as the 4500 series, 7000 series, 7200 series, and 7500 series, have a battery-protected
calendar function that continuesto keep time even if the router istemporarily powered off. Y ou can set this calendar
function using the calendar set command in enable mode:

Rout er #cal endar set 14:34:39 March 9 2003

In both cases, the router will accept ether "hh:mm:ss day month year” or "hh:mm:ss month day year" notation.

14.2.3 Discussion

Every Cisco router has an interna system clock. When the router boots, the interna system clock startsto maintain
the current date and time. If thereis no battery-protected calendar in the router, the clock will start with adefault
initid vaue of Monday March 1, 1993 a midnight. If you want accurate time, you need to set it manuadly as
described earlier, or use the automated method given in Recipe 14.5.

Aswe said, most high-end routers have an internal battery-powered clock called a calendar. Router caendars are
able to maintain accurate time and date information, even during power interruptions. When the router initidizes, it
automatically synchronizestheinterna system clock with the date stored with the calendar.

Y ou can view the current calendar time using the following command:
Rout er >show cal endar
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Recipe 14.3 Setting the Time Zone

14.3.1 Problem

Y ou want to change the time zone on the router.

14.3.2 Solution

To configure the router's local time zone, use the following configuration command:
Rout er #confi gure term nal
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Recipe 14.4 Adjusting for Daylight Saving Time

14.4.1 Problem

Y ou want the router to automatically adjust to Daylight Saving Time,

14.4.2 Solution

Some areas, such asmost of North America and Europe, have consistent and common rules for when to switch
between winter or Standard time and summer or Daylight Saving Time. The North American rule, for those areas
that observe Daylight Saving Time, isto move an hour ahead at 2:00 A.M. on thefirst Sunday in April, and back an
hour at 2:00 A.M. on the last Sunday in October. Thisisthe default for Cisco routers that have been configured for
ummer times

Rout er #confi gure terni nal
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Recipe 14.5 Synchronizing the Time on All Routers (NTP)

14.5.1 Problem

Y ou want your routersto automeaticaly learn the time and synchronize their clocks through the network.

14.5.2 Solution

Network Time Protocol (NTP) isan open standard protocol for time synchronization. Y ou canimplement NTPon a
router to provide automatic and efficient time synchronization. To enable abasic NTP configuration, enter the
following commands:

Rout er #confi gure term nal
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Recipe 14.6 Configuring NTP Redundancy

14.6.1 Problem

Y ou want to configure more than one NTP server for redundancy.
14.6.2 Solution
Y ou canimprove NTP rdiability by configuring severd redundant servers. The rdliability isbetter il if the router

uses different paths to reach these servers.
Rout er #confi gure term nal
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Recipe 14.7 Setting the Router asthe NTP Master for the Network

14.7.1 Problem

Y ou want to use the router asan NTP server to act asthe primary time source for the network.

14.7.2 Solution

Thereis no need for adedicated NTP server; you can pick one or two routersto act as authoritative NTP servers
for the whole network. (The router should have a calendar function.)
Rout er #confi gure term nal
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Recipe 14.8 Changing NTP Synchronization Periods

14.8.1 Problem

Y ou want to adjust how often routers send NTP packetsto verify clock synchronization.

14.8.2 Solution

Y ou cannot manualy change NTP's palling rates. The protocol has an adaptive agorithm that automaticaly adjusts
thepalling interva.

14.8.3 Discussion

NTPisan extremely efficient protocol that actively monitors al agpects of network timing to adjust its configuration
accordingly. Upon initiglization of NTP, arouter setsits cycleto poll about once every 64 seconds. Asthelocal
clock becomes synchronized and stable, the router will adaptively back off the poll cycleto amaximum of 1024
seconds (roughly 17 minutes):

Rout er >show nt p associ ati ons
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Recipe 14.9 Using NTP to Send Periodic Broadcast Time Updates

14.9.1 Problem

Y ou want to set up your router to use the NTP broadcast mode so that devices do not need to query periodically for
thetime,

14.9.2 Solution

Usethe NTP broadcast interface configuration command to enable NTP server broadcast:
Rout er 1#confi gure term nal
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Recipe 14.10 Using NTP to Send Periodic Multicast Time Updates

14.10.1 Problem

Y ou want to set up your router to use the NTP multicast mode so that devices do not need to query periodicaly for
thetime.

14.10.2 Solution

Usethe ntp multicast interface command to allow the router to send NTP multicast packets:
Rout er 1#configure term nal
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Recipe 14.11 Enabling and Disabling NTP Per Interface

14.11.1 Problem

Y ou want to control NTP services on a per-interface basis.
14.11.2 Solution
Depending on the leve of access control required, you can use the ntp disable command to prevent the router from

providing NTP services on aparticular interface:
Rout er #confi gure term nal
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Recipe 14.12 NTP Authentication

14.12.1 Problem

Y ou want to authenticate your NTP packets.
14.12.2 Solution
Usethe ntp authentication command to authenticate NTP traffic between associations. To configure an

NTP-enabled router to require authentication when other devices connect to it, use the following commands:
Rout er 1#configure term nal
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Recipe 14.13 Limiting the Number of Peers

14.13.1 Problem

Y ou want to limit the number of NTP peersthat the router will accept.

14.13.2 Solution

Usethe ntp max-associations configuration command to limit the number of NTP associations the router will accept:
Rout er #confi gure terni nal
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Recipe 14.14 Restricting Peers

14.14.1 Problem

Y ou want to restrict your router's NTP services.
14.14.2 Solution
Y ou can use the ntp access-group command to restrict which devices you want your router to dlow NTP

associationswith:
Rout er #confi gure term nal
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Recipe 14.15 Setting the Clock Period

14.15.1 Problem

Y ou want to improve on the default value in the ntp clock-period xxxxxx command that autometicaly appears
when you configure NTP on your router.

14.15.2 Solution

Therouter will automatically generate an ntp clock-period linethat it usesto help speed resynchronization after a

reboot. Leaveit done:
Rout er #show runni ng-config | include cl ock-period
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Recipe 14.16 Checking the NTP Status

14.16.1 Problem

Y ou want to verify the status of NTP on your router to make sureit's running properly.

14.16.2 Solution

Usethe NTP and clock show commandsto verify the status of NTP on your router. The best placeto start isthe
show clock detail command, which provides information on the current time, time source, and time zone
configuration:

Rout er >show cl ock detail
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Recipe 14.17 Debugging NTP

14.17.1 Problem

Y ou want to debug and isolate NTP problems.

14.17.2 Solution

Usethe show ntp association command to view the status of the configured NTP associations:
Rout er >show ntp associ ati ons

Use the ping command to ensure connectivity to the NTP server exidts:
Router>ping 172.25.1.1

Use the debug ntp packet command to view the NTP packets being generated by the router:
Rout er #debug nt p packets
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I ntroduction

There are essentially two kinds of bridges. Thefirgt typeisa Source Route Bridge (SRB), which alows end devices
to request aparticular path through the network using a Routing Information Field (RIF) in the packet. In the default
case, thistype of bridge cannot forward any packet without a RIF. The second typeisa Trangparent Bridge, which
hidesdl of that network detail from end devices. Transparent Bridges have no concept of aRIF. SRBsare
commonly used with Token Ring networks, while Transparent Bridging is popular with Ethernets, whereit isused by
Ethernet switches,

Bridging between Ethernet and Token Ring networks requires aspecid hybrid of thesetwo that isableto trandate
between not only the mediatypes, but aso the bridging types. The Remote Source Route Bridging (RSRB) and
Source Route Transparent (SRT) bridging protocols were invented to solve this problem, particularly over WANS.

DataLink Switching (DLSw) and DL Sw+, which is Cisco's enhanced version of DL Sw, aso solve these problems
and comply with the same bridging standards. These protocols are capable of connecting Token Ringsto Ethernets,
Synchronous Data Link Control (SDLC) seria connections, and even X.25 networks. So thereisredly very little
reason to worry about the older bridging protocols and methods anymore. If you are considering building a new
network involving the System Network Architecture (SNA) protocol, thereis no particular reason to bother with
either SRB or RSRB. If you have an existing network involving these protocols, it would be wise to consider moving
to the more modern and flexible DLSw or DL Sw+.

Because DL Sw creates bridges that are able to connect different (or smilar) Layer 2 mediatogether, it clearly has
many applications beyond SNA, athough that isthe most common reason for deploying DL Sw. It can aso be used
when bridging LAN segments for other non-routable protocols such as NetBIOS and Loca Area Transport (LAT).
And it can be used in conjunction with routing on the same interfaces so that some protocols are routed and others
are bridged.

DL Sw isan open standard protocol for bridging through TCP/IP networks. It was originaly developed by IBM asa
proprietary standard in 1992 and became an open standard with the publication of RFC 1434 the following year.
Verson 1 of the DLSw protocol was defined in detail in 1995 in RFC 1795, and updated to create Verson 2in
1997 in RFC 2166. This set of updates does not affect the underlying protocol, but rather extends its functionality.
Meanwhile, Cisco independently implemented adistinct set of extensonsto DLSw Verson 1 and caled the result
DLSw+.

There are currently three different common versions of the protocol with different capabilities supported by different
vendors. Verson 1, Verson 2, and DL Sw+. Fortunately, al versonsinclude a capabilitiesfield that is used when
two devicesfirg attempt to make a DL Sw connection. This alows them to agree on aset of common features. In
most cases this resultsin good trangparency of operation among different vendors. However, it is useful to be aware
of what featureswill not be supported when interconnecting in thisway.

Most of the DL Sw+ enhancements alow for greater scaability and variety of transport mechanisms. For example,
DL Sw+ dlows the transport mechanism to be Fast-Sequenced Transport (FST), Frame Relay, or High-Level Data
Link Control (HDLC) protocols (aswell as TCP/IP). This book covers only the TCP/IP version, however. Other
DL Sw+ enhancements, such as peer groups and border peers, improve scalability and allow you to build alarge
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bridged network out of smaler groups of devicesthat pass limited amounts of information between them as required.

Service Access Points (SAP and L SAP)

TheLogica Link Control layer, IEEE 802.2, defines Service Access Points (SAP) and Link Service Access Points
(LSAP). These are conceptually similar to TCP port numbersin many ways, dthough it isimportant to remember
that they operate at the Logical Link Layer (Layer 2), not the Transport Layer (Layer 4), as TCP does. They are
smply numbersthat a device uses when it wants to establish a connection to another deviceto run a particular
application. The number specifies aparticular application protocol. The packets establishing a connection specify
both a Source SAP number (SSAP) and a Destination SAP number (DSAP). These are, obvioudy enough, the SAP
numbers of the source and destination applications. Table 15-1 lists severd of the most common SAP numbers.

Table 15-1. Common SAP numbers

Hex SAP number Binary SAP number Description

00 0000 0000 Null LSAP

02 0000 0010 Individud LLC sublayer management
03 0000 0011 Group LL C sublayer management
04 0000 0100 Individual SNA path control

05 0000 0101 Group SNA path control

06 0000 0110 IP

07 0000 0111 IP

08 0000 1000 SNA

09 0000 1001 SNA

oC 0000 1100 SNA
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0D 0000 1101 SNA

0E 0000 1110 ;R;?r‘]’i‘t’igi\;ar;;""“k menagement
18 0001 1000 TexasInsruments

42 0100 0010 802.1 spanning tree protocol

4E 0100 1110 iﬁi cF;ei’:‘r51l manufacturing message
TE 01111110 X.250ver 802.2LLC

80 1000 0000 Xerox Network Systems (XNS)

86 1000 0110 Nestar

8 1000 1110 ?;%%aiive dation list

98 1001 1000 Address Resolution Protocol (ARP)
AA 1010 1010 (Slgjg:al\\lpe)twork Access Protocol

BC 1011 1100 Banyan Vines

EO 1110 0000 Netware

FO 1111 0000 NetBIOS
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F4 1111 0100 Individua LAN management
F5 1111 0101 Group LAN management

F8 1111 1000 Remote Program Load (RPL)
FA 1111 1010 Ungermann-Bass

FE 11111110 SO network layer protocol
FF 11111111 Globa LSAP

Cisco routersinclude the ability to filter based on LSAP numbers using access listsin the range from 200 to 299.
Hereisan example of the syntax of an LSAP accesslidt:
access-list 201 permt 0x0000 0xODOD

Thefirst hexadecima number after the permit keyword represents both SSAP and DSAP. Thefirst two hex digits
are the SSAP, and the second two are the DSAP. The next field isawildcard bit pattern. When the wildcard hasa 0
bit, the corresponding bit in the SAP numbers must be exactly asit isin the given pattern, and any place wherethe
wildcard hasa 1 bit can have either azero or aone.

The mask in this particular exampleis 0xODOD. The hex number D has a bit pattern of 1101. So, the accesslist as
written will dlow any packetswith either SSAP or DSAP vaues shownin Table 15-2.

Table 15-2. SAP values matched by the example ACL

Hex Binary SAP

0x00 0000 0000 Null LSAP

0x01 0000 0001 Unused

0x04 0000 0100 Individual SNA path control
0x05 0000 0101 Group SNA path control
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0x08 0000 1000 SNA
0x09 0000 1001 SNA
Ox0D 0000 1101 SNA

Such accessligts are usually used to block unwanted locd ring traffic such as NetBIOS or Netware, while permitting
the SNA traffic. If, on the other hand, you wanted to permit only NetBIOS traffic and block al other protocals, you
could usean accessligt likethis:

access-list 202 permt OxFOFO 0x0000

Explorersand RIFs

When a device wants to send a packet using Logica Link Control (LLC) protocols through a bridged network, it has
the capabiility of source-routing this packet. This meansthat the end device is able to specify a particular network
path. To do this, however, it first hasto find an appropriate path. It does this by sending a packet called an explorer
through the network. Asthis explorer packet passes through the network, each bridge adds information about itself
to the packet and forwardsit along. So when it findly arrives, it has a complete path description that the end device
can useto build aRIF.

There are, in fact, two different kinds of explorers, caled spanning tree explorers and all routes explorers. They
both perform the same basic function of trying to map the best path to the required destination. The difference,
however, isthat a spanning tree explorer follows only one path, and the dl routes explorer attemptsal paths. When a
bridge receives a spanning tree explorer, it forwards the packet aong asingle path defined by the Spanning Tree
Protocol (STP).

STP diminates|oops from a bridged network. It isimportant to remember that running STPis optiona, and not
every bridgeis configured to runit. It is not frequently used in DL Sw+ networks becauise the protocol has the ability
to do ussful things such asload sharing between links. STP inherently prevents load sharing among the many different
possible paths through a network by shutting down al paths except for one.

Notethat STPisrequired on transparently bridged networks, however, because there isno RIF to control path
selection. If you have multiple connections between transparent bridges, such as Ethernet switches, you must use
STP.

STP ensuresthat there is one and only one active path between any two points by first eecting a root bridge. This
deviceisthelogical center of the bridged network. When a bridge receives a packet destined for adevicethat is not
on one of its ports, it smply forwards that packet toward the center. The packet may take several hopsto reach the
root bridge, which has an exhaugtive table of MA C addresses and knows how to forward every packet that it
recaives. If it doesn't know the destination, it will duplicate the packet and send it out every path except the oneit
was received on, in the hopes of finding the destination.

A spanning tree explorer packet smply follows the STP path through the network to reach the required destination.
Andl routes explorer works smilarly, but it follows al possible paths to reach the ultimate destination. At each
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bridge where there is a choice to be made between two or more possible paths, the bridge duplicates the packet and
forwardsit dong al of them. So the destination device will probably receive severd possible solutions. In generd, it
will pick thefirst oneit receives on the assumption that this must represent the fastest path.

When the destination device receives an explorer packet, it turnsit around and sendsit back to the origina source,
retaining the routing information. Now both devices know how to request a path to one another through the network
when they need to exchange information. When they send packets of application data, they will include a Routing
Information Field (RIF) that specifiesthe desired path.

This process can obvioudy get messy if therearealot of devicesdl trying to find one another at the sametime. So
DL Sw+ includes some optimizations that alow routers to improve on the RIF discovery process. Every router
contains aRIF cache of dl of the remote devices that it knows how to reach. When adevice on the locd Token Ring
sends an explorer looking for something the router aready knows how to reach, DL Sw doesn't need to bother
forwarding this explorer through the network. Instead, it responds directly without having to consume network
resources forwarding the explorer.

Cisco |OS Code Sets

One common misunderstanding that people have about DL Sw+ isthat to implement Cisco routersin anetwork using
IBM's Advanced Peer-to-Peer Networking (APPN) functionality, you have to use one of Cisco's APPN code sets.
Thisisnot the case. The core DL Sw+ functiondity isincluded in the default minima 1P-Only 10S code st for dl
12.x and most 11.x IOS levels. Y ou need to use the APPN code set only if you intend for the router to take an
active part in the higher layer protocols.

APPN iseffectively the next generation version of SNA. Among many improvements, it makes the protocol routable
for improved scalability. However, APPN still runs over the same lower layer protocols such as LLC2 on Token
Rings and SDLC on serid interfaces. So, in most cases the router doesn't need to know whether APPN or SNA is
used a higher layers.

The APPN code st is required only if the router needsto provide native APPN routing. In most cases, even
networks using APPN within the mainframe and its Front End Processor (FEP), the bridging functions of DL Sw+ are
aufficient to provide al of the required connectivity.

The most recent generations of mainframe computers from IBM are capable of supporting TCP/IP and Gigabit
Ethernet directly, so we expect that the future of mainframe networking will use IP rather than APPN. In this case,
SNA and DLSw will be necessary only to support legacy SNA equipment.
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Recipe 15.1 Configuring DL Sw

15.1.1 Problem

Y ou want to set up DLSw to alow Token Ring bridging through an IP network.

15.1.2 Solution

There are many different ways to configure two routersto alow Token Ring-to-Token Ring bridging through DL Sw.
The most common reason for doing thisisto allow Token Ring SNA LLC2 devicesto communicate with a
mainframe FEP attached to another Token Ring. It isrelatively common to have many remote rings connecting to a
single centrd ring. In caseslikethis, it is often best to use one or more dedicated DL Sw routers at the central
location. The CPU overhead required for supporting alarge number of DL Sw connections can be relatively high, so
itisuseful to regtrict this functionality to specia-purpose DL Sw routers and keep it off of routersthat also need to
handle core routing functions.

Hereisthe DLSw configuration for acentral router, which isthe one that connects directly to thering that holdsthe
FEP:

dl swcentral #configure termnal
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Recipe 15.2 Using DL Sw to Bridge Between Ethernet and Token
Ring

15.2.1 Problem

Y ou want to set up DLSw to alow Token Ring-to-Ethernet bridging.

15.2.2 Solution

DL Sw includesthe capabiility to bridge different kinds of media One common example of thisis bridging an Ethernet
segment to a Token Ring. In this example, we connect an Ethernet branch to the same central Token Ring DLSw
router used in Recipe 15.1:

dl sw- et her - branch#confi gure terni nal
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Recipe 15.3 Converting Ethernet and Token Ring MAC Addresses

15.3.1 Problem

Y ou want to convert the bit ordering of MAC addresses to see how they will look after passing through an
Ethernet-to-Token Ring bridge.

15.3.2 Solution

The Perl scriptin Example 15-1 converts Ethernet addresses to the way they will appear when connected through a
bridge to a Token Ring. It also performsthe reverse trandation of Token Ring addressesto Ethernet, which is
identicdl.

Example 15-1. eth-tok-mac.pl
#!/usr/| ocal / bi n/ perl
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Recipe 15.4 Configuring SDLC

15.4.1 Problem

Y ou want to configure aseria port to connect to an SDLC device so that it can use DLSw to talk to a central
manframe.

15.4.2 Solution

Thegloba configuration commandsin thisexample areidentical to those shown in Recipe 15.1 for using DLSw+ to
connect two Token Rings. The central router's configuration isidentica to what was used in Recipe 15.1, so the
following shows only the remote branch configuration:

dl sw branch#confi gure term nal
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Recipe 15.5 Configuring SDL C for Multidrop Connections

15.5.1 Problem

Y ou want to configure aserid port for an SDLC multidrop line supporting severd devices.

15.5.2 Solution

SDL C supports multidrop connections. These are serid links that connect to severa downstream devicesin series.
Each device hasits own SDL C address, which must be configured in the router. The globa DL Sw configuration for
thisexample is omitted here because it isidenticd to the previous recipe:

dl sw branch#confi gure termni nal
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Recipe 15.6 Using STUN

15.6.1 Problem

Y ou want to connect two serid devicesthrough an IP network.

15.6.2 Solution

Serid Tunnd (STUN) providesthe ability to emulate an SDL C circuit through an | P network. To Smply connect two
SDLC or two HDL C ports on different routers together, you can use the following:
St un- A#configure term nal
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Recipe 15.7 Using BSTUN

15.7.1 Problem

Y ou want to connect two Bisync (BSC) devices through an | P network.

15.7.2 Solution

Thispair of router configurations shows how to define atunnel connecting two serid portsthat support BSC devices:
BSTUN- A#confi gure termninal
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Recipe 15.8 Controlling DL Sw Packet Fragmentation

15.8.1 Problem

Y ou want to control packet fragmentation in DL Sw to improve throughpt.

15.8.2 Solution

There are two methods for controlling packet fragmentation when using DLSw. Thefirgt isto set an MTU for the
bridge, as mentioned in Recipe 15.2:
Rout er - A(confi g) #dl sw renote-peer 0 tcp 10.1.1.5 If 1470 | sap-output-list 200

Thismethod is used primarily when connecting mediawith different MTU vaues. However, it isaso common to
connect two high-M TU media such as Token Rings viaan intervening network that haslow-MTU links. Inthis
Stuation, you should take advantage of DL Sw's TCP transport by using the following command:

Rout er- A(config)#ip tcp path-ntu-di scovery

15.8.3 Discussion

Thesetwo different commands work at different levels and accomplish different goas. Thefirst one setsthe MTU of
packets that pass through the bridge. However, the DL Sw packets themsel ves need not have the same MTU. In
fact, DLSw+ isableto bresk up alarge Token Ring packet and carry it in aseries of severa DL Sw packets, then
reassemble the large packet at the other end. The first command instructs DL Sw not to accept any packets for
bridging if they arelarger than the specified Sze.

The most serious performance problems happen when the DL Sw packets themselves must be fragmented in the
network. In genera, the DL Sw routerswill usethelargest MTU that they can. Thiswill usudly wind up being the
MTU of thefirgt link into the IP network heading towards the router at the other end of the bridge. There could be a
link along the path that can't transmit a packet thislarge, so arouter in the middle of the network will fragment the
packet according to standard TCP packet fragmentation rules. The receiving DL Sw router reassembl es the packet
before de-encapsulating the payload packet.

Thistendsto be rdatively inefficient, and it can cause serious throughput issuesin some networks. So, to avoid the
problem, you can configure both DL Sw peer routersto use a clever feature of TCP called Path MTU Discovery,
which isdescribed in RFC 1191. When the TCP connection isfirst made, in this case by forming a DL Sw peer

rel ationship between two routers, the routers start by figuring out the largest MTU that they can pass between them
without fragmentation.

They do this by setting the Don't Fragment (DF) hit in the I P header and sending the largest packet that the interface
can support. If arouter somewherein the network findsthat it must fragment the packet to forward it, it will drop it
instead and send back an informational ICMP "Datagram Too Big" packet to report the problem. The ICMP
message includes the maximum size that it could have passed dong. Thisalows the two end points to quickly deduce
the largest packet size they can use.
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TCP Path MTU Discovery isnot enabled by default on Cisco routers. This command will affect al TCP sessions
with thisrouter, not just DLSw. In generd, it ismost effectiveif al of the DL Sw routers have thisfeature enabled.

15.8.4 See Also

Recipe 15.2; RFC 1191
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Recipe 15.9 Tagging DL Sw Packetsfor QoS

15.9.1 Problem

Y ou want to set the Type of Service (TOS) field in DL Sw packetsto ensure that they get preferentia trestment in the
network.

15.9.2 Solution

In many organizations, the SNA traffic that is encapsulated in DLSw is considered both mission critica and time
sengtive. Lower priority traffic should not be allowed to interfere with it. The simplest way to accomplish thisisto tag
these high priority packets using the standard | P Precedence field:

Rout er - A#confi gure term nal
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Recipe 15.10 Supporting SNA Priorities

15.10.1 Problem

Y ou want DL Sw to preserve and support the SNA or APPN class of service definitions for forwarding packets
through your IP network.

15.10.2 Solution

To configure DLSw to follow the SNA or APPN priorities defined in the traffic flow, you must configure the peer
relationship to alow multiple digtinct data streams:
Rout er - A##confi gure term nal
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Recipe 15.11 DL Sw+ Redundancy and Fault Tolerance

15.11.1 Problem

Y ou want to improve the fault tolerance of your DL Sw network.

15.11.2 Solution

There are severa things you can do to improve the reliability and fault tolerance of your network. Many of these
solutions have the added benefit of improving performance. The first important thing to consider is having more than
one DL Sw peer router connected to the mainframe's Token Ring. In this case, you will want to make sure that you
balance the |oad between the two peers as much as possible:

dl sw branch#confi gure terni nal
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Recipe 15.12 Viewing DL Sw Status | nfor mation

15.12.1 Problem

Y ou want to check on DL Sw status on your route.

15.12.2 Solution

This command shows the status of a DL Sw peer relationship:
Rout er >show dl sw peers
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Recipe 15.13 Viewing SDL C Status | nformation

15.13.1 Problem

Y ou want to check the status of an SDL C device on your router.

15.13.2 Solution

Y ou can get alot of useful SDLC information by smply looking & the interface:
Rout er >show i nterface seriall
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Recipe 15.14 Debugging DSLw

15.14.1 Problem

Y ou want to debug and isolate DL Sw problems.

15.14.2 Solution

Thefirg thing to do with any DLSw issueisto verify that the peers are working correctly, asin Recipe 15.12. If the
peers are not established, then test I P connectivity with ping packets. If you can ping but the peerswon't come up,
then verify your configuration asin Recipe 15.1. In particular, ensure that the remote peer of each router precisely
matchestheloca peer on the other end.

If the DLSw peers are active, check the circuits, asin Recipe 15.12.
For failed circuitsinvolving SDLC devices, check the serid interface, asin Recipe 15.13.
For Token Ring or Ethernet devices, verify that theinterface is functioning properly asin Chapter 16.

If the peers are active and the interfaces ook good, then there are three main things that could still bewrong. There
could be aloop problem within the DLSw network. There could be aMAC address problem, or aMAC or LSAP
filtering issue. Or there could be anetwork congestion or performance problem.

There are severa useful debug commands for use with DL Sw. For looking at the router-to-router DL Sw transport,
you can use the debug dlsw command:
dl sw branch#debug dl sw

Y ou can get other useful information about SNA and LL C2 connection problems with these debug commands:
dl sw br anch#debug sna state
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Chapter 16. Router Interfacesand Media
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I ntroduction

Cisco supports ahuge variety of different mediatypes. There are over 50 different types of interface adapters
availablefor the 7200 series routers done. Of course, many of these are closaly related variants such asthe same
OC3 card with multimode or single mode fiber connectors. The sheer variety of different mediatypes makesit
impossiblefor usto cover them dl in any detail, so this chapter will focusinstead on some of the most popular
interface types. We will also look at afew interface types that have particularly interesting features or aretricky to set

up properly.

We ds0 suggest looking at some of the other chaptersin this book where we have covered interface-specific
materid. For example, thereis useful information on serid interfacesin the discusson of Frame Relay in Chapter 10.
Smilarly, we covered alot of ISDN information while discussing Dia Backup in Chapter 13. And thereissome
discusson of both SDLC serid configuration and Token Ring featuresin Chapter 15, which looksat DL Sw. Further,
the HSRP discussionin Chapter 22 includes severd useful Ethernet and Token Ring festures.

Whole books have been written on each of the different mediatypes discussed in this chapter, so we clearly can't
offer avery comprehensive summary here. For information about the various serid media, refer to T1: A Surviva
Guide (O'Relly). Ethernet: The Definitive Guide (O'Rellly) includes avast amount of useful and interesting information
about how Ethernet works, and Designing Large-Scale LANs (O'Reilly) includes information about other LAN
protocolsincluding Token Ring and ATM, aswdl asinformation about VL AN trunking protocols.
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Recipe 16.1 Viewing I nterface Status

16.1.1 Problem

Y ou want to look at the status of your router's interfaces.

16.1.2 Solution

Y ou can look at the current status of any interface using the show interfaces EXEC command. With no arguments,
this command will show the status of al interfaces on the router:
Rout er 1#show i nt erf aces

Y ou can dso look at aparticular interface by including its name with the command:
Rout er 1#show i nterfaces Fast Et hernet0/1

It isaso often useful to look specifically at the 1P configuration of one or dl of your interfaces using the show ip
interface command:
Rout er 1#show i p interface bri ef
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Recipe 16.2 Configuring Serial I nterfaces

16.2.1 Problem

Y ou want to configure aserid interface for aWAN connection.
16.2.2 Solution
When you configure arouter's serid interface, you need to specify the encapsulation, the | P address, and whether the

interface will bethe DCE or DTE:
Rout er 3#configure term nal
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Recipe 16.3 Using an Internal T1 CSU/DSU

16.3.1 Problem

Y ou want to configure an interna CSU/DSU for aWAN connection.
16.3.2 Solution
Cisco hasavariety of different types of interna CSU/DSU devicesthat you caningdl in arouter. In the following

example, we have configured theinterna CSU to support afractional T1 circuit:
Rout er 1#configure term nal
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Recipe 16.4 Using an Internal ISDN PRI Module

16.4.1 Problem

Y ou want to configure an interna ISDN PRI module.

16.4.2 Solution

Y ou can configure an ISDN PRI controller module using the controller T1 command set asfollows:
Rout er 8#configure term nal
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Recipe 16.5 Using an Internal 56K bps CSU/DSU

16.5.1 Problem

Y ou want to configure an interna 56K bps CSU/DSU.

16.5.2 Solution

The configuration for an interna 56K bps CSU/DSU issimilar to that of aninternd T1 CSU/DSU:
Rout er 2#confi gure term nal
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Recipe 16.6 Configuring an Async Serial Interface

16.6.1 Problem

Y ou want to configure a sync/async interface in asynchronous mode.

16.6.2 Solution

Cisco hasaclass of serid modules that can support elther synchronous or asynchronous communications, as
required. Y ou can use the physical-layer async command to change the interface from the default synchronousto
asynchronous mode:

Rout er 3#configure term nal
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Recipe 16.7 Configuring ATM Subinterfaces

16.7.1 Problem

Y ou want to configurean ATM link with PV Csthat connect to several other routers.

16.7.2 Solution

Our preferred way of handling ATM PV Csisto use ATM subinterfaces. We aso recommend using the |OS feature
that sends ATM Operations Administration and Management (OAM) cdlls periodicdly to test the VC. Cisco
provides two different syntaxesfor configuring ATM PV Cs. Hereis an example of the older method:

Rout er 2#configure term nal
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Recipe 16.8 Setting Payload Scrambling on an ATM Circuit

16.8.1 Problem

Y ou want to enable payload scrambling on your ATM circuit to prevent user datafrom being interpreted asan
in-band control sequence.

16.8.2 Solution
The command to enable scrambling varies depending on the type of circuit. For aT3 ATM circuit, you must usethe

command atm ds3-scramble:
Rout er 2#configure term nal
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Recipe 16.9 Configuring Ethernet Interface Features

16.9.1 Problem

Y ou want to force aparticular Ethernet speed or duplex setting.

16.9.2 Solution

Cisco routers dlow you to adjust severa different Layer 1 and 2 parameters on Ethernet interfaces, depending on
your specific hardware. On interfaces that support more than one medium, you can specify which mediatypeyou
want to use with the media-type commeand:

Rout er 1#configure term nal
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Recipe 16.10 Configuring Token Ring I nterface Features

16.10.1 Problem

Y ou want to configure a Token Ring interface.

16.10.2 Solution

The main thing that you need to set properly for Token Ring interfacesis the ring speed:
Rout er 2#confi gure term nal
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Recipe 16.11 Connecting VLAN TrunksWith I SL

16.11.1 Problem

Y ou want to connect an InterSwitch Link (ISL) VLAN trunk to your router.

16.11.2 Solution

Thefollowing set of commandswill alow you to connect an I SL trunk to your router:
Rout er 1#configure term nal
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Recipe 16.12 Connecting VLAN Trunkswith 802.1Q

16.12.1 Problem

Y ou want to connect an 802.1Q VLAN trunk directly to your router.

16.12.2 Solution

To connect an 802.1Q trunk to your router, use the following set of commands:
Rout er 2#confi gure term nal
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I ntroduction

Sinceitsintroduction in 1988, the Simple Network Management Protocol (SNMP) has become the most popular
network management protocol for TCP/IP based networks. The IETF created SNMP to allow remote management
of 1P based devices using a standardized set of operations. It is now widely supported by servers, printers, hubs,
switches, modems, UPS systems, and (of course) Cisco routers.

The SNMP st of standards define much more than acommunication protocol used for management traffic. The
standards a so define how management data should be accessed and stored, as well as the entire distributed
framework of SNMP agents and servers. The IETF has officidly recognized SNMP as afully sandard part of the IP
protocol suite. The original SNMP definition is documented in RFC 1157.

INn 1993, SNMP Version 2 (SNMPv2) was created to address a number of functional deficienciesthat were
apparent in the origina protocol. The added and improved features included better error handling, larger data
counters (64-hit), improved efficiency (get-bulk transfers), confirmed event notifications (informs), and most notably,
security enhancements. Unfortunately, SNM Pv2 did not become widely accepted because the IETF was unable to
come to a consensus on the SNMP security features.

S0, arevised edition of SNMPv2 was released in 1996, which included all of the proposed enhancements except for
the security facility. It isdiscussed in RFCs 1905, 1906, and 1907. The IETF refersto thisnew version as
SNMPv2c and it uses the same insecure security model as SNMPv1. Thismodd relies on passwords called
community strings that are sent over the network as clear-text. SNMPv2c never enjoyed widespread success
throughout the I P community. Consequently, most organi zations continue to use SNMPv1 except when they need to
access the occasiona large counter variable. The IETF recently announced that SNMPv3 would be the new
standard, with SNMPv1, SNMPv2, and SNMPv2c being considered purely historical.

Cisco's 10S supported SNMPv2 until Version 11.2(6)F, when Cisco began supporting SNMPv2c. Cisco continues
to support SNMPv2c in every 10S version beginning with 11.2(6)F. In addition, every version of 10S has supported
SNMPv1 since the earliest releases.

The compromise that became SNM Pv2c |eft the management protocol without satisfactory security features. So, in
1998, the IETF began working on SNMPv3, which is defined in RFCs 2571-2575. Essentialy, SNMPv3isa set of
security enhancements to be used in conjunction with SNMPv2c. This meansthat SNMPv3 is not a stand-aone
management protocol and does not replace SNMPv2c or SNMPV1.

SNMPV3 provides a secure method for accessing devices using authenti cation, message integrity, and encryption of
SNMP packets throughout the network. We have included a recipe describing how to use the SNMPv3 security
enhancements (see Recipe 17.21). Table 17-1 liststhe three supported versons of SNMP and highlightstheir

Security cagpabilities.

Table 17-1. SNMP versions supported by Cisco
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SNM P Management Model

SNMP defines two main types of entities, managers and agents. A manager isa server that runs network
management software that is responsible for a particular network. These servers are commonly referred to as
Network Management Stations (NMS). There are severd excellent commercial NM S platforms on the market.
Throughout this book we will refer to the fredly distributed NET-SNMP system as areference NMS.

An agent is an embedded piece of software that resides on aremote device that you wish to manage. In fact, dmost
every |P-cgpable device provides some sort of built-in SNMP agent. The agent hastwo main functions. Firg, the
agent must listen for incoming SNM P requests from the NM S and respond appropriately. And second, the agent
must monitor interna events and create SNM P traps to alert the NM S that something has happened. This chapter
will focus mainly on how to configure the router's agent.

The NMSisusudly configured to poll dl of the key devicesin the network periodicaly usng SNMP Get requests.
These are UDP packets sent to the agent on the well-known SNMP port 161. The SNMP Get request prompts the
remote device to respond with one or more pieces of relevant operating information.

However, because there could be hundreds or thousands of remote devices, it is often not practical to poll a
particular remote device more often than once every few minutes (and in many networksyou are lucky if you can poll
each device more than afew times per hour). On aschedule like this, aremote device may suffer a serious problem
that goes undetected—it's possible to crash and reboot in between polls from the NMS. So, on the next pall, the
NMSwill see everything operating normaly and never know that it completely missed a catastrophe.
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Therefore, an SNMP agent dso has the ability to send information using an SNMP trap without having to wait for a
poll. A trap isan unsolicited piece of information, usualy representing a problem situation (athough sometraps are
more informationd in nature). Traps are UDP packets sent from the agent to the NM S on the other well-known
SNMP port number, 162. There are many different types of trapsthat an agent can send, depending on what type of
equipment it manages. Some traps represent non-critical issues. It is often up to the network administrator to decide
which types of trapswill be useful.

The NM S does not acknowledge traps, and since traps are often sent to report network problems; it is not
uncommon for trap reportsto get lost and never make it to the NMS. In many cases, thisis acceptable because the
trap represents atransent transmission problem that the NM Swill discover by other meansif thistrap is not
delivered. However, critical information can sometimes be lost when atrap is not delivered.

To address this shortcoming, SNMPv2c and SNMPv3 include another type of packet called an SNMP inform. This
isnearly identical to astandard trap, except that the SNMP agent will wait for an acknowledgement. If the agent
does not receive an acknowledgement within a certain amount of time, it will attempt to retransmit the inform.

SNMP informs are not common today because SNMPv2c¢ was never widely adopted. However, SNMPv3 aso
includesinforms. Since SNMPv3 promises to become the mainstream SNIMP protocal, it seemsinevitable that
enhancements such as SNMP informs will start to be more common.

MIBsand OIDs

SNMP uses a specid tree structure called a Management Information Base (MIB) to organize the management data.
Peoplewill often talk about different MIBs, such asthe T1 MIB, or an ATM MIB. Infact, these are dl just branches
or extensons of the same global MIB tree structure. However, the rel ative independence of these different branches
makesit convenient to talk about them thisway.

A particular SNMP agent will care only about those few MIB branchesthat are relevant to the particular remote
device this agent runs on. If the device doesn't have any T1 interfaces, then the agent doesn't need to know anything
about the T1 branch of the globa MIB tree. Smilarly, the NM S for a network containing no ATM doesn't need to
be able to resolve any of the variablesin the ATM branches of the MIB tree.

The MIB tree structure is defined by along sequence of numbers separated by dots, such as.1.3.6.1.2.1.1.4.0. This
number is called an Object Identifier (OID). Since wewill be working with OID strings throughouit this chapter, itis
worthwhileto briefly review how they work and what they mean.

The OID isanumerica representation of the MIB tree structure. Each digit represents anode in thistree structure.
Thetrunk of thetreeison the left; the leaves are on the right. In the example string, .1.3.6.1.2.1.1.4.0, thefirst digit,
.1, sgnifiesthat thisvariableis part of the MIB that is administered by the International Standards Organization
(1S0). There are other nodes at thistop level of thetree. The International Telephone and Telegraph Consultative
Committee (CCITT) administersthe .0 tree structure. The ISO and CCITT jointly administer .2.

The firgt node under the ISO MIB tree of thisexampleis.3. The ISO has adlocated this node for dl other
organizations. The U.S. Department of Defense (DOD) is designated by the branch number .6. The DOD, in turn has
allocated branch number .1 for the Internet Activities Board (I1AB). So, just about every SNMP MIB variable you
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will ever seewill beginwith .1.3.6.1.

There are four commonly used subbranches under the IAB (dlso cdled smply "Internet”) node. These are designated
directory (1), mgmt (2), experimental (3) and private (4). The directory node is seldom used in practice. The mgmt
nodeisused for dl IETF-standard MIB extensions, which are documented in RFCs. Thiswould include, for
example, the T1 and ATM examples mentioned earlier. However, it would not include any vendor-specific variables
such asthe CPU utilization on a Cisco router. SNM P protocol and application devel opers use the experimental
subtree to hold datathat is not yet standard. Thisalows you to use experimental MIBsin a production network
without fear of causing conflicts. Finaly, the private subtree contains vendor specific MIB varigbles.

Before returning to the example, we want to take a brief detour down the private tree, because many of the examples
in thisbook include Cisco-specific MIB variables. A good example of aCisco MIB variableis

.1.3.6.1.4.1.9.2.1.8.0, which gives the amount of free memory in a Cisco router. Thereis only one subtree under the
private node, and it is called enterprises, .1.3.6.1.4.1. Of the hundreds of registered owners of private MIB trees,
Ciscoisnumber 9, so dl Cisco-specific MIB extensions begin with .1.3.6.1.4.1.9.

Referring again to the previous example string (.1.3.6.1.2.1.1.4.0), you can see thisrepresents avariable in the mgmt
subtree, .1.3.6.1.2. The next digit is.1 here, which represents an SNMP MIB varigble.

Thefollowing digit, .1, refersto a specific group of variables, which, in the case of mgmt variables, would be defined
by an RFC. In this particular case, the value .1 refersto the system MIB, which isdetailed in RFC 1450.

From thislevel down, aspecia naming convention is adopted to help you to remember which MIB you are looking
at. The names of every variable under the system node begin with "sys'. They are sysDescr (1), sysObjectID (2),
sysUpTime (3), sysContact (4), sysName (5), sysLocation (6), sysServices (7), sysORLastChange (8), and
sysORTable (9). You can find detailed descriptions of what al of these mean in RFC 1450.

Infact, reading through MIB descriptionsis not only an excellent way to understand the hierarchical structure of the
MIB, but it's dso extremely useful when you are trying to decide what information you can and should be extracting
from your equipment.

Inthe example string, .1.3.6.1.2.1.1.4.0, the value is .4, for sysContact. The following .0 tells the agent to send the
contents of this node, rather than treating it as the root of further subtrees. So the OID string uniquely identifiesa
single piece of information. In this case, that information is the contact information for the device.

4 Previous MHaxt b

Top



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 17.1 Configuring SNMP

17.1.1 Problem

Y ou want to set up basic SNMP services on arouter.

17.1.2 Solution

To enable read-only SNMP sarvices, use the following configuration command:
Rout er #confi gure terni nal
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Recipe 17.2 Extracting Router Information via SNMP Tools

17.2.1 Problem

Y ou wish to extract or change router information via SNMP.
17.2.2 Solution

To extract router information via SNMP, we will use the suite of SNM P tools provided with the NET-SNMP toolkit
(see Appendix A for more detalls).

Use snmpget to extract asingle MIB object from the router's MIB tree. This example uses snmpget to extract the
router's system contact information:
freebsd% snnpget -v1l -c ORARO Router .1.3.6.1.2.1.1.4.0
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Recipe 17.3 Recording Important Router Information for SNMP
Access

17.3.1 Problem

Y ou want to record important information such as physical locations, contact names, and serial numbersfor later
SNMP access.

17.3.2 Solution

To record important physica information regarding the router, use the following commands:
Rout er #confi gure terni nal
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Recipe 17.4 Extracting Inventory Information from a List of Routers
with SNM P

17.4.1 Problem

Y ou want to build areport of important router information for al of your managed routers.

17.4.2 Solution

Thefollowing Perl script extractsimportant router information such as router name, physica locations, contact
names, and seria numbersfrom alist of routers, and creates areport of thisinformation. The script isintended to be
run manually and no arguments are required or expected.

Here's some example outpuit:
Freebsd% . /i nventory. pl
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Recipe 17.5 Using Access Liststo Protect SNMP Access

17.5.1 Problem

Y ou want to provide extra security to SNMP using accessligts.
17.5.2 Solution
Y ou can use the following commands to restrict which 1P source addresses are dlowed to access SNMP functions

on therouter. Thisisthe legacy method:
Rout er #confi gure term nal
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Recipe 17.6 Logging Unauthorized SNM P Attempts

17.6.1 Problem

Y ou want to log unauthorized SNM P attempts.

17.6.2 Solution

Use the following commands to configure your router to log unauthorized SNMP requests.
Rout er #confi gure terni nal
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Recipe 17.7 Limiting MIB Access

17.7.1 Problem

Y ou want to limit which MIB variables can be remotely accessed with SNMP.

17.7.2 Solution
Y ou can use the following commands to restrict SNM P access to portions of the MIB tree. This example showsthe

legacy configuration method:

Rout er #confi gure terni nal
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Recipe 17.8 Using SNM P to M odify a Router's Running
Configuration

17.8.1 Problem

Y ou want to use SNMP to download or modify arouter's configuration.
17.8.2 Solution
To upload or download a current copy of your router's configuration fileto a TFTP server via SNMP, you have to

first configure the router for read-write SNM P access:
Rout er #confi gure terni nal
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Recipe 17.9 Using SNM P to Copy a New |OS Image

17.9.1 Problem

Y ou want use SNMP to remotely upgrade arouter's |OS.
17.9.2 Solution
Before you can upload or download the router's |IOS image to a TFTP server, you haveto set up avdid read-write

SNMP community siring:
Rout er #confi gure term nal
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Recipe 17.10 Using SNMP to Perform M ass Configuration Changes

17.10.1 Problem

Y ou want to automate the distribution of a set of configuration commandsto alarge number of routers.

17.10.2 Solution

The Perl script in Example 17-3 will distribute configuration commands to alarge number of routers. It worksusing
SNMPto trigger TFTPfiletrandfersinto the routers. In effect, this script lets you automatically distribute a series of
configuration commandsto alist of routers. Automating routine changeslike this savestime and effort but more
importantly, it virtually diminatestyping mistakes.

Here's some example outpuit:
Fr eebsd% . / snnpcf g. pl
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Recipe 17.11 Preventing Unauthorized Configuration Modifications

17.11.1 Problem

Y ou want to ensure that only authorized devices can use SNMP and TFTP to send or receive configuration
informetion.

17.11.2 Solution

Y ou can use the snmp-server tftp-server-list configuration command to restrict which TFTP serversthe router can

usein response to an SNMP trigger to upload or download configuration information:
Rout er #confi gure term nal
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Recipe 17.12 Making I nter face Table Number s Per manent

17.12.1 Problem

Y ou want to ensure that your router uses the same SNMP interface numbers every time it reboots.

17.12.2 Solution

To ensure that SNMP interface numbers remain permanent after arouter power cycle, use the following command.
Thisisaglobal command that affectsdl interfaces:
Rout er #confi gure term nal
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Recipe 17.13 Enabling SNMP Trapsand Informs

17.13.1 Problem

Y ou want the router to generate SNMP traps or informsin response to various network events.
17.13.2 Solution
The following configuration commands will enable your router to send unsolicited SNMP trgps to a network

management server:
Rout er #confi gure terni nal
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Recipe 17.14 Sending syslog M essages as SNM P Traps and Informs

17.14.1 Problem

Y ou want to send sysog messages as SNMP traps or informs.
17.14.2 Solution
Y ou can configure the router to forward sys og messages to your network management server as SNMP traps

instead of sydog packets with the following configuration commands:
Rout er #confi gure term nal
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Recipe 17.15 Setting SNM P Packet Size

17.15.1 Problem

Y ou want to change the default SNM P packet size.

17.15.2 Solution

The following configuration command adjusts the default packet size for dl SNMP packets leaving the router:
Rout er #confi gure term nal
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Recipe 17.16 Setting SNM P Queue Size

17.16.1 Problem

Y ou want to increase the Size of arouter's SNMP trap queue.

17.16.2 Solution

Thefollowing command increases the Size of arouter's SNMP trap queue:
Rout er #confi gure term nal
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Recipe 17.17 Setting SNMP Timeout Values

17.17.1 Problem

Y ou want to adjust the SNMP trap timeout value.

17.17.2 Solution

Y ou can use the following configuration command to adjust arouter's SNMP trap timeout value:
Rout er #confi gure terni nal
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Recipe 17.18 Disabling Link Up/Down Traps per Interface

17.18.1 Problem

Y ou want to disablelink up/down traps for specific interfaces.

17.18.2 Solution

To dissble SNMPlink status-change traps for a particular interface, use the following configuration command:
Rout er #confi gure term nal
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Recipe 17.19 Setting the I P Source Addressfor SNMP Traps

17.19.1 Problem

Y ou want to set the source IP addressfor al SNMP traps|eaving arouter.

17.19.2 Solution

To st the default 1P source addressfor dl traps leaving arouter, use the following configuration commands:
Rout er #confi gure terni nal
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Recipe 17.20 Using RM ON to Send Traps

17.20.1 Problem

Y ou want the router to send atrap when the CPU rises above a threshold, or when other important events occur.
17.20.2 Solution
Y ou can configure arouter to monitor its own CPU utilization and trigger an SNMP trap when the value exceeds a

defined threshold with thefollowing set of configuration commands:
Rout er #confi gure term nal
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Recipe 17.21 Enabling SNM Pv3

17.21.1 Problem

Y ou want to enable SNMPv3 on your router for security purposes.

17.21.2 Solution

SNMPv3 supports three modes of operation, each with different security features. These modes were summarized in
Table 17-1 at the beginning of this chapter. The following configuration commands enable SNMPv3 with no
authentication and no encryption services (ncAuthNoPriv):

Rout er #confi gure term nal
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Recipe 17.22 Using SAA

17.22.1 Problem

Y ou want to configure the routers to automeatically poll one another to collect performance statistics.
17.22.2 Solution
Cisco supplies afesture called the Service Assurance Agent (SAA) inlOSVerson 12.0(5)T and higher, which

alowsthe routersto automatically poll one another to collect end-to-end performance atistics:
Rout er 1#confi gure term nal
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I ntroduction

Many network administrators overlook the importance of router logs. Logging iscritica for fault notification, network
forengcs, and security auditing.

Cisco routers handle log messagesin five ways

By default, the router sends dl log messagesto its console port. Only usersthat are physically connected to
the router console port may view these messages. Thisis called console logging.

Termind logging issmilar to consolelogging, but it displayslog messagesto therouter'sVTY lines. Thistype
of logging is not enabled by default; if you want to useit, you need to need activateit for each required line.

Buffered logging creates acircular buffer within the router's RAM for storing log messages. Thiscircular
buffer has afixed sizeto ensure that the log will not deplete valuable system memory. The router saves
memory by deleting old messages from the buffer as new messages are added.

The router can use sydog to forward log messages to external sydog serversfor centraized storage. This
type of logging is not enabled by default. Much of this chapter is devoted to configuring remote sydog
features. The router sends sydog messages to the server on UDP port 514. The server does not
acknowledge these messages.

With SNMP trap logging, the router is able to use SNMP traps to send log messages to an external SNMP
sarver. Thisisan effective method of handling log messagesin a SNM P-based environment, but it has certain
limitetions. We discuss thislogging method in Chapter 17, which dedswith SNMP configuration.

Cisco log messages are categorized by severity level, following the structure and format of the BSD Unix sydog
framework, asshownin Table 18-1. The lower the severity level, the more critical thelog messageis.

Table 18-1. Cisco logging severity levels

Level Level name Description Sydog definition
0 Emergencies Router unussble LOG_EMERG
1 Alerts Immediateactionneeded | LOG ALERT
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2 Criticd Critica conditions LOG _CRIT

3 Errors Error conditions LOG ERR

4 Warnings Warning conditions LOG _WARNING
5 Notifications ';'O?Wrdrni rﬁ’:‘ mportant LOG_NOTICE

6 Informationa Informationa messages LOG_INFO

7 Debugging Debugging messages LOG_DEBUG

Hereisan example of alog message that showsthe typical format of Cisco router log messages:

Apr 12 14:01:16: Y% LEAR-5- COUNTERS: C ear counter on all

interfaces by ijbrown on
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Recipe 18.1 Enabling L ocal Router Logging

18.1.1 Problem

Y ou want your router to record log messages, instead of just displaying them on the console.

18.1.2 Solution

Use the logging buffered configuration command to enable thelocal storage of router log messages:
Rout er #confi gure term nal
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Recipe 18.2 Setting the Log Size

18.2.1 Problem

Y ou want to change the size of the router'slog.
18.2.2 Solution
Y ou can use the optiond size attribute with the logging buffered configuration command to change the size of your

router'sinterna log buffer:
Rout er #confi gure term nal
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Recipe 18.3 Clearing the Router's Log

18.3.1 Problem

Y ou want to clear the router's log buffer.

18.3.2 Solution

Usethe clear logging command to clear the router'sinterna log buffer:
Rout er #cl ear | oggi ng
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Recipe 18.4 Sending L og M essagesto Your Screen

18.4.1 Problem

Y ou want the router to diplay log messagesto your VTY sessioninred time.

18.4.2 Solution

Usethe terminal monitor command to enable the diplaying of log messagesto your VTY::
Rout er #t er mi nal noni t or
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Recipe 18.5 Using a Remote L og Server

18.5.1 Problem

Y ou want to send log messages to a remote sydog server.

18.5.2 Solution

Usethefollowing command to send router [og messagesto aremote sydog server:
Rout er #confi gure term nal
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Recipe 18.6 Enabling Syslog on a Unix Server

18.6.1 Problem

Y ou want to configure a Unix server to accept sydog messages from routers.

18.6.2 Solution

For most flavors of Unix and Linux, you smple need to modify the /etc/syslog.conf file on your Unix server to
include the following entry (basic configuration):

local 7.info [var/log/rtrlog

Cisco routers use the local 7 logging facility by default. This configuration linetdlsthe sydog program to store any
such messagesthat have a severity leve of informational or higher inthefile /var/log/rtrlog. Thelefthand columnin
the configuration file specifies the logging facility and priority level, while the right hand column specifiesthe logging
facility and priority level. The righthand column specifies the file name where these messages should be stored.

= Note that the syslog.conf file needs tabs, and not spaces, between the variousfields.

18.6.3 Discussion

By default, your sydog server may not be equipped to handle router log messages. The configuration entry show in
the example causes the syd og daemon to store al router messages with an informational severity leve or higherina
filecdled /var/log/rtrlog. Thisfile must exist and have the proper file attributes before the server can beginto
forward messagesto it:

Freebsd# cd /var/l og
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Recipe 18.7 Changing the Default L og Facility

18.7.1 Problem

Y ou want to change the default logging fadlity.

18.7.2 Solution

Usethe logging facility configuration command to change the sydog facility that the router sends error messagesto:
Rout er #confi gure term nal
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Recipe 18.8 Restricting What L og M essages Are Sent to the Server

18.8.1 Problem

Y ou want to limit which logging levels the router will send to the sydog server.

18.8.2 Solution

Usethe logging trap configuration command to limit the severity level of sydog messages.
Rout er #confi gure term nal
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Recipe 18.9 Setting the I P Sour ce Addressfor Syslog M essages

18.9.1 Problem

Y ou want the router to use a particular source | P address for sydog messages.

18.9.2 Solution

Usethe logging sour ce-interface configuration command to specify a particular 1P address for sydog messages.
Rout er #confi gure term nal
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Recipe 18.10 L ogging Router Syslog Messagesin Different Files

18.10.1 Problem

Y ou want the Unix server to send router log messagesto adifferent log file than theloca system messages.

18.10.2 Solution

To stop router syd og messages from inundating your loca system log files, use the following commands:
local 7.info /var/log/rtrlog
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Recipe 18.11 Maintaining Syslog Files on the Server

18.11.1 Problem

Y ou want to automatically rotate and archive router log fileson aUnix server.

18.11.2 Solution

The Bourne shell script givenin Example 18-1 will automatically rotate router log filesto ensure that these files don't
become too big and cumbersome to navigate. The script isintended to be invoked viaa cron job onadaily basis,
but you can dso run it manually. By default, the script retains seven days worth of archived log files and compresses
files older than two days. No arguments are required or expected.

Example 18-1. rotatelog.sh
#!/ bi n/ sh
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Recipe 18.12 Testing the Syslog Sever Configuration

18.12.1 Problem

Y ou want to test the configuration of your sysog server to ensure that the log messages are stored in their correct
location.

18.12.2 Solution

TheBourne shell scriptin Example 18-2 will emulate sydog messages at various severity levelsto ensure thet your
server routes them to the correct location. The script will emulate sydog messagesto the local 7 sydog facility by
default, but the logging facility is completely configurable. No arguments are required or expected.

Example 18-2. testlog.sh
#!/ bi n/ sh
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Recipe 18.13 Preventing the M ost Common M essages from Being
L ogged

18.13.1 Problem

Y ou want to prevent the router from sending link up/down sydog messages for unimportant router interfaces.

18.13.2 Solution

Usethe no logging event configuration commands to disable the logging of common interface-level messages:
Rout er #confi gure term nal
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Recipe 18.14 Rate-L imiting Syslog Traffic

18.14.1 Problem

Y ou wish to rate-limit the sydog traffic to your server.

18.14.2 Solution

Usethe logging rate-limit configuration command to limit the number of sydog packets sent to your server:
Rout er #confi gure term nal
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I ntroduction

An Access Control List (ACL) isgenericaly amethod for doing pattern matching based on protocol information.
There are many reasonsfor doing thistype of pattern matching, such asrestricting access for security reasons or
restricting routing tables for performance reasons.

Cisco has severd different generd kinds of accesslists. The most common are the numbered ACLs, which are
summarizedin Table 19-1. But there are dso named access lists, reflexive access lists, context-based accessligts,
and rate-limit accesslists. There are even timed access lists that can have different effects at different times of day,
athough we will not cover them in thisbook. Within each of these genera categories, there are many different types
of ACLsthat match on different protocol information. WWhen working with route filtering, it is often easiest to work
with prefix lists, which are another type of ACL discussed in more detail in Chapter 6, Chapter 7, Chapter 8 and

Chapter 9.

Y ou can gpply an ACL in many different ways. Applied to an interface, you can useit to accept or rgect incoming or
outgoing packets based on protocol information such as source or destination address, port number, protocol
number, and so forth. Applied to arouting protocol, this same ACL might prevent the router from sharing information
about aparticular route. And, applied to aroute map, the ACL could just identify packets that need to be tagged or
treated differently.

Table 19-1 showsdl of the current ranges for numbered access lists. Cisco periodically adds new rangesto thislit,
s0 eaxlier IOSlevels may not support al of these ACL types. Also bear in mind that if your 10S feature set doesn't
support aparticular protocol such asIPX, XNS, or AppleTalk, the corresponding ACL type will aso be unavailable.

Table 19-1. Numbered accesslist types

Numericrange Accesslist type

1-99 Standard IP ACL

100 - 199 Extended IPACL

200 - 299 Ethernet type code ACL
300 - 399 DECNET ACL

400 - 499 XNSACL
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500 - 599 Extended XNS ACL

600 - 699 AppleTak ACL

700 - 799 48-bit MAC address ACL

800 - 899 IPX ACL

900 - 999 Extended IPX ACL

1000 - 1099 |PX service advertisement protocol
1100 - 1199 Extended 48-bit MAC address ACL
1200 - 1299 IPX NLSP ACL

1300 - 1999 Standard IP ACL, expanded range
2000 - 2699 Extended IP ACL, expanded range
2700 - 2999 SS7 (Voice) ACL

Clearly many of these ranges deal with protocols or technologies that are beyond the scope of this book. This book's
primary focusis on | P-based technologies, so this chapter will not discuss ACL types that are intended for use with
other protocols.

A named ACL isredly just another way of writing either a standard or extended IP ACL. Named ACLs can make
your configuration files consderably easier to read. Some commandsthat use an ACL for pattern matching will not
accept named ACLS, but, for the most part, named ACL s are interchangeable with normal IP ACLs. Their chief
advantage isthat you can nest other ACLsinside of anamed ACL for greater flexibility.

Reflexive ACL s are more sophisticated objects that can contain temporary entries. Reflexive ACLs need to be
nested insde of named ACLSs. A reflexive ACL hastwo partsthat are generally nested in two different named ACLs.
One part watches for packets of a particular type using normal extended IP ACL syntax. As soon as the router sees
this packet, it activates amatching rulein another ACL. Thisalowsyou to do things like permitting inbound traffic of
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aparticular type only after the router seesaninitial outbound packet of the matching type.

However, reflexive ACL s are somewhat limited in their scope because they are not able to read into the payloads of
| P packets. Many applications have more complicated behavior, such as using dynamicaly generated port numbers.
To handle thistype of situation, Cisco has developed another type of ACL cdled Context-Based Access Control
(CBAC).

Likereflexive ACLs, CBAC works by turning on and off temporary accesslist rules. However, CBAC actively
monitors gpplications usng astateful ingpection agorithm that alows the router to react to the application and
dynamically create new ACL rules. It can aso watch for unusua gpplication behavior and dynamicdly disable the
corresponding temporary ACL rules.

Y ou should dways remember that every ACL endswith animplicit deny all clause. Thismeansthat if you are
matching items (packets, for example) with an ACL, and theitem failsto match any of the explicitly listed clauses of
the ACL and fdlsoff theend, it isthe same asif the item matched an explicit deny clause. For thisreason, if you are
trying to block certain unwanted packets (for example), but want to alow al othersto pass, you must remember to
includea permit all statement at the end of the ACL..

For moreinformation on ACLsin generd, refer to Cisco |OS Access Lists (O'Rellly).
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Recipe 19.1 Filtering by Source or Destination | P Address

19.1.1 Problem

Y ou want to block packetsto or from certain IP addresses.

19.1.2 Solution

Y ou can use standard access lists to block packets from specified | P source addresses:
Rout er 1#confi gure term nal
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Recipe 19.2 Adding a Comment toan ACL

19.2.1 Problem

Y ou want to add a human-readable comment to an ACL to help other engineers understand what you have done.

19.2.2 Solution

Y ou can add acomment to any standard or extended IP ACL using the remark keyword:
Rout er 1#confi gure term nal
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Recipe 19.3 Filtering by Application

19.3.1 Problem

Y ou want to filter accessto certain gpplications.

19.3.2 Solution

Extended I P access lists can dso filter based on application information such as protocol and port numbers:
Rout er 1#confi gure term nal
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Recipe 19.4 Filtering Based on TCP Header Flags

19.4.1 Problem

Y ou want to filter based on the flag bitsin the TCP header.

19.4.2 Solution

Thefollowing ACL blocks contain severd illega combinations of TCP header flags:
Rout er 1#confi gure term nal
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Recipe 19.5 Restricting TCP Session Direction

19.5.1 Problem

Y ou want to filter TCP sessions so that only the client device may initiate the application.

19.5.2 Solution

Y ou can use the established keyword to restrict which device isalowed to initiate the session. In the following
example, we want to alow the client deviceto telnet to the server, but not the other way around:
Rout er 1#confi gure term nal
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Recipe 19.6 Filtering Multiport Applications

19.6.1 Problem

Y ou want to filter an application that uses more than one TCP or UDP port.

19.6.2 Solution

This example shows how to filter both FTP control and data sessions:
Rout er 1#confi gure term nal
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Recipe 19.7 Filtering Based on DSCP and TOS

19.7.1 Problem

Y ou want to filter based on IP QoSinformation.

19.7.2 Solution

Y ou can filter packets based on the contents of the Differentiated Services Control Point (DSCP) field using the dscp
keyword:

Rout er 1#confi gure term nal
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Recipe 19.8 Logging when an AccessList |sUsed

19.8.1 Problem

Y ou want to know when the router invokes an accesslist.

19.8.2 Solution

Access ligts can generate log messages. The following example will dlow al packetsto pass, but will record them:
Rout er 1#confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mext b

Recipe 19.9 Logging TCP Sessions

19.9.1 Problem

Y ou want to log the total number of TCP sessions.
19.9.2 Solution
Y ou can configure the router to log the total number of TCP sessions, rather than just the number of packets, with the

following set of commands:

Rout er 1#confi gure term nal
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Recipe 19.10 Analyzing ACL Log Entries

19.10.1 Problem

Y ou want to analyze the log entries created by logging ACLS.

19.10.2 Solution

The Perl scriptin Example 19-1 parses arouter syslog file and builds a detailed report of packets that were denied
by logging ACLs. By defaullt, the script will parse every ACL log message that it findsin the sydog file on aserver.
Y ou can aso look for messages associated with a particular ACL by specifying the ACL number or nameasa
command-line argument.

Example 19-1. logscan.pl
#!/usr/| ocal / bi n/ perl
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Recipe 19.11 Using Named and Reflexive Access Lists

19.11.1 Problem

Y ou want to use a reflexive ACL, embedded in anamed ACL.
19.11.2 Solution
A basic named ACL issmilar to the numbered ACL sthat we discussed earlier in this chapter. They can work like

either standard or extended IP ACLs:
Rout er 1#confi gure term nal
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Recipe 19.12 Dealing with Passive Mode FTP

19.12.1 Problem

Y ou want to construct an ACL that can identify passive mode FTP sessions.

19.12.2 Solution

This example shows how to filter passive FTP control and data sessions.
Rout er 1#confi gure term nal
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Recipe 19.13 Using Context-Based Access Lists

19.13.1 Problem

Y ou want to use your router asafirewal to perform advanced filtering functiondity.

19.13.2 Solution

Thefollowing example shows how to configure the router to perform stateful inspection of TCP or UDP packets:
Rout er 1#confi gure term nal
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| ntroduction

Dynamic Host Configuration Protocol (DHCP) is often used on networksto alow end devicesto automatically
retrieve their network configuration when they first connect to the network. It basically expands on the earlier
Bootstrap Protocol (BOOTP) and uses the same UDP ports, numbers 67 and 68. The protocol itself isdefined in
RFC 2131, and the configuration options are defined in RFC 2132.

The most common application for DHCP isto automatically set up | P addresses, netmasks, and default gateways for
end devices. However, the protocol can also configure many other options, such as DNS servers, domain names,
time zones, NTP servers, and many others. Some software vendors have even added their own configuration options
to automatically set up key applications on end devices.

DHCP makesit possible to give aminima common configuration to al user workstations. Y ou can smply plug the
deviceinto the network at any point, and DHCP will take care of getting an | P address that will work at that location.
Thisminimizes errors due to manua configuration, centralizes control over configuration information, and greetly
reduces technician costs because anybody can connect a device to the network.

There are three digtinct element typesin a DHCP network. There must be aclient and aserver. If these two eements
are not on the same Layer 2 network, there a'so must be a proxy, which usualy runs on the router. The proxy is
needed because the client deviceinitially doesn't know its own IP address, so it must send out a Layer 2 broadcast
to find aserver that has thisinformation. The router must relay these broadcasts to the DHCP server, then forward
the responses back to the correct Layer 2 address so that the right end device gets the right configuration information.

Historicaly, the router's only rolein BOOTP or DHCP was this proxy function. However, Cisco has recently added
both DHCP client and server functionaity. This chapter will show configuration examplesfor dl three of these
functions, but many of the recipeswill focus on complex server configurations.

A DHCP exchange starts with a client device, such as an end user workstation. Typicaly, this device will boot and
connect to the network with no preconfigured network information. It doesn't know its P address, the address of its
router, its subnet, or netmask. It doesn't even know the address of the server that will provide these pieces of
information. The only thing it can do is send out a UDP broadcast packet looking for aserver.

Most DHCP networks of any size include two or more DHCP serversfor redundancy. The end devicestypically just
need to talk to a DHCP server at sartup time, but they will not work at al without it. So redundancy isimportant.
Thisaso meansthat it isnot unusua for an end device to see severd responsesto aDHCP request. It will generaly
just usethe first response. However, this aso underscores the importance of ensuring that al of the DHCP servers
distribute the same information. Their databases of end device configuration parameters must be synchronized.

The end device requests configuration information from one of the servers. It must specify exactly what optionsit
requires. The server does not need to respond to al of the requested options, but it cannot offer additional
unrequested information to the client, evenif it has additiona information in its database. Thisisan important detail to
remember—it can be very confusing when an end device has some manualy configured options that are not replaced
by the information on the server.
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Since duplicate | P addresses can cause serious problems on a network, most DHCP serverstrack address conflicts.
They do thisby attempting to ping each | P address before telling an end devicethat it is safe to use the address.
Many DHCP clients will also double-check that the addressis not aready in use by sending an ARP request before
using it. However, neither of these checks is mandatory, and some DHCP clients and servers do not check before
using an address.

One of the important features of DHCP isthe ability to alocate |P addresses for a configurable period of time, caled
the lease period. If aclient device wantsto keep its I P address for longer than this period, it must renew the lease
before it expires. Clients are free to renew their leases as often asthey like.

The server can dlocate | P addresses from a pool on afirst-come, first-served basis, or it can associate | P addresses
with end device MAC addresses to ensure that a particular client aways receives the same address.
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Recipe 20.1 Using | P Helper Addressesfor DHCP

20.1.1 Problem

Y ou want to configure your router to pass DHCP requests from local clientsto a centralized DHCP server.

20.1.2 Solution

The ip hel per-address configuration command allows the router to forward local DHCP requests to one or more
centralized DHCP servers,
Rout er 1#configure term nal
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Recipe 20.2 Limiting the Impact of |P Helper Addresses

20.2.1 Problem

After configuring your router to use |P hel per addresses, you suffer from high link utilization or high CPU utilization on
the DHCP server.

20.2.2 Solution

Theip helper-address command implicitly enables forwarding of severd different kinds of UDP broadcasts. Y ou
can prevent the router from forwarding the unwanted types of broadcasts with the no ip forward-protocol udp
configuration command:

Rout er 1#confi gure term nal
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Recipe 20.3 Using DHCP to Dynamically Configure Router | P
Addresses

20.3.1 Problem

Y ou want the router to dynamically obtain its |P addressing informetion.
20.3.2 Solution
Theip address dhcp configuration command alows the router to dynamicaly obtain the addressinformetion for an

interface:
Rout er 1#confi gure term nal
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Recipe 20.4 Dynamically Allocating Client | P Addressesvia DHCP
20.4.1 Problem

Y ou want to configure your router to be a DHCP server and alocate dynamic | P addresses to client workstations.

20.4.2 Solution

Thefollowing set of configuration commands allows the router to dynamicaly alocate | P addressesto client
workgations:
Rout er 1#confi gure term nal
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Recipe 20.5 Defining DHCP Configuration Options

20.5.1 Problem

Y ou want to dynamically deliver configuration parametersto client workstations.

20.5.2 Solution

Y ou can configure awide variety of DHCP parametersfor configuring client workstations:
Rout er 1#confi gure term nal
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Recipe 20.6 Defining DHCP L ease Periods

20.6.1 Problem

Y ou want to change the default |ease period.

20.6.2 Solution

To modify the default DHCP lease time for a pool of I P addresses, use the lease configuration command:
Rout er 1#confi gure term nal
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Recipe 20.7 Allocating Static | P Addresses with DHCP

20.7.1 Problem

Y ou want to ensure that your router assigns the same | P address to a particular device every timeit connects.

20.7.2 Solution

The following commands ensure that the router assignsthe same | P address to adevice each timeit requests one:
Rout er 1(config)#i p dhcp pool | AN
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Recipe 20.8 Configuring a DHCP Database Client

20.8.1 Problem

Y ou want to back up your DHCP database of address assignments to another device so that you won't loseit if the
router rel oads.
20.8.2 Solution

Y ou can ensure that your DHCP address assignments are not |ost when arouter reloads by configuring the router to
periodicaly copy its DHCP database to aremote server.

Thefirst example configures arouter to use FTP to copy the DHCP database to aremote server:
Rout er 1#confi gure term nal
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Recipe 20.9 Configuring Multiple DHCP Serversper Subnet

20.9.1 Problem

Y ou want to configure multiple routers to act as DHCP serversfor the same subnet to ensure availability.

20.9.2 Solution

Y ou can configure multiple routersto act as DHCP serversfor asingle subnet by ensuring that they don't use the
same pool of addresses.

Routerl:
Rout er 1#confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 20.10 Showing DHCP Status

20.10.1 Problem

Y ou want to display the status of the DHCP server functions on the router.

20.10.2 Solution

To display the I P address bindings and their associated |eases, use this command:
Rout er 1#show i p dhcp bi ndi ng

Thefollowing command displays any |P address conflicts that the router has detected in the DHCP address pool:
Rout er 1#show i p dhcp confli ct

Y ou can view the status of remote database backups with this command:
Rout er 1#show i p dhcp dat abase

And you can see the globa DHCP server satigticslikethis:
Rout er 1#show i p dhcp server statistics

20.10.3 Discussion

To display the status of the DHCP service, use the show ip dhcp EXEC command. If you add the keyword binding,
this command displays the current DHCP bindings, which include the assigned | P addresses, the associated client
MAC addresses, and the lease expiration time:

Rout er 1#show i p dhcp bi ndi ng
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Recipe 20.11 Debugging DHCP

20.11.1 Problem

Y ou want to debug a DHCP problem.

20.11.2 Solution

To debug the server events, use the following EXEC command:
Rout er 1#debug i p dhcp server events

The following command will alow you to monitor the actual DHCP-related packets being transmitted and recelived
by the router:

Rout er 1#debug i p dhcp server packet

20.11.3 Discussion

Thefollowing debug capture shows arouter performing norma housekeeping duties such as updating its address
pools, checking for expired leases, assigning new leases, and revoking expired leases.
Rout er 1#debug i p dhcp server events
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I ntroduction

Network Address Trandation (NAT) wasfirst described in RFC 1631 in 1994. The authors of that document were
trying to solve the imminent problem of running out of 1Pv4 addresses. They proposed asimple but brilliant solution:
allow devices on theinsde of anetwork to use the standard pool of unregistered |P addresses currently defined in
RFC 1918. Therouter or firewal at the boundary between theinterna private network and the external public
network could then use software to rewrite the internal 1P addresses of every packet, replacing them with valid
registered addresses.

There are four kinds of addresses. inside local, inside global, outside local, and outside global . Inside and outside
arerdative termsif you're just connecting two private networks. But if you are connecting a private network to the
public Internet, the Internet is considered the outside. A local addressis generaly the private address, whilethe
globa addressisthe globaly unique public address.

To help make these terms more clear, suppose you are connecting a network that uses RFC 1918 private addresses
to the public Internet. Inside your network you have private addresses, such as 192.168.1.0/24. These aretheinside
local addresses. NAT will trand ate these addresses to globaly unique registered addresses, which are also the inside
global addresses. The addresses on the public Internet are outside globa addresses. These external network
addresses are all registered in this case, so there is no need to trandate them. If trand ation was needed, an outside
globa address would be changed to an outside local address.

To put thisanother way, the address that interna devices use to communicate with other internal devicesistheinsde
local address. The addressthat internal devices usesto communicate with externa devicesisthe outside locdl
address. The addressthat externd devices usesto communicate with interna devicesistheinside global address.
Findly, externa devices communicate with one another using outside global addresses.

NAT makesit possibleto have ahugeinterna network with thousands of local addresses represented by a handful
(or perhaps even just one) globd address. Thisiswhy NAT is often credited with dleviating the address shortage
problem. But it solvesthis problem only if most people who useit have more local than global addresses.

Inpractice, NAT offersahuge range of possibilities. Y ou can map local addresses uniquely to individua global
addresses. Y ou can share one globa address among severa local addresses. Y ou can alocate globa addresses from
apool asthey are requested, or have asingle globa address and map al loca addressesto thisone address. You
can even define acombination of these different aternatives.

When adevice sends a packet out from the private to the public network, the trandator replaces the loca source
address with aregistered address, then routes the packet. For an inbound packet, the trand ator replaces the global
addresswith the local address and routes the packet into the internal network. The trandator has a much more
difficult job with inbound packets than outbound, because it hasto figure out which internal device to send the packet
to. Since many interna devices may be using the same globa address, the trandator has to keep a state table of dl of
the devicesthat send or receive packetsto or from the externa network.

Suppose, for example, that two interna users are both usng HT TP to view information on the public network. The
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trandator must be able to determine which packets are intended for which internd device. It's not sufficient to smply
look at the external device's | P address—both of these users could be looking at the same web page. They would
both wind up with severely scrambled screensif the trandator couldn't tell which packetsto send to which internal
user.

This particular example is made somewhat easier by the fact that HTTP uses TCP. Because TCPisa
connection-based protocol, well-defined TCP session initiation and termination helpsthe trandator to sort out the
inbound flows. In this case, Cisco's NAT implementation uses Port Address Trandation (PAT), which meansthat the
router rewrites the source port numbers, and uses the new values as tags to distinguish between the two flows.
Because UDP dso uses port numbers, the same PAT technique aso works here, although the router doesn't keep
the trandation table entries active for the same length of time.

ICMP, on the other hand, is considerably more difficult for NAT to keep straight. For example, if two interna users
both ping the same externa Ste at the sametime, the trandator hasto assumethat it will receive the responsesin the
same order that they were sent. Fortunately, thisrarely causes real problemsin production networks. But it isworth

remembering that, whether it can use PAT or not, NAT requires the router to keep track of alot of state information
that routers don't usualy care about.

Further, because | P addresses and port numbers areincluded in both 1P and TCP checksums, the trandator must
recal culate these checksum vaues for every packet. So NAT aways consumes more CPU and memory on the
router or firewall that it runs on. This resource usage increases rapidly with both the number of packets and the
number of different flows.

The other important thing to remember about NAT isthat some protocolsinclude | P addressinformation in the
payload of the packet, aswell asin the |P header. For example, the ubiquitous FTP protocol hasa PORT command
that contains an | P address encoded in ASCII. In this case, the FTP protocol iswell understood and NAT
implementations can ook out for the PORT command. But in other, less popular protocols, strange problems can
occur. And, if aserver happensto run FTP on anonstandard TCP port, you must tell NAT about the change so that
it can rewrite the payload addresses.

SNMP dso includes | P addresses in packet payloads. For example, IP addressinformation is part of the standard
interface M1B because the addressis an important piece of information about the interface. However, rewriting
addresses in the payloads of SNMP packetsis amuch more difficult problem than finding the | P addressfor FTP,
because the address could be anywhere in the payload. It is aso possible for the addressesin the payload to refer to
different interfaces than the address in the header. And, to make the problem even more difficult, thereis no common
standard format for |P addressesin SNM P packets. They are sometimes transmitted as dotted decimal ASCI|I
strings, as packed hex bytes, or in avariety of other formats depending on the specific MIB. Consequently, Cisco
routers do not attempt to rewrite IP addresses in the payloads of SNMP packets.

We have dso seen custom-built applications that make life very hard for NAT by encoding | P addresses and port
numbersin the data segment of a packet, then using thisinformation to attempt new connections. It can be very hard
to get NAT towork in caseslike this. Often the only workaround isto encapsulate the ill-behaved applicationin a
tunndl.
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Recipe 21.1 Configuring Basic NAT Functionality

21.1.1 Problem

Y ou want to set up Network Address Trandation on your router.
21.1.2 Solution
Inthesmplest NAT configuration, al of your interna devices usethe same externd globa address asthe router's

externd interface:
Rout er #confi gure term nal
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Recipe 21.2 Allocating External Addresses Dynamically

21.2.1 Problem

Y ou want to dynamicaly select addresses from apoal.

21.2.2 Solution

Y ou can configure the router to automatically select globa addresses from a pool asthey are required:
Rout er #confi gure term nal
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Recipe 21.3 Allocating Exter nal Addr esses Statically

21.3.1 Problem

Y ou want to trandate specific internal 1P addresses to specific external addresses.

21.3.2 Solution

For some applications, you need each internd (indde local) addressto dwaystrandate to the same externd (insde
global) address. Thisis particularly trueif you need inbound connections from the outside network to dwaysreach a
particular interna device, such asaweb or email server:

Rout er #confi gure term nal
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Recipe 21.4 Trandating Some Addresses Statically and Others
Dynamically

21.4.1 Problem

Y ou want certain hosts to have static address trand ation properties and al othersto use dynamic trandation.

21.4.2 Solution

In some cases, you might need to use acombination of the two approaches. Some interna deviceswill dways
trand ate to specific externa addresses, but otherswill use adynamic pool. Thisis often the case when you have a
few interna serversthat need to be accessed from outside of the network, but the other deviceswill make only
outbound connections:

Rout er #confi gure term nal
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Recipe 21.5 Trandating in Both Directions Simultaneously

21.5.1 Problem

Y ou want to trand ate both interna and externa addresses.

21.5.2 Solution

In some cases, you might need to trandate | P addresses on both sdes of your router:
Rout er #confi gure term nal
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Recipe 21.6 Rewriting the Networ k Prefix

21.6.1 Problem

Y ou want to rewrite dl of the addressesin a particular range by smply replacing the prefix with one of equd length.

21.6.2 Solution

Sometimes you need to connect your network to another network that uses an unregistered range, such as
172.16.0.0/16. However, if you aready usethisrangein your network, the easiest thing to do isto smply replace
this prefix with another one that doesn't have a conflict, such as 172.17.0.0/16:

Rout er #confi gure term nal
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Recipe 21.7 Adjusting NAT Timers

21.7.1 Problem

Y ou want to change the length of timethat NAT entriesremain active.

21.7.2 Solution

Therouter will keep NAT entriesin the trandation table for a configurable length of time. For TCP connections, the
default timeout period is 86,400 seconds, or 24 hours. Because UDP is not connection-based, the default timeout
period is much shorter: only 300 seconds (5 minutes). The router will remove trandation table entriesfor DNS
queries after only 60 seconds.

Y ou can adjust these parameters using the ip nat translation command, which accepts argumentsin seconds:
Rout er #confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mext b

Recipe 21.8 Changing TCP Portsfor FTP

21.8.1 Problem

Y ou have an FTP server using anon-standard TCP port number.

21.8.2 Solution

The FTP protocol includes IP address information in the packet payload. Normaly, Cisco's NAT implementation
rewrites | P address information in the payloads of FTP packets by looking in every packet sent on TCP port 21,
which isthe port that FTP usesto pass session control information by default. So when an FTP server usesa
nonstandard TCP port number for session control, you must configure the NAT router to expect FTP packets on the
new port number:

Rout er #confi gure term nal
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Recipe 21.9 Checking NAT Status

21.9.1 Problem

Y ou want to see the current NAT information.

21.9.2 Solution

There are severd useful EXEC commands for checking the status of NAT on arouter. Y ou can view the NAT
trandation table using the following command:
Rout er#show i p nat translation

You can clear dl or part of the NAT trandation table by specifying either an asterisk (*) or aparticular address. To
clear aspecific entry, you must specify either the globa addressfor adevicethat isinsde, or alocal addressfor a
devicethat isoutsde:

Rout er#clear ip nat translation *
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Recipe 21.10 Debugging NAT

21.10.1 Problem

Y ou want to debug a NAT problem.

21.10.2 Solution

Cisco routersinclude asmple but ussful debug facility for NAT. The basic form of the command is debug ip nat:
Rout er #debug i p nat

Y ou can aso add the detailed keyword to this command to get more information on each NAT event:
Rout er #debug i p nat detail ed

It isoften useful to use an accesslist with the debug command. Y ou can do thisby smply specifying the number of
the accessligt. Thiswill alow you to look only at NAT eventsfor particular | P addressesthat are permitted by the
accesslist:

Rout er #debug i p nat 15

Y ou can also combine an access list with the detailed keyword for more focused debugging:
Rout er #debug i p nat 15 detail ed

21.10.3 Discussion

Thefollowing shows sometypicd log entries:

Rout er #t erm nal noni t or
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I ntroduction

Hot Standby Router Protocol (HSRP) isa Cisco proprietary standard that allows arouter on aLAN segment to
automaticaly take over if another onefails. It was developed to solve acommon problem in shared networks such as
Ethernet or Token Ring. The devices on these shared network segments are usualy configured with asingle default
gateway addressthat points to the router that connectsto the rest of the network. The problem isthat even if thereis
asecond router on the segment that is also capable of being the default gateway, the end devices don't know about

it. Therefore, if thefirst default gateway router fails, the network stops working.

Many methods for addressing this problem have come and gone over the years. The most obvious and most
serioudy flawed solution isto have the end users reconfigure the default gateway addressin their workstations. Thisis
aterrible solution for severa reasons. Thereisalarge chance of typographica errors: the conversionissow,
laborious, and often requires areboot of the workstation; it relies on users noticing the problem in atimely manner,
and itisunlikely that anyone will bother changing the address back when the original router recovers; it also requires
that a human is handy to make the change, but devices such as printers and servers don't usualy have anyone sitting
besi de them when problems appesr.

A dightly better solution that many organizations have used isto run adynamic routing protocol such asRIP or

OSPF directly on the servers and workstations. Unix-based operating systems have access to good routing protocol
implementations such asthe routed and gated programs. However, many popular desktop and server operating
systems do not support these protocols. Even if every device in the network could run arouting protocol, thisisnot a
very good solution to the problem for several reasons. Routing protocols tend not to converge well when the number
of devices getstoo large. So thistechnique would, at the very least, require amgor network redesign. Itisadso a
generaly bad ideato let end devices affect the globa routing tables throughout the network. If one of these devicesis
not configured properly, it could cause serious routing problems. And, more philosophicaly, it isagood principle of
network design to keep network functions on network devices. Workstations and servers aready have enough to do
without having to perform arouter'sjob aswell.

ICMP Router Discovery Protocol (IRDP), which isdescribed in RFC 1256, represents still another interesting idea
for dlowing end devicesto find anew router when their default gateway fails. This protocol requires routersto
periodically send multicast "hello" messagesto the LAN segment. End deviceslisten for these messages and use them
to build their interna routing tables. If an end device doesn't hear these hello messages for awhile, it assumesthat the
router must have failed. The end device then sendsamulticast query looking for anew router to take over. Again,
this method requires specia software on the end devices. Few devices support IRDP, and it has never enjoyed
particularly wide acceptance.

Cisco routers do support IRDP; enableit using the ip irdp interface command:
Rout er #confi gure term nal
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Recipe 22.1 Configuring Basic HSRP Functionality

22.1.1 Problem

Y ou want a backup router to take over the MAC and | P addresses of a primary router if the primary fails.

22.1.2 Solution

Figure 22-1 represents atypica network design for use with HSRP on an Ethernet type LAN segment (including
FastEthernet, Gigabit Ethernet and 10-Gigabit Ethernet). There are two routers called Routerl and Router2, which
have the IP addresses 172.22.1.3 and 172.22.1.2, respectively. When both routers are available, we want Routerl
to handle dl of thetraffic using thevirtua |P address 172.22.1.1.

Configurethefirst router asfollows:
Rout er 1#confi gure term nal
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Recipe 22.2 Using HSRP Preempt

22.2.1 Problem

Y ou want to ensure that a particular router is dways sdected as the "active" HSRP router whenever it isup and
functioning.

22.2.2 Solution

Y ou can ensure that a particular router is always selected asthe HSRP active router if it isavailable. On the router
that you wish to make your primary active HSRP router, you need to set a higher priority level and use the standby
preempt command:

Rout er 1#confi gure term nal
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Recipe 22.3 Making HSRP React to Problemson Other Interfaces
22.3.1 Problem

Y ou want HSRP to switch to the backup router when another port on the primary router becomes unavailable.

22.3.2 Solution

The standby track configuration command reduces the priority of an active HSRP router into a standby mode when
one of itsinterfaces becomes unavailable. If the priority dropsfar enough, another router will take over:
Rout er 1#configure term nal
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Recipe 22.4 L oad Balancing with HSRP

22.4.1 Problem

Y ou want to load balance your traffic between two (or more) HSRP routers.

22.4.2 Solution

Y ou can configure HSRP so that both routers are dwaysin useif they are available. Thisalowsyou to use your
network resources more efficiently, but it is dightly more complicated to configure.

Configure thefirst router asfollows, with two HSRP groups:
Rout er 1#confi gure term nal
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Recipe 22.5 Redirecting ICM P with HSRP

22.5.1 Problem

Y ou want to enable ICMP redirects with HSRP.
22.5.2 Solution
In older 1OS releases, when you enable HSRP on an interface, the router will automatically disable ICMP

redirection. However, starting with IOS Version 12.1(3) T, Cisco has changed how ICMP redirection works with
HSRP, and it is now enabled by defauilt.

Y ou can explicitly enable ICMP redirects on HSRP-enabled interfaces with the following commands:
Rout er 2#confi gure termni nal
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Recipe 22.6 Manipulating HSRP Timers

22.6.1 Problem

Y ou want to decrease the amount of time it takes for the backup router to take over after the primary router fails.

22.6.2 Solution
Y ou can configure HSRP-enabled routers to recover more quickly after the primary HRSP router becomes

unavailable with the standby timers configuration command:
Rout er 1#configure term nal
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Recipe 22.7 Using HSRP on a Token Ring Network

22.7.1 Problem

Y ou want to configure HSRP on a Token Ring network.

22.7.2 Solution

Y ou can use HSRP on aToken Ring LAN exactly the same asin Recipe 22.1 if the only protocol on the segment is
IP. However, if you have any other protocols (particularly if the ring uses any source-route bridging), you must use a
dightly different configuration:

Rout er 1#configure term nal
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Recipe 22.8 HSRP SNM P Support

22.8.1 Problem

Y ou want to enable HSRP SNMP traps.
22.8.2 Solution
Cisco has developed an HSRP SNMP MIB to help manage routers using this feature. Y ou can configure your router

to send an SNMP trap every time the routers make an HSRP state change:
Rout er 1#confi gure term nal
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Recipe 22.9 Increasing HSRP Security

22.9.1 Problem

Y ou want to increase the security of HSRP between two (or more) routers.

22.9.2 Solution

Y ou can configure HSRP to use password authentication with the following commands:
Rout er 1#confi gure term nal
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Recipe 22.10 Showing HSRP State Infor mation

22.10.1 Problem

Y ou want to see current HSRP information, such aswhich router is primary.

22.10.2 Solution

To view the HSRP information, use the following EXEC command:
Rout er 2#show st andby

Y ou can view the HSRP information for a specific interface with the following EXEC command:
Rout er 2#show st andby Fast Et hernet 1/0

Usethe keyword brief to show an overview of HSRP information:
Rout er 2#show st andby bri ef

22.10.3 Discussion

The basic show standby command without any additiond keywords displaysal of the HSRP informetion for al
groups and dl interfaces on the router:
Rout er 2#show st andby
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Recipe 22.11 Debugging HSRP

22.11.1 Problem

Y ou want to debug an HSRP problem.

22.11.2 Solution

To debug dl HSRP error events, use the following command:
Rout er 2#debug standby errors

The events keyword will display information about HSRP events:
Rout er 2#debug st andby events

With the packets keyword, you can look at the contents of all HSRP packets:
Rout er 2#debug st andby packets

Y ou can use the terse keyword to see ashort form of all HSRP errors, events, and packets.
Rout er 2#debug st andby terse

22.11.3 Discussion

HSRPisnot avery complex protocol, and it isrdatively smpleto configure, so network engineers generally don't
find that they need the sophigticated debugging toolsthat are available with other protocols. Consequently, HSRP
debugging facilitieswere rdatively limited until IOSlevel 12.1(0.2), when the enhanced debugging described here
was introduced. However, these features can be useful when you are faced with strange HSRP problems such as
generd indability or multiple active routers.

We don't recommend starting with a packet-level debug for anything because it can easily overwhem the router. In
the case of HSRP, which should only send a hello packet every three seconds by default, this shouldn't be quite as
dangerous as for many other protocols.

The debug standby terse command is probably the most useful option because it gives a short form output of all
HSRP errors, events, and packets:
Rout er 1#debug standby terse
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I ntroduction

Multicast routing differs from unicast routing in several ways. The most important differences are in the waysthat
multicast routers use source and destination addresses. A multicast packet is addressed to aspecia |1P address
representing agroup of devicesthat can be scattered anywhere throughout a network. Since the destinations can be
anywhere, the only reliable way to diminate loopsin multicast routing isto look at the reverse path back to the
source. So, while unicast routing cares about where the packet is going, multicast routing also needs to know where it
came from.

For this reason, multicast routing protocols such as Protocol |ndependent Multicast (PIM) dwayswork with the
source address and destination group smultaneoudly. The usua notation for amulticast routeis (Source, Group), as
opposed to the unicast case, in which routes are defined by the destination address one. We have aready
mentioned that thisis necessary for avoiding loops, but the router aso needsto keep track of both source and group
addresses in each multicast routing table entry because there could be severa sourcesfor the same group.

For example, in Chapter 14 we discussed how acentral device can use NTP to send time synchronization
information as amulticast router. We dso explained why it was important to have more than one NTP server. So,
eveninasmple multicast example likethisit isquite likely that the routers will need to forward packets to the same
st of end devices from two sources that may be on different network segments. The group address alone doesn't tell
you enough about how to forward packets belonging to this group.

When you look a the multicast routing table with the show ip mroute command, you will see not only (Source,
Group) pairs such as (192.168.15.35, 239.5.5.55), but also pairsthat look like (*, 239.5.5.55). This means that the
sourceis unspecified. Cisco routers organize their multicast routing tables with aparent (*, Group) for each group,
and any number of (Source, Group) pairsunder it. If thereisa (*, Group), but no (Source, Group) entriesfor a
group, then that just meansthat the router knows of group members but doesn't yet know where to expect this
multicagt traffic from.

Each of these (Source, Group) entries represents a Shortest Path Tree (SPT) that leads to the source of the
multicast traffic. In gparse mode multicast routing, the root of the tree could actualy be a centra Rendezvous Point
(RP) router, rather than the actua traffic source. Because each router must know about the path back to the source
or RP, the term Reverse Path Forwarding (RPF) is often used to describe the process of building the SPT.

Two important el ements are required for a multicast network to work. Thefirst we've aready mentioned: you need a
way to route multicast packets from the source to al of the various destinationsin the group. The other critica
element isthat the multicast network hasto provide away for end devices to subscribe to amulticast group so that
they can recelve the data. The network uses the Internet Group Management Protocol (IGMP) to manage group
subscriptions.

IGMP and CGMP
IGMP functionsmainly at Layer 3. Individua end devices use IGMP to announce that they wish to join a particular

multicast group. The IGMP request is picked up by arouter that attemptsto fulfill the request by forwarding the
multicast data stream to the network containing this device. The IGMP protocol isin its second verson, whichis
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defined in RFC 2236. A third verson is currently in the draft stages.
What IGMP doesisreatively smplein concept. It provides amethod for end devicesto join and leave multicast

groups. Hereisthe output of tcpdump showing the device 192.168.1.104 joining the group 239.5.5.55:
17:10: 16. 397055 192.168.1.104 > 239.5.5.55: ignp nreport 239.5.5.55 (DF) [ttl 1]
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Recipe 23.1 Configuring Basic Multicast Functionality with
PIM-DM

23.1.1 Problem

Y ou want to pass multicagt traffic through the router.

23.1.2 Solution

Inasmall network with few routers and rdatively light multicast application bandwidth requirements, the easiest way
to implement multicast routing isto use PIM-DM. This example shows the configurations for two routersthet are
connected through a seria connection, both with FastEthernet interfaces to represent the LAN connections. It is
important to enable multicast routing on al interfaces that connect to other multicast-enabled routers or to multicast
user or server segments. Thefirgt router lookslikethis:

Rout er 1#configure term nal
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Recipe 23.2 Routing Multicast Traffic with PIMSM and BSR

23.2.1 Problem

Y ou want to enable routing of multicasts usng sparse mode for better efficiency, and use BSR for distributing RP
information.

23.2.2 Solution

Weve dready discussed how PIM-SM requires a Rendezvous Point router. The most reliable way to achievethisis
to have the network automaticaly discover the RP. Thisway, if the RP fails, another can automatically take over for
it. We recommend using the Bootstrap Router (BSR) mechanism to dynamicaly distribute RP information.

There are two different types of router configurationsfor thistype of network. Most of the routers will support end
devices, both group members and servers. But asmall number are configured to act as candidate RPs and candidate
BSRs. In the example, we show the RP and BSR configuration in the samerouter. Thisisn't actualy necessary, but it
isconvenient.

Routerl isan example of a"norma" multicast router. It forwards multicasts, takes part in PIM-SM, and may support
group members or multicast serversasrequired:
Rout er 1#confi gure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 23.3 Routing Multicast Traffic with PIM-SM and Auto-RP

23.3.1 Problem

Y ou want to alow routing of multicasts using sparse mode, and use Auto-RP for distributing RP information.

23.3.2 Solution

This recipe accomplishes the same basic tasks as Recipe 23.2, but usng adifferent method. If you are unfamiliar with
PIM-SM, please read that recipefirst. There are two different types of router configurations for Auto-RP
configuration, just asthere are for BSR. Router represents aregular multicast-enabled router anywhere in the
network. This router supports end devices as group members or servers, aswell as routing multicast traffic for other
routers:

Rout er 1#confi gure term nal
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Recipe 23.4 Configuring Routing for a L ow Frequency M ulticast
Application

23.4.1 Problem

Y ou have a multicast application where the servers send packets less frequently than the stlandard PIM timeout
intervals.

23.4.2 Solution

PIM-SM isbest suited to thistype of application. The configurations of the RP and BSR or Auto-RP routersfor this
example areidentica to those shown in Recipe 23.2 and Recipe 23.3. The differences appear on the other routersin
the network. So this recipe shows only the configurations for these other routers:

Rout er 1#configure term nal
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Recipe 23.5 Configuring CGMP

23.5.1 Problem

Y ou want the router to use CGMP to communicate with a Catayst switch.

23.5.2 Solution

When you enable multicast routing and turn on PIM on an interface, IGMP is enabled by default. However, you must
explicitly enable CGMP on the router if you want your Catalyst switch to take advantage of this efficient way of
handling group membership:

Rout er 1#confi gure term nal
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Recipe 23.6 Static Multicast Routes and Group Member ships

23.6.1 Problem

Y ou want to override the dynamic multicast routing and group membership with static entries.

23.6.2 Solution

By default, PIM will use the same dynamic routing table learned by the unicast routing protocol. However, in some
cases you don't want to use these routes. For example, you might have to send multicast traffic through atunnel to
bypass a section of network that doesn't support multicast routing. In this case, the unicast routing table is clearly the
wrong path for multicast traffic. So you need to specify adifferent route for multicast traffic to use:

Rout er 1#confi gure term nal
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Recipe 23.7 Routing Multicast Traffic with MOSPF

23.7.1 Problem

Y ou want to distribute your multicast routing tableswith MOSPF.

23.7.2 Solution

Unfortunately, Cisco does not support MOSPF. As mentioned in the introduction to this chapter, MOSPF is a set of
multicast extensons to OSPF that uses LSA Type 6. By default, when a Cisco router receivesa Type 6 LSA packet
it will generate a"%0OSPF-4-BADLSATY PE" error message. To avoid this error message, you can configure your
routersto ignore Type 6 LSA packets:

Rout er #confi gure terni nal
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Recipe 23.8 Routing Multicast Traffic with DVMRP

23.8.1 Problem

Y ou want to route multicadt traffic usng the DVMRP protocol.

23.8.2 Solution

Cisco routers support DVMRP only asagateway to PIM. So the configuration is remarkably similar to the PIM
configuration. The key differenceisin the ip dvmrp unicast-routing command, which tellsthe router to usethe
DVMRP muilticast routing table instead of the usual PIM choice of the unicast routing table:

Rout er 1#confi gure term nal
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Recipe 23.9 DVMRP Tunnels

23.9.1 Problem

Y ou want to create a DVMRP tunnel to bypass a section of network that doesn't support multicast routing.

23.9.2 Solution

Y ou can create aDVMRP tunnel from a Cisco router to anon-Cisco DVMRP device using the specid DVMRP
tunne mode. Thisalowsyou to pass multicast traffic through asection of network that doesn't support multicast
routing:

Rout er 1#configure term nal



This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

Recipe 23.10 Controlling Multicast Scopewith TTL

23.10.1 Problem

Y ou want to ensure that your multicast traffic remains confined to asmall part of the network.

23.10.2 Solution

You can defineaTTL threshold vaue for each interface on arouter. The ttl-threshold command instructs the router
to drop any multicast packetsthat havea TTL valuelessthan or equa to the specified value. The router will receive
packets on thisinterface normaly. This command affects only the transmission of multicast packets:

Rout er 1#confi gure term nal
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Recipe 23.11 Using Administratively Scoped Addressing

23.11.1 Problem

Y ou want to use RFC 2365 adminigtratively scoped multicast addressing to control how multicast traffic is distributed
through your network.

23.11.2 Solution

To configure regions of multicast scope using addressing rather than TTL, usethe ip multicast boundary interface
command:

Rout er 1#confi gure term nal
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Recipe 23.12 Exchanging Multicast Routing I nfor mation with MBGP

23.12.1 Problem

Y ou want to exchange multicast routing information between two networks usng MBGP.

23.12.2 Solution

Before setting up MBGP, you should set up multicast routing on the Autonomous System Boundary Router (ASBR)
and configureit to block multicast traffic that you know isintended only for theloca network:
Rout er - ASBR1#confi gure term nal
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Recipe 23.13 Using M SDP to Discover External Sources

23.13.1 Problem

Y ou want to use MSDP to discover information about multicast sourcesin other ASes.

23.13.2 Solution

Thetypica way to configure MSDP involvesfirst sdlecting one of your MBGP routers asthe RP for your internal
network. Then you set up an MSDP peer rdationship with the RPin another AS, which isusually an MBGP peer
router in the next domain. The following configuration includes the commands required to configure the router as an
RPfor theinternal network using BSR, as discussed in Recipe 23.2; configuration to prevent local multicast traffic
from lesking into the neighboring network, as discussed in Recipe 23.10 and Recipe 23.11; and BGP configuration,
asdiscussed in Recipe 23.12:

Rout er - ASBR1#conf i gure term nal
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Recipe 23.14 Converting Broadcaststo Multicasts

23.14.1 Problem

Y ou have a broadcast-based application that you want to treat as multicast so thet it can cross the network.

23.14.2 Solution

Cisco has a specid feature caled an IP Multicast Hel per, which you can use to convert broadcast packetsto
multicast packets. Then you can use PIM to send these packets throughout the network. At the last-hop routers you
can then convert the multicast packets back to broadcast. Thisis useful for older broadcast-based applications that
do not support multicast transmission.

Routerl isthe first-hop router, or the one closest to the broadcast source, which is on the interface FastEthernet0/0.
This converts broadcast packets with UDP port 3535 received on this interface into multicast packetsin group
239.3.5.35:

Rout er 1#confi gure term nal
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Recipe 23.15 Showing M ulticast Status

23.15.1 Problem

Y ou want to view the current status of multicast protocols on your router.

23.15.2 Solution

There are severa useful commands for checking the status of multicast configuration and protocols. Y ou can see
what multicast routes pass through a router with the EXEC command:
Rout er #show i p nroute

There aretwo useful variants of this command. The first reports on forwarding statistics for each multicast group:
Rout er#show i p nroute count

The second reports only on the groupsthat are currently active:
Rout er#show i p nroute active

Y ou can look at gtatistics on group membership using the following command:
Rout er#show i p i gnp groups

Usethe interface keyword to look at the IGMP information in more detail:
Rout er#show ip ignp interface

There arefour useful commandsfor viewing PIM information. The first shows information about PIM neighbor
relaionships:
Rout er #show i p pi m nei ghbor

The second command shows information about the PIM configuration on different interfaces:
Rout er#show ip piminterface

This command shows information about PIM-SM RPs;
Rout er#show ip pimrp

And, if you are using the Bootstrap Router (PIM Version 2) technique for distributing RP information, you will want
to use this command:
Rout er #show i p pi m bsr-router
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Recipe 23.16 Debugging M ulticast Routing

23.16.1 Problem

Y ou want to use debug functionsto isolate a problem with multicast forwarding.

23.16.2 Solution

Cisco routers have severd useful debug features that you can use to isolate multicast problems. Thefirst isagenera
command that shows how the router maintains its multicast routing tables when it hears from sources and group
members

Rout er #debug i p nrouting

Y ou can watch the actual multicast packetsfor a particular group using the following command:
Rout er #debug i p npacket 239.5.5.55

The other commonly useful multicast debug command looks at |GM P information:
Rout er #debug ip ignp
23.16.3 Discussion

Aswith al debugging commands, you heed to be extremely careful because sometimes the sheer volume of the
output can overwhem therouter. It isusudly wiseto try these commands one a atime, and disable dl debugging
with the command undebug all before trying the next command.

Thefirst debug command, debug ip mrouting, shows how the router creates, updates, and deletes multicast routing
information:
Rout er #t er mi nal nonitor
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Appendix A. External Softwar e Packages

This appendix discusses severd of the externa software packages discussed throughout the book. Becausethisis
primarily a Cisco book, and we have not focused on any particular software products, this section isrestricted to
fredly distributed software. There are dso commercia products that fulfill the same functions as some of these
packages (particularly for SNMP) that you may prefer to use.
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A.l Perl

According to the Perl web site:

Perl isahigh-level programming language with an eclectic heritage written by Larry Wall and acast of thousands. It
derivesfrom the ubiquitous C programming language and to alesser extent from sed, awk, the Unix shdll, and at least
adozen other tools and languages. Perl's process, file, and text manipulation facilities makeit particularly well-suited
for tasksinvolving quick prototyping, system utilities, software tools, system management tasks, database access,
graphica programming, networking, and world wide web programming.

Many of the scriptswritten in Perl these daystend to involve dynamically generating web pages. But al of the scripts
in thisbook use Perl a the command line of either a Unix or Windows compuiter.

We frequently use Perl for scripting network administration functions becauseit is an extremely powerful and flexible
language, particularly for requirementsinvolving pattern matching. This makesit perfect for scanning log files, aswell
as for spawning dynamic queries and formatting the output into auseful report.

Perl isavailablefor both Unix and Windows systems. Thisisimportant because, while the engineers who run most of
the world's larger networks use Unix, smaler organizations frequently don't have any Unix expertise. So it isnot
uncommon to see Windows computers managing smaler networks.

Perl's free and open digtribution policy meansthat thereis usudly agood port available, even if you use adifferent
system. And, most important for organizations on tight budgets, it'sfree.

The scriptsin this book were written and tested with avariety of different releases of Perl Verson 5. However, we
ddiberately wrote the scripts to be as portable as possible, so they should run without ateration in most versions of

the language.

Theofficid Perl web pageis http:/Aww.perl.comy/. This Ste has awedth of information to help people who program
in Perl, including many helpful ideasfor beginners,

Y ou can download the most recent source code for Perl from this web site, which aso has compiled versonsfor a
variety of platforms. The following URL will direct you to the download area:
http://mwww.perl.comV/pub/allanguage/info/software.html .

The Perl web site dso has extensive documentation thet is quite well-written and easy to follow at
http://Mmww.perl.com/pub/g/documentation.

There are ds0 severd excellent books on Perl that you may find hel pful. Programming Perl, by Larry Wall, Tom
Chrigtiansen and Jon Orwant (O'Reilly) is an excellent introduction to the language and its features. We dso


http://www.perl.com/
http://www.perl.com/pub/a/language/info/software.html
http://www.perl.com/pub/q/documentation
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recommend Perl In aNutshell, by Ellen Siever, Stephen Spainhour and Nathan Patwardhan (O'Rellly). And, if you
areinterested in seeing some of the other things that you can do with thislanguage, have alook at Perl Cookbook,
by Tom Chrigtiansen and Nathan Torkington (O'Reilly).
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A.2 Expect

Expect is another scripting language that helps solve a different type of problem. Where Perl's strength isin pattern
matching, Expect provides away to automate interactive applications. We usually use Expect to imitate user sessons
on arouter to automate command-line tasks.

The Expect program is able to send one or more lines of output (such as router commands) and capture the results. It
can aso react to whatever the router sendsit in return. This could be as smple as sending auser ID and waiting for
the password prompt, or you could use thisfeature to check for various error conditions and react appropriately.

We often write scripts in Expect to automate boring, repetitive tasks. Computers are good at these tasks; people
aren't. People make typos and get bored, or blink and misskey pieces of information. Also, because Expect can
react immediately to the router's responses, the script can generaly execute a series of commands very quickly. We
think it's better to spend our time doing something productive while the computer islogging into al of our routersto
do show commands. Expect letsusdo this.

Expect isfreeto download, distribute, and use for any purpose. There are both Unix and Windows versions, and
there are even companies doing commercia support for Expect. We wrote and tested dl of the scriptsin this book
using Expect Verson 5.31.2 on aUnix platform.

Y ou can download Expect from the official web page at http://expect.nist.gov/. Thisste aso has useful
documentation and example scripts. For more information, we highly recommend Exploring Expect, by Don Libes
(ORdilly).
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A.3NET-SNMP

NET-SNMP is afree open source SNMP package that is based on the earlier UCD-SNMP and CMU-SNMP
packages developed a University of Cdiforniaat Davis, and Carnegie Mellon University, respectively. The current
verson supports SNMP Versions 1, 2c, and 3. It isavailable for both Windows and Unix platforms.

This package includes a compl ete suite of SNMP programs. It includes SNMP agent and server software, aswell as
the command-line utilities needed for interacting with SNM P devicesto extract information or change settings that we
used in our scripts. In fact, we used only asmall subset of the NET-SNMP suite of gpplicationsin this book.

Wewrote and tested al of the scriptsin thisbook using NET-SNMP Version 4.2.

The officia NET-SNMP web page s http:/Mmwww.net-snmp.org/, which ismirrored at http://net-snmp.sourceforge.net/
. This gte contains documentation and other useful information about the package. Y ou can download the software
viaFTP from ftp://ftp.net-snmp.org/pub/sourceforge/net-snmp/.

Unfortunately, we are not aware of any books written specifically about NET-SNMP. However, Essentiad SNMP,
by Douglas Mauro and Kevin Schmidt (O'Reilly), doesagood job of covering SNMP in generd, and includes some
discussion of NET-SNMP aswell.

4 Previous Mesxt b

Top


http://www.net-snmp.org/
http://net-snmp.sourceforge.net/
ftp://ftp.net-snmp.org/pub/sourceforge/net-snmp/

This document is created with the unregistered version of CHM2PDF Pilot

4 Previous Mesxt b

A4PUTTY

PUTTY isafreeimplementation of the Telnet and SSH protocols for Windows. Its current version supports Telnet,
SSHv1, SSHv2, Secure copy, Secure FTP, and rlogin. A client-only version of each protocol isavailablefor the
Windows platform.

PUTTY boasts animpressive set of features. I1ts SSH client is robust and feature-rich, and the Telnet support isfar
superior to the standard Telnet client that ships with Windows.

Theofficid PUTTY web steis http://www.chiark.greenend.org.uk/~sgtatham/putty/. This Site contains documentation
and other useful information about the package. Y ou can download the software via FTP from
http://mwww.chiark.greenend.org.uk/~sgtatham/putty/downl oad.html .
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A.5 OpenSSH

OpenSSH isafree verson of the SSH protocal suite for Unix and Unix-like systems. Its current version supports
SSHv1, SSHv2, Secure copy, and Secure FTP. Not only does OpenSSH provide SSH clients, it aso includesthe
server-side software. OpenSSH does not currently support Windows-based systems.

OpenSSH initialy started out as an SSH suite for the OpenBSD project. People quickly noticed that this powerful
Suite was secure, and most importantly, free. Thisled to the eventual porting across the various Unix flavors. Infact,
many Unix projectstoday ship OpenSSH as part of their base system. We used the OpenSSH suite extensively
throughout the writing of this book.

The officid OpenSSH web steis http://Amww.openssh.com/. This Site contains documentation and other useful
information about the suite. Y ou can download the suite of tools viaFTP from http://Awww.openssh.com/portable.htm.
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A.6 Ethereal

Ethered isafree network protocol analyzer for both Unix and Windows. It isa powerful analyzer that contains many
useful features, including the ability to read network traces from virtualy any other andyzer. It dso boastsarather
impressive list of supported protocolsthat rivals most of the other available andyzers. Best of dl, you can read its
traces on most popular operating systems.

Ethered includes agraphica interface and atext-based mode called Tethered. Throughout this book, we used the
CLI versonto illustrate the behavior of various protocols. We highly recommend using this protocol anayzer.

Theofficid Ethered web siteis http://mww.ethered .comv. This Ste contains documentation and other useful
information about Ethered. Y ou can download the program via FTP from http://www.ethered .com/download.html .
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Appendix B. | P Precedence, TOS, and DSCP
Classifications

In Chapter 11, we discussed severd important concepts related to traffic classification, queueing agorithms, and
congestion handling systems. Unfortunately, some of these concepts are unfamiliar to many network engineers, so this
gppendix includes some more detail and background.

Every IP packet (including both IPv4 and IPv6) includes a TOS byte. This byteisbroken up into fields that the
network usesto help provide the appropriate QoS commitments. In the older TOS mode defined in RFC 1349, the
first three bits contain the | P Precedence vaue, and the next four bits contain the TOS val ue.

It iseasy to get confused between the different uses of theterm "TOS." Sometimesit refersto the entire byte and
sometimesto just the four bitsthat describe forwarding behavior. To help reduce the confusion, we call the four-bit
fidld the TOSfield, and the entire byte the TOS byte.

Table B-1 showsthe standard |P Precedence values. It isimportant to note that normal gpplication traffic is not
permitted to use I P Precedence vaues 6 or 7, which are strictly reserved for kegpalive packets, routing protocols,
and other important network traffic. The network must always give these packets higher priority than any gpplication
packets because no gpplication will work if the network loses its topology information.

Table B-1. Standard | P Precedence vaues

| P Precedence Decimal value Bit pattern
Routine 0 000
Priority 1 001
Immediate 2 010
Hash 3 011
Flash Override 4 100
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Criticd 5 101
I nternetwork control 6 110
Network control 7 111

Table B-2 showsthe standard 1P TOS v ues, as defined in RFC 1349. The ideawas that an application could use
these bitsto request the gppropriate forwarding behavior. Because the vaues are specified in different bits, the
standard originaly alowed applications to specify more than one option. Thisturned out to be unmanagegblein
practice, because it wasn't clear which bit should have precedence in cases where two bits were set, and each would
sdlect adifferent path. So the standard was changed in RFC 1349 to prevent combinations of TOS hits.

Table B-2. Standard I|P TOS values

IPTOS Decimal value Bit pattern
Normal 0 0000
Minimum monetary cost 1 0001
Maximum redigbility 2 0010
Maximum throughput 4 0100
Minimum delay 8 1000

Note that thereis some disagreement in the literature about the last bit, which sometimes Sgnifies " minimum monetary
cost" and sometimesis not used at al. Some references state that the TOS byte has one unused bit, and others say
that there are two unused hits. In any case, this entire schemeis now considered obsolete, and has been replaced by
the DSCP modd. However, many common gpplications (including Telnet and FTP) gtill set TOSfield vauesby
default. So it isimportant that the network be able to handle these settings gracefully.

In the new DSCP formalism, defined in RFC 2474, the TOS byteis divided into a6-bit DSCP field followed by 2
unused bits. Aswe discussin the next section, the DSCP formalism was designed to give good backward
compatibility with the older formaism. In particular, thefirgt three bits of the DSCP field map perfectly onto the older
| P Precedence definitions.
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Thefirst three bits of the DSCP fidld identify the forwarding class. If the valuein thefirgt 3 bitsis4 or less, the packet
uses Assured Forwarding (AF). If the valueis 5, which corresponds to the highest allowed application IP
Precedence value, then the packet uses Expedited Forwarding (EF). These names are dightly confusing because, in
generd, Assured Forwarding is merdly expedient, while Expedited Forwarding ismore likely to assure ddivery.

Table B-3 showsthe Assured Forwarding DSCP vaues. Aswe have aready mentioned, the first 3 bits specify the
forwarding class. A higher valuein this sub-field resultsin a higher forwarding precedence through the network. The
remaining 3 bits specify Drop Precedence. The higher the Drop Precedence, the more likely the packet will be
dropped if it encounters congestion.

Table B-3. Assured Forwarding DSCP vaues

Class 1 Class 2 Class 3 Class4
Drop
Value Name Value Name Value Name Value Name
Preceden
ce
Lowest 001010 010010 011010 100010
Drop
Precedenc AF11 AF21 AF31 AF41
e (20 (18 (26) (34)
Medium 001100 010100 011100 100100
Drop
Precedenc AF12 AF22 AF32 AF42
e 12) (20) (29) (36)
Highest 001110 010110 011110 100110
Drop
Precedenc AF13 AF23 AF33 AF43
e (14 (22 (30) (38)

For Expedited Forwarding thereis only one vaue. It hasabinary vaue of 101110, or 46 in decimd, and it isusualy
samply caled EF. Note that this continues to follow the same pattern. Thefirst 3 bits correspond to adecimal value of
5, which was the highest gpplication | P Precedence value. Y ou could think of the remaining three bits as specifying
the highest Drop Precedence, but really thisisn't meaningful because thereis only one EF vaue. However, thereis
gtill sgnificant room for defining additional EF typesif it becomes necessary in thefuture.

The remaining two unused bitsin the TOS byte have been the subject of some very interesting discussons lately.
RFC 3168 suggests that they might be used for congestion natifications, smilar to the Frame Relay FECN (Forward
Explicit Congestion Natification) and BECN (Backward Explicit Congestion Notification) flags. Thiswould seemto
be anatura place to make this designation, since there is no congestion notification field anywheredsein the IPv4 or
IPv6 headers. If packets carried this sort of information, routers could use adaptive processes to optimize forwarding
behavior. If alink started to become congested, al upstream routers would automeatical ly sense the problem and start
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to back off the rate that they were sending traffic before any application suffered from queue drops. Thiswould be
smilar to the adaptive Frame Relay traffic shaping system that we discussed in Recipe 11.11. Welook forward to
seeing Cisco implement thisfeature in the future.
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B.1 Combining TOS and I P Precedenceto Mimic DSCP

Y ou can aso get the equivalent of DSCP, even on older routers that support only TOS and Precedence, by
comhbining the TOS and Precedence values. All Assured Forwarding DSCP Class 1 values are equivalent to an |IP
Precedencevalue of 1, Priority. All Class 2 values correspond to | P Precedence 2, Immediate; Class 3 valuesto
IP Precedence 3, Flash; and Class 4 corresponds to an | P Precedence value of 4, Flash Override. The higher IP
Precedence values are not used for Assured Forwarding.

Y ou can then select the appropriate Drop Precedence group from the TOS vaues. However, you have to be careful,
sincethere are 4 TOS bits. Combining thiswith the 3 bits from |P Precedence gives you 7 bitsto work with, while
DSCP only usesthefirst 6. For example, looking at the bit valuesthat give AF11in Table B-3, you can seethat the
last three bits are 010. So the corresponding TOS vaue would be 0100, which is4 in decimal, or maximum
throughput.

In Table B-3, you can seethat a TOS vaue of 4, maximum throughput, aways givesthe lowest AF Drop
Precedence. Sdlecting a TOS vaue of 8, minimum delay, gives medium Drop Precedencein dl classes. And you can
get the highest Assured Forwarding Drop Precedence value by setting a TOS vaue of 12, which doesn't have a
gandard namein the TOS terminology.

Thereisreasonably good interoperability between the AF DSCP variables and the combination of 1P Precedence
and TOS, which isgood because it'simpossible for arouter to tell the differencein genera. Only the three top
priorities of |P Precedence are not represented, and that is ssmply because these DSCP values are used for
guaranteed delivery services.

The biggest difference between the TOS and Assured Forwarding modelsis that, where the Assured Forwarding
mode is used to define atype of queueing, the TOS mode is used to select aparticular path. TOS was intended to
work with arouting protocol, such as OSPF, to select the most appropriate path for a particular packet based onits
TOSvaue. That is, when there are multiple paths available, a TOS-based OSPF (such as the version suggested in
RFC 2676) would attempt to make areasonable TOS assignment to each of them. If the router needed to forward a
packet that was marked with aparticular TOS value, it would attempt to find aroute with the same TOS value. Note
that Cisco never incorporated thistype of functiondity into its OSPF implementation, however. So, if TOSisgoing to
have an effect on how packets are forwarded, you have to configure it manually by means of policy-based routing.

Thiswasthe historica intent for TOS, but in practice, most engineers found that it was easier to just usethe TOS
fidd to influence queueing behavior rather than path selection. So the IETF devel oped the more modern and useful
DSCP formdism.

Assured Forwarding introduces the concept of Per-Hop Behavior (PHB). Each DSCP value has a corresponding
well-defined PHB that the router uses not to select a path, but to define how it will forward the packet. The router
will forward a packet marked AF13 aong the same network path as a packet marked AF41 if they both have the
same degtination address. However, it will be more likely to drop the AF13 packet if thereis congestion, and it will
forward the AF41 packet first if there are several packetsin the queue.
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From thisit should be clear why it iseasier to implement AF than TOS-based routing on a network.
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B.2 RSVP

Reservation Protocol (RSVP) isasignaling protocol that alows applications to request and reserve network
resources, usualy bandwidth. The core protocol is defined in RFC 2205. It isimportant to remember that RSVPis
used only for requesting and managing network resources. RSV P does not carry user gpplication data. Once the
network has alocated the required resources, the application marks the packets for specia treatment by setting the
DSCPfield to the EF value, 101110.

The process starts when an end device sends an RSV P PATH request into the network. The destination address of
thisrequest isthefar end device that it wants to communicate with. The request packet includes information about the
application's source and destination addresses, protocol and port numbers, aswell asits QoS requirements. It could
specify aminimum required bandwidth, and perhaps aso delay parameters. Each router dong the path picks up this
packet and figures out the best path to the destination.

Each router receiving an RSVP PATH request replaces the source address in the packet with its own, and forwards
the packet to the next router along the path. So the QoS parameters are requested separately on each
router-to-router hop. If arouter is able to accommodate the request, it sends back an RSVP RESV messageto the
requester. For al but thefirst router on the path, the requester isthe previous router. If arouter receives one of these
RESV packets, it knowsthat everything upstream from it is able to comply with the request. If it also hasthe
resources to accommodate the requested QoS parameters, it sets aside the resources and sends an RESV packet to
its downstream neighbor. It also sends an RSVP CONFIRM message upstream to acknowledge that the request will
be honored. The routers periodically pass PATH, RESV, and CONFIRM packets to one another to ensure that the
resourcesremain available.

If arouter isnot able to set aside the requested resources for whatever reason, it rejects the reservation. This may
result in the entire path being rgjected, but it can aso just mean that the network will reserve the resources
everywhere except on this one router-to-router link.

It would clearly be counterproductive if every device on the network could request as much bandwidth asthey
wanted, whenever they wanted. Thiswould leave few network resourcesfor routine applications. So usually when
you configure arouter for RSVP, you just set aside ardatively smdl fraction of thetotd bandwidth on alink for
reservation. Further, you will often want to restrict which source addresses are permitted to make RSV P requests.

Because RSV P makes its reservation requests separately on each link; it can easily accommodate multicast flows. In
this case, you have to be careful that the periodic updates happen quickly so that any new multicast group members
won't have to wait long before they start to receive data. Please refer to Chapter 23 for amore detailed discussion of
multicast services.

RSVPisan extremey useful technique for reserving network resources for real-time gpplications such as Voice over
IP (VolP). However, because it forces the routers to keep detailed information on individua dataflows, it doesn't
scaewdl inlarge networks. RSVPismost useful at the edges of alarge network, where you can reserve bandwidth
entering the core. However, you probably don't want it running through the core of your network.
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Inlarge networks, it is common to use RSVP only at the edges of the network, with more conventional DSCP-based
methods controlling QoS requirementsin the core.
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B.3 Queueing Algorithms

Y ou can implement severa different queueing algorithms on Cisco routers. The most common typeis Weighted Fair
Queueing (WFQ), which is enabled by default on low-speed interfaces. There is also a class-based version of WFQ
cdled Class-Based Weighted Fair Queueing (CBWFQ). These agorithms have the advantage of being fadt, reliable,
and easy to implement. However, in some cases, you might want to consider some of the other queueing systems
available on Cisco routers.

Priority Queueing lets you specify absolute prioritization in your network so that more important packets aways
precede lessimportant ones. This can be useful, but it is often dangerousin practice.

The other important queueing agorithm on Cisco routersis Custom Queueing, which alows you direct control over
many of the queueing parameters.

B.3.1 Weighted Fair Queueing

A flow isloosdly defined as the stream of packets associated with asingle session of asingle gpplication. The
common | Pimplementations of Fair Queueing (FQ) and WFQ assume that two packets are part of the sameflow if
they have the same source and destination | P addresses, the same source and destination TCP or UDP port
numbers, and the same | P protocol field vaue. The agorithms combine these five va uesinto a hash number, and sort
the queued packets by this hash number.

The router then assigns sequence numbers to the queued packets. In the FQ agorithm, this process of sequencing the
packetsis optimized so that each flow gets aroughly equal share of the available bandwidth. Asit receives each
packet, the router assigns a sequence number based on the length of this packet and the total number of bytes
associated with this same flow that are adready in the queue.

Thishasasmilar effect to aflow-based Round Robin (RR) queueing dgorithm, in which dl of the flows are assigned
to different queues. These queues are then processed a certain number of bytes at atime until enough bytes have
accumulated for agiven queue to send awhole packet. Although thisisauseful way of picturing the dgorithm
mentaly, it isimportant to remember that the Cisco implementations of FQ and WFQ do not actudly work thisway.
They keep dl of the packetsin asingle queue. So, if there is a serious congestion problem, you will till get global tall
drops.

Thisdiginctionislargely irrdevant for FQ, but for WFQ it's quite important. WFQ introduces another factor besides
flow and packet size into the sequence numbers. The new factor isthe weight (W), whichiscaculated fromthe IP
Precedence (P) vaue. For |OS levels after 12.0(5)T, the formulais.

W = 32768/(P+1)

For dl earlier IOS levels, the weight islower by afactor of 4096:
W = 4096/(P+1)

Cisco increased the vadue to dlow for finer control over weighting granularity.
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Theweight number for each packet is multiplied by the length of the packet when cal cul ating sequence numbers. The
result isthat the router givesflowswith higher |P Precedence values alarger share of the bandwidth than those with
lower precedence. Infact, it iseasy to calculate the relative scaling of the bandwidth shares of flowswith different
precedence values.

Table B-1Table B-1 shows, for example, that a flow with Hash Override Precedence will get fivetimesthe
bandwidth of a packet with Routine Precedence. However, if al of the flows have the same precedence, WFQ
behaves exactly the same as FQ.

Table B-4. Rdative share of bandwidth in WFQ by |P Precedence

Precedence name Value Relative share of bandwidth
Routine 0 1
Priority 1 2
Immediate 2 3
Hash 3 4
Flash Override 4 5
Criticd 5 6
Internetwork control 6 7
Network control 7 8

These dgorithmstend to do three things. First, they prevent individua flows from interfering with one another.
Second, they tend to reduce queueing latency for gpplicationswith smaler packets. Third, they ensurethat dl of the
packets from agiven flow are delivered in the same order that they were sent.

In practice, of course, arouter haslimited memory resources, so thereisalimit to how many flowsit can handle. If
the number of flowsistoo large or the volume of traffic istoo high, the router will start to have trouble with the
computation. So these algorithms tend to be best on low-speed interfaces. WFQ is enabled by default on dl
interfaces with bandwidth of E1 (roughly 2Mbps) or less. The only exceptions are interfaces that use SDLC or
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LAPB link layer protocols, which require FIFO queuing.

Cisco provides severd mechanismsto improve the bandwidth scaling of queueing dgorithms. Thefirgt is Digtributed
Weighted Fair Queueing (DWFQ), which isonly availablein routers that have Versatile Interface Processor (VIP)
cards such as 7500 series routers, or the older 7000 series with RSP7000 processors. DWFQ is essentidly the
same as WFQ), except that the router is able to distribute the queueing cal culations to the various VIP modules. But
thereis aso another important difference: DWFQ uses a different sorting dgorithm called Caendar Queueing, which
uses much more memory, but operates much faster. This tradeoff means that you can use DWFQ on aVIP2-50
card containing Port Adapters Modules (PAM) with an aggregate line speed of up to OC-3. In fact, if the aggregate
line speed is greater than aDS-3 (45Mbps), we don't recommend using DWFQ on anything slower than aVIP2-50.
Cisco claims that DWFQ can operate at up to OC-3 speeds. However, if you need to support severd interfaces that
aggregate to OC-3 speeds on one VIP module, you may want to consider adifferent queueing strategy, particularly
CBWFQ.

The next popular queueing strategy on Cisco routers, particularly for higher speed interfaces, is CBWFQ. CBWFQ
issmilar to WFQ), except that it doesn't group traffic by flows. Instead, it groups by traffic classes. A classissmply
somelogical grouping of traffic. It could be based on IP Precedence values, source addresses, input interface, or a
variety of other locdly useful rulesthat you can specify on the router.

The principa advantage to CBWFQ isthat it dlows you to expand the functiondity of WFQ to higher speeds by
eliminating the need to keep track of alarge number of flows. But thereis another important advantage to CBWFQ.
The most common and sensible way to use CBWFQ isto assign the classes according to precedence or DSCP
vaues. Y ou can then manudly adjust the weighting factors for the different classes. Asyou can seein Table B-1, the
standard WFQ weighting factors give traffic with an 1P Precedence value of 1 twice as much bandwidth as
Precedence O traffic. However, Precedence 7 traffic getsjust under 17% more bandwidth than Precedence 6 traffic.
For many applications, these arbitrary weighting factors are not appropriate. So the ability to adjust these weighting
factors can comein handy if you need to give your highest-priority traffic alarger share of the bandwidth.

B.3.2 Priority Queueing

Priority Queueing (PQ) isan older queueing agorithm that handles traffic with different precedence levels much more
pragmatically. The Cisco implementation of Priority Queueing usesfour digtinct queues caled high priority, medium
priority, normal priority, and low priority. The PQ agorithm maintains an extremely strict concept of priority. If
there are any packetsin ahigher priority queue, they must be sent first before any packetsin the lower priority
queues are sent.

Sometypes of critica red-time gpplications that absolutely cannot wait for low priority traffic work well with PQ.
However, thereis an obvious problem with this strategy: if the volume of traffic in the higher priority queuesis grester
than the link capacity, then no traffic from the lower priority queueswill be forwarded. PQ starves low priority
gpplicationsin these cases.

So apure PQ implementation requires that you have an extremely good understanding of your traffic patterns. The
high priority traffic must represent asmal fraction of the tota, with the lowest priorities having the largest net volume.
Further, you must have enough link capacity that the PQ algorithm is only used during pesk burdts. If thereisroutine
link congestion, PQ will give extremedy poor overall performance.

However, Cisco has recently implemented anew hybrid queue type, called Low Latency Queueing (LLQ), which
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you can use with CBWFQ to give the best features of PQ while avoiding the queue starvation problem. Theideais
samply to use CBWFQ for dl of the traffic except for asmall number subqueuesthat are reserved strictly for
relatively low-volume redl-time gpplications. The router servicesthe red-time queues using adtrict priority scheme
and the others using CBWFQ. So, if there isapacket in one of the real-time queues, the router will transmit it before
looking in one of the other queues. However, when there is nothing in the priority queues, the router will use normal
CBWFQ for everything else.

LLQ dsoincludesthe gtipulation that if the volume of high priority traffic exceeds a specified rate, the router will stop
giving it absolute priority. The guaranteesthat LLQ will never starve thelow priority queues.

Thismodd isbest suited to applicationslike voice or video where the redl-time data.comesin afairly continuous but
low bandwidth stream of small packets, as opposed to more bursty applications such asfile transfers.

B.3.3 Custom Queueing

Custom Queueing (CQ) isone of Cisco'smost popular queueing strategies. CQ was originaly implemented to
addressthe clear shortcomings of PQ. It lets you configure how many queues are to be used, what applications will
use which queues, and how the queues will be serviced. Where PQ has only 4 queues, CQ alowsyou to use up to
16. And, perhaps most importantly, it includes a separate system queue so that user gpplication data cannot starve
critica network control traffic.

CQ isimplemented as around-robin queueing algorithm. The router takes a certain predetermined amount of data
from each queue on each pass, which you can configure as anumber of bytes. This alows you to specify
approximately how much of the bandwidth each queue will receive. For example, if you have four queues, al set to
the same number of bytes per pass, you can expect to send roughly equa amounts of datafor al of these
applications. Since the queues are used only when the network link is congested, this means that each of the four
gpplicationswill receive roughly one quarter of the available bandwidth.

However, it isimportant to remember that the router will aways take data one packet at atime. If you have aseries
of 1500-byte packets Sitting in a particular queue and have configured the router to take 100 bytes from this queue
on each pass, it will actudly transmit 1 entire packet each time, and not 1 every 15 times. Thisisimportant because it
can mean that your caculations of the relative amounts of bandwidth allocated to each queue might be different from
what the router actually sends.

This difference tends to disappear as you increase the number of bytes taken each time the queues are serviced. But
you don't want to |et the number get too large or you will cause unnecessary latency problemsfor your applications.
For example, if the byte count for each of your four queuesis 10,000 bytes, and dl of the queues arefull, the router
will send 10,000 bytes from the first queue, then 10,000 bytes from the second queue, and so on. From thetimeit
finishes servicing the first queue until the timethat it returnsto serviceit again, it will have sent 30,000 bytes. It takes
roughly 160msto send this much datathrough a T2 link, but the gap between the previous two packetsin this queue
was effectively zero. Variationsin latency likethisare caled jitter, and they can cause serious problems for many
redl-time gpplications.

So, aswith dl of the other queueing algorithms we have discussed, CQ has some important advantages and
disadvantages. Chapter 11 contains recipesthat implement al of the queueing varieties we have discussed. Y ou need
to select the one that matches your network requirements best. None of them is perfect for dl stuations.
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B.4 Dropping Packets and Congestion Avoidance

Imagine a queue that holds packets as they enter a network bottleneck. These packets carry datafor many different
gpplicationsto many different destinations. If the amount of traffic arriving isless than the avail able bandwidth in the
bottleneck, then the queue just holds the packets long enough to transmit them downstream. Queues become much
moreimportant if thereis not enough bandwidth in the bottleneck to carry dl of theincoming traffic.

If the excessisashort burst, the queue will attempt to smooth the flow rate, delivering thefirst packets asthey are
received and delaying the later ones briefly before transmitting them. However, if the burst islonger, or morelikea
continuous stream, the queue will have to stop accepting new packets whileit deals with the backlog. The queue
samply discards the overflowing inbound packets. Thisiscalled atail drop.

Some gpplications and protocols ded with dropped packets more gracefully than others. For example, if an
application doesn't have the ability to resend the lost information, then adropped packet could be devastating. On
the other hand, some real-time applications don't want their packets delayed. For these applications, it is better to
drop the datathan to delay it.

From the network's point of view, some protocols are better behaved than others. Applicationsthat use TCP are
able to adapt to dropping an occasional packet by backing off and sending data at adower rate. However, many
UDP-based protocols will smply send as many packets as they can stuff into the network. These gpplicationswill
keep sending packets even if the network can't deliver them.

Evenif dl gpplications were TCP-based, however, there would still be some applications that take more than their
fair share of network resources. If the only way to tell them to back off and send data more dowly isto wait until the
queuefillsup and Sartsto tail drop new packets, then it is quite likely that the wrong traffic flowswill beingtructed to
dow down. However, an even worse problem caled global synchronization can occur in an dl-TCP network with
alot of tail drops.

Globa synchronization happens when severd different TCP flowsal suffer packet drops smultaneoudy. Becausethe
gpplications al use the same TCP mechanismsto control their flow rate, they will dl back off in unison. TCP then
dartsto automaticaly increase the datarate until it suffers from more packet drops. Since dl of the applications use
the same agorithm for this process, they will dl increase in unison until thetail drops sart again. Thiswhole wavelike
ostillation of traffic rateswill repeat aslong asthereis congestion.

Random Early Detection (RED) and its cousin, Weighted Random Early Detection (WRED), are two mechanismsto
help avoid thistype of problem, while at the same time keegping one flow from dominating. These algorithms assume
that al of thetraffic is TCP-based. Thisisimportant because UDP applications get absolutely no benefit from RED
or WRED.

RED and WRED try to prevent tail drops by preemptively dropping packets before the queueisfull. If the link isnot
congested, then the queue is ways more or less empty, so these agorithms don't do anything. However, when the
gueue depth reaches a minimum threshold, RED and WRED start to drop packets at random. Theideaisto take
advantage of the fact that TCP gpplicationswill back off their sending rateif they drop a packet. By randomly
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thinning out the queue before it becomes completely full, RED and WRED keep the TCP applications from
overwhelming the queue and causing tail drops.

The packets to be dropped are selected at random. This has a couple of important advantages. First, the busiest flow
islikely to be the one with the most packetsin the queue, and therefore the most likely to suffer packet drops and be
forced to back off. Second, by dropping packets at random, the a gorithm effectively eliminates the global
synchronization problems discussed earlier.

The probability of dropping a packet riseslinearly with the queue depth, starting from a specified minimum threshold
up to amaximum value. A smple example can hep to explain how thisworks. Suppose the minimum threshold is set
to 5 packetsin the queue, and the maximum is set to 15 packets. If there are fewer than 5 packetsin the queue, RED
will not drop anything. When the queue depth reaches the maximum threshold, RED will drop one packet in 10. If
there are 10 packetsin the queue, then it is exactly hafway between the minimum and maximum thresholds and RED
will drop half as many packets asit will a the maximum threshold: 1 packet in 20. Smilarly, 7 packetsin the queue
represents 20% of the distance between the minimum and maximum thresholds, so the drop probability will be 20%
of themaximum: 1 packet in 50.

If the queue fills up despite the random drops, then the router has no choice but to resort to tail drops, the same asif
there were no sophiticated congestion avoidance. So RED and WRED have aparticularly clever way of telling the
difference between amomentary burst and longer-term heavy traffic volume, because they need to be much more
aggressve with pers stent congestion problems.

Instead of using a constant queue depth threshold value, these algorithms base the decision to drop packets on an
exponentia moving time averaged queue depth. If the queuefills because of amomentary burst of packets, RED will
not start to drop packetsimmediately. However, if the queue continues to be busy for alonger period of time, the
agorithm will beincreasingly aggressive about dropping packets. Thisway the a gorithm doesn't disrupt short bursts,
but it will have astrong effect on applications that routinely overuse the network resources.

The WRED agorithm issimilar to RED, except that it sdlectively prefersto drop packetsthat have lower IP
Precedence vaues. Cisco routers achieve thisby smply having alower minimum threshold for lower precedence
traffic. So, as the congestion increases, the router will tend to drop packets with lower precedence values. Thistends
to protect important traffic at the expense of lessimportant applications. However, it isaso important to bear in mind
that thisworks best when the amount of high precedence traffic isrdatively smdll.

If thereisalot of high priority traffic in the queue, it will not tend to benefit much from the efficiency improvements
typicaly offered by WRED. In this case, you will likely see only adight improvement over the characteristics of
ordinary tail drops. Thisisyet another reason for being careful in your traffic categorization and not being too
generous with the high precedence va ues.

Flow-based WRED is an interesting variant on WRED. In this case, the router makes an effort to separate out the
individua flowsin the router and penaize only those that are using more than their share of the bandwidth. The router
does this by maintaining a separate drop probability for each flow based on their individua moving averages. The
heaviest flows with the lowest precedence values tend to have the most dropped packets. However, it isimportant to
note that the queueis congested by dl thetraffic, not just the heaviest flows. So the lighter flowswill also have afinite
drop probability in this Stuation. But, the fact that the heavy flow will have more packetsin the queue, combined with
the higher drop probability for these heavier flows, means that you should expect them to contribute most of the
dropped packets.
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Colophon

Our look istheresult of reader comments, our own experimentation, and feedback from distribution channels.
Didtinctive covers complement our distinctive approach to technica topics, breathing persondity and lifeinto
potentidly dry subjects.

The animal on the cover of Cisco Cookbook isablack jaguar (Pantheraonca), sometimes called a black panther.
Whilethe color of black (mdanadtic) jaguars differsfrom that of the more common golden-yellow variety, they are of
the same species. Jaguars of dl types are native to the tropics, swamps, and grassdands of Central and South
America (and rumored to till exist in parts of the southwestern U.S.), but the black jaguar isusudly found only in
dense forests. They are between 4 and 6 feet long and have along tail that isusudly about 30 incheslong. Maescan
weigh up to 250 pounds, while femaes are consderably smaler and rarely grow to more than 150 pounds. Even
though black jaguars often appear to be asolid black in artigtic renditions and photography, their coats still have the
dark rings containing even darker spotsthat are adistinguishing feature of al jaguars. Also notable are thelr eyes,
which areashiny reflective yelow.

Jaguarswill eet dmost any animdl, including doths, pigs, deer, monkeys, and cattle. Their hooked claws alow them
to catch fish, frogs, turtles, and even smdl dligators. Even though they St at the top of therain forest food chain,
humans are alarge threet to jaguars of al colors-it's estimated that only 15,000 jaguars are left in thewild and the
speciesislisted as near threatened. They are hunted for their coats (the black coat is greatly prized) and deforestation
threatenstheir surviva.

The black jaguar plays alarge rolein many South American rdigions, and is often consdered awise and divine
anima who is associated with the worlds of magic and spirit. The Aztecs believed that the jaguar was the earthbound
representative of their deity, and both the Mayans and Toltecs believed that their Sun God became ablack jaguar a
night in order to pass unseen through the underworld.
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David Futato designed the interior layout. Thisbook was converted by Andrew Savikasto FrameMaker 5.5.6 with
aformat conversion tool created by Erik Ray, Jason Mclntosh, Neil Walls, and Mike Sierrathat uses Perl and XML
technologies. Thetext font is Linotype Birka; the heading font is Adobe Myriad Condensed; and the codefont is
LucasFont's TheSans Mono Condensed. Theillustrations that appear in the book were produced by Robert
Romano and Jessamyn Read using Macromedia FreeHand 9 and Adobe Photoshop 6. Thetip and warningicons
were drawn by Christopher Bing. This colophon was written by Philip Dangler.
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(CBWFQ) Class-Based Weighted Fair Queueing
802.1q VLAN trunks
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AAA
Accounting feature
authentication, usng TACACSH for
framework
methods
aaa authorization command
if-authenticated keyword
aaa command
aaanew-model command
absol ute-timeout command
access and privilege
changing leve of specific I0S commands
restricting command access
retricting telnet access
secure remote access [See SSH]
Setting levelsfor different users
Setting per-port
Access Control Lists (ACLS) [Seeaccesslists]
accessligts
adding commentsto ACL
andyzing log entries
context based
identifying passive mode FTP sessions
logging when used
named and reflexive
raelimiting
showing status of
SNMP
access-class keyword
access-class stiatements
access-group command
accesslig rate-limit command
accounting
ACLs(Access Control Lists) [Seeaccesslists]
Address Resolution Protocol [See ARP]
adminidrative distances
changing
distance command and
agents (SNMP)
aggregate-address command
AGGREGATOR dtribute (BGP)
diascommand
diases
cregting
scripting and
al routes explorers

anadlog modems
anonymous FTP

Appletak

areacommand

areax range command

ARP (Address Resolution Protocol)
tableinformation, extracting
tabletimeout vaue, adjusting

arp timeout command 2nd
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backup command
backup delay command
Backward Explicit Congestion Natification (BECN)
bandwidth command 2nd
bandwidth percent command
banner messages
disabling on particular port
banner tokens
BGP (Border Gateway Protocol)
adjusting locd preferences
attributes
Autonomous Sysem (AS)
badic terminology
configuring
connecting two 1SPs
using redundant routers
creating good redundant | SP connections

eBGP Multihop
filtering routes based on AS paths

load balancing

Next Hop attribute

overview

jpeer groups

authenticating

redistributing routes with

reducing Size of routing table

rediricting networks

route selection

summarizing routing teble
bgp aways-compare-med command
bgp default loca -preference command
binding keyword (show ip dhcp)
Bisync (BSC), connecting two devices
Blowfish
boot command
boot systerm command

bootflash\: option

target options
booting router

over the network, security problems

using dternate configuretion
bootstrap program
Border Gateway Protocol [See BGP)
bridge-group command
bridging between Ethernet and Token Ring
broadcast keyword
broadcasts, convering to multicasts
bsc char-set command
bsr-candidate command
BSTUN (Block Serid Tunnd)
bstun protocol-group command
bstun route command
buffers

different types

knowing when to adjust
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caendar set command
caendars, router
CAR (Committed Access Rate)
commands
traffic shaping, difference between
CAST-256
CBAC
application support keywords
recommended settings
CBWFQ (Class-Based Weighted Fair Queueing)
CCITT LMI standard
CDP (Cisco Discovery Protocol)
dissbling
encbling
reenabling
security problemsrelated to
cdp run command
CEF (Cisco Express Forwarding)
Certification Authority (CA)
CGMP (Cisco Group Management Protocol)
configuring
Character Generation (chargen) function
chargen function
Chargen smdl server
chmod command 2nd
CIDR (Clasdess Inter-Domain Routing)
converting to or from
circuit-count option
Cisco Discovery Protocol [See CDP)
Cisco Express Forwarding [See CEF]
Ciscorouter [Seerouters]
CiscoOs Dider Watch
CiscoOsweb site
Class-Based Weighted Fair Queueing [See CBWFQ)]
ClasdessInter-Domain Routing [See CIDR]
clear arp command
clear logging command
Clear To Send (CTS) signd
dient-identifier command
clock rate command 2nd 3rd
DTE devices
clock summer-time command
clock timezone command
clock, setting on router
command dias [Seediaseq
Committed Access Rate [See CAR]
Committed Information Rate (CIR)
COMMUNITY attribute (BGP)
Compression Service Adapter (CSA)
conditiond default route
config-register command
configurationfiles
booting router using remote

extracting
generding large numbers of
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Data Carrier Detect (DCD)
Daa Communications Equipment (DCE)
Data Encryption Standard (DES)
DataLink Connection Identifier (DLCI)
Data Set Ready (DSR) signd
Data Termina Equipment [See DTE]
Data Termind Reedy (DTR) sgnd
data-coding scrambled command
database keyword (show ip dhcp)
Daylight Saving Time, adjusting router to
Daytime smd| server
DCE Data Communications Equipment
debug disv command
debug ip igmp command
debug ip mpacket command
debug ip mrouting command
debug ip nat command
debug ntp packet command
debug ppp authenti cation command
debug standby terse command
debugging severity level messages
default originate option
default service permit command
default-information command 2nd 3rd 4th
default-metric command 2nd
default-router command
delay command
delete command 2nd
dense mode (multicast routing protocol)
deny any command
log keyword
deny running-config command (TACACS+ configurations)
DES (Data Encryption Standard)
description command
Designated Router (DR) selection process
Desktop |OS Feature Set
DHCP (Dynamic Host Configuration Protocol)
alocating Static | P addresses
configuring database client
configuring multiple sarvers
debugging
defining configuration options
defining lease periods
dynamicaly dlocating | P addresses
dynamically configuring router |P addresses
| P helper addresses
limiting impect of
options
showing Satus
did backups

checking status
CiscoOs Diader Watch

connecting asynchronous modem to AUX port

debugging
determining how many lines are needed
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eBGP

load baancing
Multihop

ebgp-multihop keyword
Echo smdl server

efficiency, improving router
EIGRP (Enhanced Interior Gateway Routing Protocol)
adjuding metrics
adjugting timers
authentication, enabling
configuring
creating default routein
dissbling
filtering routeswith
limiting bandwidth utilization
nelghbor state changes, logging
protocols that can be redistributed into
redigributing routesinto
using route maps
route summarization
stub routing
viewing satus
egrp log-neighbor-changes command
egrp sub command
keywords
Electronically Erasable Programmable Read Only Memory (EEPROM)
emulation packages
enable command
Enable method (AAA)
enable password command 2nd
enable secret command 2nd
password restrictions
encgpsulation command 2nd 3rd
encapsulation ppp command
encapsulation sdlc command
encryption
deciphering CiscoOs
passwords
stronger
remote access [See SSH]
RSA keys
end command
Enhanced Interior Gateway Routing Protocol [See EIGRP
Enterprise Feature Set
Erasable Programmable Read Only Memory (EPROM)
erasecommand 2nd 3rd
erase nvram\; command
erase dartup-config command
esp-sha-hmac and esp-3des transforms
Ethered
Ethernet
bridging between Token Ring and
interface features
evauate command (ACL)

events, logging
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Fair Queueing (FQ)
far-queue command
Fagt Switching
FastEthernet interface
fault tolerance, improving on DL Sw network
FIFO (First In First Out) queue
files
created by dump
ddeting from routerOs flash
filesygtems
commands
that CiscoOs most common routers use
filtering
advanced
based on QoS information
based on TCP header flags
by agpplication
by source or destination |P address
multi-port gpplications
TCP sessons
finger gpplication
finger command
firewdl, usng router as
flash memory
ddeting filesfrom
partitioning
flash sorage media
flash\: option (boot system command)
floating Static routes
flow 2nd
Forward Explicit Congestion Natification (FECN)
four-wire CSU/DSU modules
Frame Relay
clouds
compressing data
with maps
configuring SVCs
LMI options

map statements
PVCs

assigned to separate sub-interfaces
sharing sameinterface
sharing same subinterface
Quality of Service (QoS) features
traffic shaping
viewing satusinformation
frame-rday idle-timer command
frame-relay intf-type command
frame-rday Imi-type q933a command
frame-relay map command
frame-relay route satements
frame-relay svc command
frame-relay switching option
FRF.9 compression command
FTP




This document is created with the unregistered version of CHM2PDF Pilot

4 Previous | Mt Pl

Top




This document is created with the unregistered version of CHM2PDF Pilot

[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] (1] [K][L] [M] [N] O] [P] [Q [R] [S] [T] [U] [V][W] [X] [Z]

gratuitous ARP packet
GRE (Generic Routing Encagpsulation)
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harware configuraions
Hashed M essage Authentication Codes (HMAC)
High-Level DataLink Control (HDLC) protocol
host command
host lookup table

cregting on router

host.pl script

sample output
hosthames, resolving

Hot Standby Router Protocol [See HSRP]
HSRP (Hot Standby Router Protocol)
configuring
on Token Ring
debugaing
ICMP redirects
load balancing
MAC addresses and
overview
preempt
reacting to problems on other interfaces
security
SNMP traps
timers
viewing sate information
HTTP accessto routers

Hypertermind
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iBGP (Interior Border Gateway Protocol)

load balancing 2nd
ICMP Router Discovery Protocol (IRDP)
IDs, setting up

ietf keyword
if-authenti cated keyword (aaa authori zation command)

ifIndex-tablefile
IGMP (Internet Group Management Protocol)
snooping
IGP (Interior Gateway Protocols)
redigtributing routes between BGP and
IMCP redirects and HSRP
in-band sgnding
information Sorage
i nput-queue command
interface command
interface-gpecific summari zation command (RIP)
interfaces, router
adapters
configuring ATM link with PV Cs
configuring sync/async
Ethernet
seid
configuring
TokenRing
viewing datus
Interior Border Gateway Protocol [SeeiBGP|
Interior Gateway Protocols [See IGP
International Data Encryption Algorithm (IDEA)
Internet Key Exchange (IKE)
Internet Security Association Key Management Protocol (ISAKMP)
Internetwork Operating System (10S)
InterSwitch Link (ISL) VLAN trunk
inventory information, extracting usng SNMP
inventory.sh script
10S
checksum
files
downloading viaFTP
images
booting dternate
booting over network
common reasonsfor upgrading
copying through console or AUX ports
copying to server
remotely upgrading usng SNMP
too largefor router local flash
upgrading
world writegble
levels, extracting ligt of
verson, changing on router
ip access-group command
Ip address dhcp command
|P addresses
associating with MAC addresses
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kegpaivecommand 2nd 3rd
keystrokes, capturing
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lease command (DHCP)
Linemethod (AAA)
Link Service Access Points (LSAP)
Link State database, limiting number of routes and entries
LMI configuration
LMI options (Frame Relay)
load baancing
between eBGP or iBGP
with HSRP
load-interval command
Locd method (AAA)
local-case method (AAA)
locd-dici command
LOCAL _PREF dtribute (BGP)
location command
log messages
how Cisco routers handle
sample
suppressing
| og-adjacency-changes command
logged in, seeing users
logger command (Unix)
lagging
accesslist usage
andyzing ACL log entries
automaticdly rotate and archivelog files
changing default fadility
clearing buffer
enabling router 2nd
enabling sydog on Unix server
limiting levels
preventing common messages from being logged
rate-limiting sydog traffic
sending messagesto different files
sending messages to screen
Setting 1P source address
sdtinglog Sze
Sverity levels

system events
TCP sessions

testing sydog server configuration

timegamping

using remote log server
logging buffered command 2nd
logging fadility commend 2nd
logging rate-limit command
logging source-interface command
logging trgp command 2nd
login command
logins

authenticating IDs

automating
|ogout-warning commeand
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MAC addresses
associating with 1P addresses
converting
HSRP and
reasons to change
mac-address command
managers (SNMP)
map-class command
mask formats
mask-cvt script
match address command
match command
match option (redistribute command)
max-entries command (NAT)
max-free keyword (public buffer pools)
MBGP
exchanging multicast information
MED (Multiple Exit Discriminator)
mediatypes
media-type command 2nd
member commeand
memory, flash [Seeflash memory]
messages
banner [See banner messages)
Security warnings
p—
metric-type keyword (redistribute static command)
MIBs (Management Information Bases)
entries
limiting access
min-free keyword (public buffer pools)
misttyped commands, router trying to resolve
mode command
modem inout command
mop\: option (boot system command)
MorrisWorm
MOSPF (Multicast Open Shortest Peth First) 2nd 3rd
MP REACH NLRI attribute (BGP)
MP_UNREACH_NLRI attribute (BGP)
mroute command
MSDP, discovering externa sources
mdat command 2nd

isolating multicast routing problems
mtu command 2nd
Multicast Open Shortest Path First [See MOSPF]
multicadt routing
controlling scope
with scoped addressing
withTTL
converting from broadcasts
debugging

DVMRP [See DVMRP]
exchanging information with MBGP

low frequency
MOSPF [See MOSPF]
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named ACLs
NAT (Network Address Trandation)
adjugting timers
checking status
configuring
debugging
rewriting network prefix
Setting external addresses
dynamicaly
some daticaly, somedynamicaly
daticaly
trandating internad and externd addresses
neighbor command
default-originate option
route-map option
shutdown keyword
neighbor password command
nelghbor remote-as command
NET-SNMP

netstat.pl script

sample output
network

booting |0S image over
convergence, improving
Sahility
Network Address Trandation [See NAT]
network command 2nd
clasdessverson
Network Time Protocol [See NTP]
NEWCONFIGfile 2nd
Next Hop attribute (BGP) 2nd
next-hop-self command
no auto-summary command 2nd
no cdp enable command 2nd
no cdp run command
no discard-route command
no exec command
asyncdid
no ip forward-protocol command
no ip forward-protocol udp command
no ip mroute-cache command
no logging event command
no logging event dlci-status-change command
no logging event link-gtatus command
no logging event subif-link-status command
no partition command
no shutdown command

no-xauth option

noescape keyword

None method (AAA)

nrzi-encoding command

NTP (Network Time Protocol)
authentication
broadcast mode
changing synchronization periods




This document is created with the unregistered version of CHM2PDF Pilot

4 Previous | Mt Pl

Top




This document is created with the unregistered version of CHM2PDF Pilot

[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] (1] [K][L] [M] [N] O] [P] [Q [R] [S] [T] [U] [V][W] [X] [Z]

OAKLEY key determination protocol
OAM (ATM Operations Adminigtration and Management)
offset-lis command 2nd
OIDs (Object I dentifiers)
Open Shortest Path First [See OSPF]
OpenSSH
option command
ORIGIN éttribute (BGP)
OSPF (Open Shortest Path First)
adjacency state changes
adjuding timers
authentication
configuring
convergence behavior, improving
cregting default route
debugging
dissbling
filtering routes
link costs
overview
redigtributing externa routes
route tagging
Router ID (RID)
Satic routes
summaizing routes
viewing status with domain names
output-delay command (RIP) 2nd
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packets
blocking [Seefiltering]
controlling fragmentation
delay sending
dropping

explorer
partition command

passive mode FTP sessions
passive-interface command 2nd
disabling OSPF
password command
passwords
authenticating
encrypting
Stronger
forgotten
removing from configuration file
Setting up
payload scrambling on ATM circuit
peer groups (BGP)
authenticating
Per-Hop Behavior (PHB)
Per-Hop Behaviors (PHB)
implementi
Perfect Forward Secrecy (PFS)
performance limitations
Perl
Permanent Virtua Circuits [See PVC]
permissons [See access and privilege]
permit command
persst command
physicd-layer async command
PIM (Protocol Independent Multicast)
PIM-DM (Protocol Independent MulticastNDense Mode) 2nd
PIM-SM (Protocol Independent MulticastN Sparse Mode)
Auto-RP and
BSRand
point-to-point keyword
PORT command (FTP)
ports, setting privilege levels
power on sdif test (POST)
ppp multilink command
preempt delay command
PRI module (ISDN), configuring
pri-group command
Priority Queueing (PQ) 2nd
with Custom Queueing
priority-list command
privilege [See accessand privilege]
privilegelevel command
Process Switching
promiscuous keyword
Protocol Independent MulticastNDense Mode [See PIM-DM]
Protocol Independent MulticastNSparse Mode [See PIM-SM]
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Quality of Service (QoS)
tagging DL Sw packetsfor
gueue parameters
viening
queue-lis command
queueing
dgorithms 2nd
improving bandwidth scaing of
congestion and
cusom [See Custom Queueing]

priority [See Priority Queueing]

g
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Radius method (AAA)
RADIUSversus TACACS+
Random Early Detection (RED)
random-detect dscp command
rate-limit command 2nd
rcp\: option (boot system command)
recursiverouting in tunnels
RED (Random Early Detection)
redeploying an old router
redistribute command
match option
tagging externd routes
redistribute static command 2nd 3rd
metric-type keyword
reflexive ACLs
reload at command
reload cancel command
reload in command 2nd
reloading
automaticaly at specifictime
cancding
remote configuration boot process
remote monitoring [See RMON]
Remote Source Route Bridging (RSRB) bridging protocol
remote-peer command 2nd
remove-private-AS command
reports
generating ARP tableinformation
generating IP
generding IProuting
Request To Send (RTS) signd
Reservation Protocol (RSVP)
RESULT file
Reverse Path Forwarding (RPF)
path
trees
RIF (Routing Information Field)
ring-speed command
RIP 2nd [Seea o routes|
authentication, engbling
central feature of
disabling interfaces
filtering routeswith
redistributing static routes
reduce bandwidth requirements
route summarization
unicast updates
verson 1, configuring
Vergon 2, configuring
RMON
events
using to send traps
ROM, routerOs
rom\: option (boot system command)

root bridge
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SAA (Service Assurance Agent)
same-interface keyword (Fast Switching)
SAP numbers (802.2)
saving router configuration to server
scoped addressing, multicast
scripting and diases
SDLC
changing full duplex to haf duplex
configuring for multidrop connections
configuring for usewith DLSw
device
checking status
States
sdic addresscommand 2nd 3rd
sdic dlsw command
sdic hax command
sdlc partner command 2nd
sdlc poll-pause-timer command
sdlc role command options
sdic role primary command
sdlc dow-poll command
sdlc vmac command
sdlc xid command
Security
problems
booting over the network
related to CDP
SNMP accesslists
warnings, displaying
send command
send-rp-announce command
serid connections
seria devices, connecting through | P network
sarver hodt tablefile
Service Access Points (SAP)
Service Assurance Agent (SAA)
service compress-config command 2nd
service config option
servicefinger command
service password-encryption command 2nd 3rd
servicetimestamp command 2nd
sarvice-module command
St default interface command
s ip default next-hop command
St ip next-hop verify-availability command
st next-hop command
show accesslist command 2nd 3rd
show aias command
show atm pvc command
show backup command
show buffer command
show buffers command
show cdp command
show cdp neighbors command
show cef drop command
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T1, configuring internal CSU/DSU for WAN connection
TAC Access Control System
tacacs+ method (AAA)
tacacs-server attempts command
tacacs-server command
tacacs-server host commands
TACACS/TACACSt
authentication, disabling
encryption and
messages, setting | P source address
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configuration fileexample
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server software, obtaining
using for AAA authentication
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preventing timeouts
retricting inbound access
Setting | P source address
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Termind Access Controller (TAC)
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TFTP (Trivia File Transfer Protocol)
directory accesslevels
preventing unauthorized configuration changes
server, configuring router to be
tftp-server command
titp-server-list command
tftp\: option (boot systerm command)
threshold command
ime [SeeasoNTP|
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web site, CiscoOs

Weighted Fair Queueing (WFQ)
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